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IMPLEMENTACION Y SUMINISTRO
CONTRATO CO1.PCCNTR.2769350

OBJETO: Adquisicion de bienes tecnolégicos (Hardware y
software) en desarrollo del proceso de modernizacidon para
el Instituto de Cultura y Patrimonio de Antioquia.

INSTITUTO DE CULTURA'Y PATRIMONIO DE
ANTIOQUIA

Medellin, diciembre 2021
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1. EQUIPO DE MANEJO UNIFADO DE AMENAZAS

Se procede a suministrar el equipo UTM (Unified Threat Management), de acuerdo
al elemento presentado en la oferta

EQUIPO: UutTM

MARCA: FORTINET

REFERENCIA: | FG-100F-BDL-950-36

CANTIDAD: | Uno (1)

DESCRIPCION: | Equipo de Manejo unificado de amenazas, Unifi Threat Management,
Puertos 22 x GE RJ45 (including 2 x WAN ports, 1 x DMZ port, 1 x
Mgmt port, 2 x HA ports, 16 x switch ports with 4 SFP port shared
media), 4 SFP ports, 2x 10G SFP+ FortilLinks, dual power supplies
redundancy.

SERIAL: FG100FTK20013425

e Suministro

apIng. ue‘)sx:}mo 99'"511’9‘1;43mo

(+574) 243 0822 Calle 17 # 27 A - 109 Of 2307 www.innovarit.com.co
(+57) 317 433 6568 Medellin, Antioguia, Colombia info@innovarit.com.co

G ‘ © ‘ ki



"0

o
S
]
'
'

00

i
L]

77/
-

e’

FIN.FZ40059-U. CAD DY

Input: 100-240VAC, 2-1.2A, 50-60Hz (x2)
This device complies with Part 15 of FCC Rules.Operation is subject to ihe
following two conditions:(1) this device may not cause harmtul interference 10
(2) this device must accept any |
that may cause undesired operation,
CAN ICES-3(A)/NMB-3(A)

OEMIE. V5AARBTY, CORNEETRARATRAY & - WRGE

ESIRECYCLBUEY, COMSCREREFRUCHRERT LS
LD E R S VOet — A
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2. MODULO SFP+ PARA FIBRA OPTICA

Se procede a suministrar el médulo equipo UTM (Unified Threat Management), de acuerdo

al elemento presentado en la oferta

EQUIPO: SFP+

MARCA: FORTINET
REFERENCIA: | FG-TRANS-SFP+SR
CANTIDAD: | 1 (Uno)

DESCRIPCION:

Moddulo SFP+ para fibra dptica, conexién a 10 Gbps, Incluye el Patch
Cord compatible

SERIAL:

CSG101L30664

G
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3. LICENCIA A 5 ANOS PARA EL EQUIPO UTM

Se procede a hacer la activaciéon y registro de la licencia del equipo UTM via web

EQUIPO: LICENCIA

MARCA: FORTINET
REFERENCIA: | FG-100F-BDL-950-36
CANTIDAD: | Una (1)

DESCRIPCION:

Licencia a 5 anos para el equipo UTM

SERIAL: No aplica
Licenses (B 173.243.140.6) @ i~ | |FortiGate Cloud i+ | |Security
. - 1
o FortiCare Support Statn ® Activated | L/
@ Firmware & Gener{ Status @ Registered
& IPS FortiCloud Account  sistemas@culturantioguia.gov.co
® AntiVirus Company Instituto de Cultura y Patrimonio de Antioquia
""""""" dustry ; R
® WebFiltering Industry Education n
FortiToken Hardware Version @ Advanced hardware - (Expiration Date: 2024/11/17)
Enhanced Support @ 24x7 support - (Expiration Date: 2024/11/17) E
CPU 1minute~ i~ | |Memonr

G
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4. INSTALACION, CONFIGURACION, PUESTA PUNTO Y CONFIGURACION EQUIPO

UTM

Se procede a hacer la capacitacién con el personal destinado por el Instituto de Culturay
Patrimonio de Antioquia para la operacidon y manejo del UTM

e |[nstalacidn

e Configuracién y Puesta a Punto

FortiGate 100F FC

@ Dashboard »

} £2 FortiGate 100F waniia 1 ,ﬂ
% Security Fabric > " E R ITIII L
+ Network ~ I" H A AEAEEE ® mEEe
m wanz

DEE 4 t Search Q o

Packat Capture

Name * Type Members 1P/Netmask Transceiver(s) DHCP Clients DHCP Ranges
SD-WAN Zones
802.3ad at
SD-WAN Rules G > Aggreate @
Performance SLA -

Static Routes

FortiExtender

By O] = Hardware Switch @

& System
B Policy & Objects > = TV 2 Hardware Switch B port7 172.260.1/255.255.255.0 PING 172.260.201-172.260.254
=
@ Security Profiles > B ports
. ) 2 GESTION-RED 22 Hardware Switch B portl 172.202.1/255255.255.0 PING 7 172.20.2.101-17220.2.254
™ port2 HTTPS
& User & Authentication > —
® WIFi & Switch Controller > HTTR
L Log & Repart > 2 LAN-ICPA (lan) =2 Hardware Switch M port1l 172.21.0.1/255.255.255.0 PING 172.21.0.20-172.21.0.18%
® port12 HTTPS 172.210.196-17221.0.254
HTTP
FMG-Access
‘Security Fabric Connection
2% SALA-DE-COMPUTO 33 Hardware Switch ® port3 172.212.1/255.255.255.0 PING 172.2122-17221.2254
B port4

@ Dashboard

% Security Fabric

# Network
Interfaces
DNS
Packet Capture

SD-WAN Zones

SD-WAN Rules
Pertormance SLA
Static Routes
FortiExtender

O System

B Policy & Objects

& Security Profies

2PN

& User & Authentication

® WIFi & Switch Controller

i Log & Report

i Volume Sessions

+ CreateNew~ | #
Interfaces

e & virtual-wanlink

* B TIGO_1_300_MBPS (wan1)

* # TIGO_2 120Mbps (wan2)

Download

B wani
Wwan2

Gateway

181.14349.89

1811434997

1Pv6 Gateway

Upload

Cost

Ewani
Wwan2

Dawnload Upload

22.50kbps 14.54 kbps I—

531bps Obps

G
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== FortiGate 100F FORTIGATE ICPA

& Dashboard > | * CreateNew | #

Q_ Policy Lookup | | Search Q Rl BySequence  [Pvd+iPvé~
& Security Fabric

o Name Source Destination Schedule Service Action NAT Security Profiles Log
jetvior} >
& System Ml ] =2 GESTION-RED — @ virtual-wan-link @

B Policy & Objects . SALIDA_GESTION_RED Zal Zal @ always @ ALL « ACCEPT © Enabled N no-inspection 0 U™ 847GB
O impiicit @

Addresses Implicit Deny Ban Bal @ always AL @ DENY © Disabled 152m8
Ban Bal
Internet Service Database

Bytes

Services

Schedules

Virtual 1B5

1P Pools

Protocol Options

Traffic Shapers

Traffic Shaping Policy

Traffic Shaping Profile
& Security Profiles
RN
& User & Authentication H
® WIFi & Switch Controller >
ad Log & Repart

e (Capacitacién

TIPO: CAPACITACION

UBICACION: Instituto de Cultura y Patrimonio de Antioquia

ASISTENTES: ICPA — Raul Augusto Restrepo

INSTRUCTOR: | Andrés Echeverry

5. MIGRACION PLANTA TELEFONICA ELASTIX A ISSABEL

Se procedid a hacer un backup del servidor actual (plata telefdnica Elastix), teniendo en
cuenta la configuracién de:

e Troncales SIP

e Rutas entrantes y Salientes
e Extensiones

e |VR

e Grabaciones

Posterior a esto, se hizo la configuracion en un servidor de respaldo para verificar el
correcto funcionamiento de la nueva

G © ki
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EQUIPO: Servidor HP

MARCA: HP — Software Issabel

REFERENCIA: | Issabel

DESCRIPCION: | Software de planta telefénica, con software compatible con
versiones anteriores (incluido Elastix)

VERSION:

e Anterior version de planta telefénica Elastix

elastlx

FICEDOM TO COMMUMNITATT

G
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Elastix B8 - #= v Paiginav Seguridad v Herramienta:

System

Network Shutdown Hardware Detector Updates

ashboard ) & Dashboard Z 4 % ?
a ard Applet Ad = =
5> System Resources - S Processes Status =
4 Telephony Service RUNNING -
History
ashboard ’3 Instant Messaging Service NOT RUNNING L
/ / / Ll |Fax Service RUNNING -
cPU RAM SWAP & | Email Service RUNNING -
F Database Service RUNNING v
CPU Info: AMD A8-5545M APU with Radeon(tm) HD
Uptime: 13 minute(s 0 Web Server RUNNING -
CPU Speed: 1,696.83 MHz
Call Center Servic s
Memory usage: RAM: 243.52 Mb SWAP: 511.99 Mb ghgal EastiCalCesterSenice O INSIALED
___. Hard Dnives 5 ‘ Performance Graphic s

> Nothing to show yet
- Loading g e

Se hace backup antes de instalar en el nuevo servidor

e Nuevo servidor de planta telefénica Issabel

Issabel

Ingresar

(& © @
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P peshbosr I Te)
CPL RAM Swap ACTIVO -
tinsa | NOINSTALADO
2 10 0
cr de Fax acrvo -
idor de Carreo ACTIVO. -
dor de Base de Datos actvo. -
<PU: L
Tiempo de Actividad: @ [servicer wer actve. -
Velocidad CPu:
—— R . () [servider catcerter tszabe 0 INSTALADO
Wz Usado @7 W, 5on
d de disco durs W uso mam. (WB)
Funtn de montaje
Fabricanle: 4
Haga cick abaja para ob o »
operacin puese tomar un tempo largo ¥ afect
. A
Obtancs raporte de directorios
17 w Apeya el nueva Release de lssabel
16  Nueva partal en s nube. Montareo, lertas, badups v (TaEat e} Linmadas (0] : (0 Lamadas Intamad) (0 Lismadas
lomodas:  Externas
io Clck2Call Permita que la Ramen a su PBK = P
" P
S Editar linea troncal SIP -
© Eliminar ¥nea troncal TIGO_T! Chanoel 30 (dahdi
10_TROMCAL
" y
. opex
Confiuracitn Pax Uamadas sallente
DIDs Canal DAHDE o
Pandl dul Opwud Establecer CallerID
ente de Busqueda i
Grupos de Timbrado eshabiltar inea troncal Chesnabit
o p—— = .
Lista negra i RS
Prioridades de Cols
srevend + prefix match pattern o8
ador de Endpoint + Aaregar Was Patranes ce Marcade | Limpar tad por
istente de regias de marcadién ®: (selecdone uno) v
o Reportes
+ o ones salie
& Addon
8 M exten embre da 1a finea troncal
@ seguridad -
D istoria ¥
Devolver L 2 &

Nombre Paquete

Informacion Paquete

Geol? x86_64 Uibrary for % to IP address mapping 1.5.0-14.¢17
ModemManzger-giib x86_64 Libraries for adding ModemManager support to applications that use glib. 1.6.10-3.67_6
MySQL-python x86_64 An interface to MySQL 1.2.5-1.el7
NetworkManager-glib x86_64 Libraries for adding NetworkManager support to applications (old API) 1.18.0-5.617
NetworkManager-iibnm *86_64 Libraries for adding NetworkManager support to applications (new APT) 1.18.0-5.617
NetworkManager-tui x86_64 NetworkManager curses-based UL 1.18.0-5.617
NetworkManager *86_64 Network conneetion manager and user applications 1.18.0-5.617
RoundCubeail noarch RoundCube Webrmail is a browser-based multiingual IMAP client 03.1-13

acl *86_64 Access control list utilities 22.51-14.6l7
aicodoc-firmware noarch Adaptec SAS 44300, 48300, 58300 Sequencer Firmware for AICI4xx driver 30-6.6l7
alsa-firmware noarch Firmware for several ALSA-supperted sound cards 1.0.28-2.617
alsa-lib x86_64 The Advanced Linux Sound Architecture (ALSA) library 1.1.8-Lel7
alsa-tools-firmware x86_64 ALSA tools for uploading firmware to some soundcards 1.1.0-Lel7
apr-util x86_64 Apache Portable Runtime Utilty library 1.5.2-6.el7

apr x86_64 Apache Portable Runtime library 1.4.8-5.7
asterisk-codec-g729 x86_64 G729 Codec for Asterisk 1.0-0
asterisk-es-sounds x86_64 Spanish language sound files for asterisk 1.0.0-0.el7.centos
asterisk-fr-sounds x86_64 French language sound files for asterisk 1.0.0-0.¢l7.centos
asteriskeperl noarch A perl agi interface module for asterisk 1.03-1.el7.centos
asterisk-pr-sounds noarch Persian Sound Files for Asterisk PBX 1.0-0

Nombre Paguete

Informacion Paquete

(ot available) (unknown) [Desinstalar]
(ot available) (unknown) [Desinstalar]
(ot available) (unknown) [Desinstalar]
(ot available) (unknown) [Desinstalar]
(ot available) (unknown) [Desinstalar]
(ot available) (unknown) [Desinstalar]
(ot available) (unknown) [Desinstalar]
(not available) (unknown) [Desinstalar]
(ot available) (unknown) [Desinstalar]
(not available) (unknown) [Desinstalar]
(ot available) (unknown) [Desinstalar]
(not available) (unknown) [Desinstalar]
(ot available) (unknown) [Desinstalar]
(ot available) (unknown) [Desinstalar]
(ot available) (unknown) [Desinstalar]
(ot available) (unknown) [Desinstalar]
(ot available) (unknown) [Desinstalar]
(ot available) (unknown) [Desinstalar]
(ot available) (unknown) [Desinstalar]
(ot available) (unknown) [Desinstalar]
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e Ingreso por Putty

Se verifica correcto funcionamiento con llamadas entrantes y salientes.

6. DISCO DURO SSD PARA SERVIDOR DE CAMARAS, PARA HACER ARREGLO RAID

Los discos duros suministrados corresponden a la siguiente descripcion

EQUIPO: Disco duro SSD (Unidad de Estado Sélido)

MARCA: HPE

REFERENCIA: | 866614 - 002

CANTIDAD: | Tres (3)

DESCRIPCION: | Software de planta telefénica, con software compatible con
versiones anteriores (incluido Elastix)

SERIALES: S3EBNX0J809501 - S3EBNX0J809068 - S3EBNX0J809343

(& © @
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e Suministro e instalacion de discos duros de estado sélido

Gen 872354001
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Se habilitan 2 bahias que estaban desocupadas en el servidor y luego se procede a instalar
los discos en los espacios habilitados

G © @&
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lgraﬁo_n‘ Mod;
| Logical Drives
Logical Drive 3
~ Physical Drives

480 GB SATA SSD atPort 11: Box 2 - Bay 7
480 GB SATA SSD atPort 11 Box 2 - Bay 8

44710 GiB (480.07 GB)
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m Smart Storage Administrator

[ lewlettPackard soortsioogenamnstator -
Enterprise

Available Device(s) (A
server Welcome to Smart

% Server Storage Administrator
&

Smart RAID/HBA Controllers

2l Smart Array P420i

% Smart Array P430
R

To begin, please select a device from
the menu on the left

Other Devices

Solid State Devices

s

7. MIGRACION DEL SISTEMA LINUX Y PLATAFORMA EXACVISION A NUEVO ARREGLO
DE DISCOS RAID

Después de la instalacion y configuracion de los discos para el sistema LINUX asociado al Circuito

Cerrado de Television, se procede a clonar el sistema operativo para migrarlo al nuevo arreglo de
discos.

CHC Free Software Labs, Taiuwan

1 Clonezilla
#Clonezilla is free (GPL) software, and comes with HBSDLUTE HO HARRAHTY»=

##/Hint?* From now on, if multiple choices are available, you have to press space key to mark
your selection. A star sign (%) will be shown when the selection is done///

Two nodes are available, you can

(1) save disk/partition to an image or restore an image to disk/partition

(2) disk to disk or partition to partition clone.

Choose the mode:

device—image diskspartition tosfrom image
device-device disk/partition to disk/partition

<0k> <Cancel>

(& © @
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Por ultimo se elimina el arreglo simple que tenia el disco original del sistema y se hace que
el servidor bootee desde el nuevo arreglo de discos RAID 1, de manera que tengamos la
seguridad de un sistema de CCTV respaldado por un sistema de discos redundantes

8. LICENCIA ARCSERVE SOPORTE PLATAFORMA ARCSERVE

Descripcidn de actividades:

Se hace la solicitud del licenciamiento de acuerdo al sistema propuesto para el ICPA

Se descargan los archivos previamente y se copian al servidor por medio de WinSCP

G © ki
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Local Marcar Archivos Comandos Sesién Opciones Remoto Ayuda
M & B3 Sincronizar |l f & & |5} Cola + Preajustes Predeterminado - & -
= raulrestrepo@172.200.111 | G Nueva sesion
%, C: 05 55D CEE e TR & raul.restreps v
(3 Subir ~ | []" Editar ~ 3¢ 5 [ Propiedades | £ Nuevo - = ®
C:\Users)\ErikaSalazar\Downloads\, /home/raul restrepo/
Nombre Temafio Tipo Medificado ~ || Nombre
H. Directorio superior  20/12/2019 3:38:35 p. m. .
LOGO - FINAL_PNGBL... Corpeta dearchivos  eusone 2 U .
XM Carpeta dearchivos @~ 0000 E x
uop Ca’pmd“"hf"“ 1 Archivo:  Arcserve_Unified_Data_Protection_Agent_Linux_7.
58U Carpetadearchives | =90 Destno: homefraul.restrepol
Mobaxterm_Portable ... Carpeta de archivos 1 -
Confiarvideos (1) Carpeta de archives 2
Confiarvideos Carpeta de archives 2 ;EQDTI'EEZ"";‘ 35057;; :E‘mﬂj ‘;5”5‘“"‘”2’213;;6
Microsaft.SkypeApp._k... Carpeta de archivos 1 18 wanstendes: ' B MBS
Arcserve_Unified_Data.. 498355KE  Archivo BIN 2 -~
Sin confirmar 731236...  16.640KB  Archivo CRDOWN... 1
- - @llimitsdo +
Sin confirmar 466463...  11.120KB  Archivo CRDOWN... 1 X -5%-9
Sin confirmar 932368...  32.832KE  Archive CROOWN... 1771272019 ZTemup: M

Microsoft Excel W...
Archivo WinRAR Z...

Pnriimentn de tor

5 RTO Y RPO actualizad...
[ planes asbu (1).zip

1HIND ft

11 KB
13 KB
aTwR

13/12/2019 3:
13/12/2019 2:38:52 p.

NAIING 2N2NA n

:08 p

1333

Tamafio

A
“""
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Se procede asignar los permisos necesarios para su ejecucion.

‘@ root@|CPA: /home/raul.restrepo

= A @ & |, Buscararchivos
1 Nuevo ~
Modificado Permisos  Propiet...
22/08/201711:27:14 3. m. rwoar-xr-x root
- O X

No es posible realizar esta instalacion ya que la version de Centos no es compatible

con el agente de udp.
Adicion de nodo Windows

G

(+574) 243 0822
(+57) 317 433 6568

©

Calle 17 # 27 A - 109 Of 2307
Medellin, Antioguia, Colombia

@

www.innovarit.com.co
info@innovarit.com.co



NNoOvar it

b 5
R
]

1.En la pestafia resources en la consola, hacemos clic en add nodes

Arcserve’  NIFIED DATA PROTECTION 0 vess

resources

« MNodes: All Nodes

fies " Actions ~ Add Nodes Filter ¥

All Nodes
Modes without a Plan Status  Node Name VM Hame Plan Hypervisor Last Back
Hyper-V Groups 3 ] VM(SICPASVR) SICPASVR BACKUP MV 172.20.0.116 Finished
Linux Modes
- - n o ™ - - —
Plan Groups ¥ ] YM{SVRKOHA) SVRKOHA BACKUP M 172.20.0.116 Finished
Linux Backup Server Groups 3¢ ] YM{SYRKOHABD) SVRKOHABD BACKUP MV 172.20.0.116 Finished
irtual Standby
3 < YM(SYRKOHACDM) SVRKOHACDM  BACKUP MV 172.20.0.116 Finished
All Nodes
Action Required £ ] 172.20.0.105 BK ORACLE Finished
R 3 L] 172.20.0.107 BK FILESERVER Finished
Source Running
Source and VM Running © 172200109 BK DOCUWARE Finished
fans © 172200116 BK HYPERV Finished
All Plans
estinations 172200041
Recovery Point Servers swr07 icpa.local

Se abrird una ventana emergente y en ella seleccionamos el tipo de nodo adicionar, en
este caso, Windows node.

Se diligencia la informacién, nombre o IP del nodo, usuario y contrasefia y clic en
aceptar.

Add Nodes to Arcserve UDP Console =

Add nodes by | Add Windows Node

Node Name VM Name Hypervisor

172.20.0.101

Mode NamelP Address

Usermame ICPA\arcsenver

Password ssssssss

Add Description

[ Collect UDP Dashboard information for Arcserve Backup jobs
Authentication Type

Usermame

Password

Port

(& © @
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#172.20.0.101
8 Configuration Wizard

Status

The node is not protected by a plan.

v Recent Events View Logs

There's no recent event

Adicionamos la tarea independiente de maquinas fisicas Windows para el nuevo nodo.
Se adiciona el nodo que recién se ingreso a la consola.

Copy a Plan BK FISICOS WINDOWS [] pause this plan

TaskType Backup: AgentBased Windows

Tas ackup: Agent-Based
Windows
Source De Schedule Advanced
Task2: Virtual Standby
Task3: Replicate to a remotely- @D Add
managed RPS
Node Name VM Hame Plan Site
Add a Task
Product Installation
Protection Type ® Back up all volumes ) Back up selected volumes
Select Nodes to Protect B ®
Available Nodes Selected Nodes
Groups  All Modes (Default Groups) - x
[] Node Hame VM Name Plan Site [C] MNode Hame VI Hame Plan Site
172.20.0.101 Local Site
[ 172200109 BK DOCUWARE Local Site
[ 172200116 BK HYPERV Local Site
»
[ 172200141 Local Site
>
] svr07.icpalacal Local Site ¢
[ svws01icpalocal SVRWSMM BACKUP MV WIN Local Site «
Page of 1 @ Displaying 1 -6 of 6
Nodes without credentials (username/ password) are not listed.
Help OK Cancel

Como destino seleccionamos el Datastore que se encuentra funcional para ICPA.

G © @&
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Copy a Plan

Task1: Backup: Agent-Based
Windows

Add a Task

BK FISICOS WINDOWS

Task Type Backup: Agent-Based Windows

Product Installation

Destination Type

Recovery Point Server

Data Store DS_ICPA

t

Password Protection

[ use selected network for backup traffic

Destination Schedule

i
L]

|| pause this plan

swr07 icpalocal

+De.
o
S

i innovar it

.'.'"0 0

gg

O Local disk or shared folder ® Arcserve UDP Recovery Point Server

-

Dejamos la programacién que se encuentra configurada en los otros planes,
guardamos y ejecutamos el job.

Copy a Plan

Task1: Backup: Agent-Based

Windows

Add a Task

BK FISICOS WINDOWS

Task Type Backup: Agent-Based Windows

Schedule Advanced

Product Installation

Type Description Su Mo Tu

n &
A B
&

# Notification

Daily Incremental Backup
Weekly Incremental Backup V

Monthly Incremental Backup

|| Pause this plan

We Th Fr

v v v v ¥

"

4

Savel

Time
10:00 PM
10:00 PM

10:00 PM

) Wnen multiple Backup jobs are setto start atthe same time, the job with highest priority starts first. Other jobs are shifted to the next rigger time. The
highest job priority is decided in the following sequence: Monthly, Weekly, Daily, and Custom.

9. SWITCHE DE CORE

- Se suministra un switche de Core para Alta disponibilidad en la red del ICPA

EQUIPO:

Switche de Core

MARCA: HPE ARUBA
REFERENCIA: | ARUBA CX 6300 -
CANTIDAD: | Uno (1)
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DESCRIPCION: | Switche de Core, Cuenta con 24 puertos SFP+, y 4 puertos 4 SFP56

(No inclye fuentes)
SERIAL: JL658A

10. FUENTE REDUNDANTE PARA SWITCHE DE CORE

- Se suministra un switche de Core para Alta disponibilidad en la red del ICPA

EQUIPO: Fuente redundante para switche de Core
MARCA: HPE ARUBA
REFERENCIA: | ARUBA X371 12VDC 250W POWER SUPPLY

G
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CANTIDAD: | Dos (2)

DESCRIPCION: | Fuente redundante para switche de Core 12VDC 250W Power Supply.
Aruba

SERIAL: CN8BGZ842N - CN8BGT47A

QrUbQ Aruba X371 12VDC 250W PS

a Hewlett Packard
Enterprise company
JLO85A #
el n|||||||||m||mnuumummmum Quenity
JLO85A 1
M ell'!!'a'!'!!"II"!'L'!'J!,"H9 L
%einam No. o Part No Software Version
MAC Address 190206
Made in China ¥

A W
Se procede a desembalar e instalar las fuentes en el swtiche de Core de Backup,
para luego proceder con su instalacion y configuracién

G © ki
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11. TARJETA DE MODULOS DE FIBRA OPTICA, SFP+ COMPATIBLE CON EL SWITCHE DE
CORE HP PROCURVE 54127L

- Se suministra un switche de Core para Alta disponibilidad en la red del ICPA

EQUIPO: Tarjeta de 8 Puertos de Fibra para Switche de Core Principal

MARCA: HPE ARUBA

REFERENCIA: | ARUBA 8 PORTS 1/10 GBPS SFP+

CANTIDAD: | Uno (1)

DESCRIPCION: | Tarjeta de médulos de Fibra Optica, SFP+ compatible con el switche
de Core HP 5412zl, 8 Puertos SFP+

SERIAL: J9993A

Se procede a desembalar e instalar la tarjeta en el actual switche de Core HP Proliant
5412zl

G © ki
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12. INSTALACION Y CONFIGURACION DEL SWITCHE DE CORE EN ALTA DISPONIBILIDAD
JUNTO AL SWITCHE DE CORE ACTUAL

- Para poder configurar el sistema de alta disponibilidad en los switches de core,
se habilita el spanning Tree Protocol, en su versién MSTP en ambos switches

- Se designa el switche root como el switch Principal HP Proliant 5412z|

- Se designa el switche de backup root el nuevos switche Aruba 6300 CX

El script de configuracidn del switche de core es el siguiente:

SW-CORE-CULTURANTIOQUIA# show running-config
Running configuration:

; J8698A Configuration Editor; Created on release #K.15.06.0017
; Ver #02:10.0d:1f

hostname "SW-CORE-CULTURANTIOQUIA"
module 1 type J9537A

module 2 type J9550A

module 3 type J9537A

module 4 type J9550A

module 5 type J9550A

interface Al

G © ki
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name "[TO_CC_006_SW1_PTO:25-LACP]"
exit
interface A2

name "[TO_CC_006_SW1_PTO:26-LACP]"
exit
interface A3

name "[TO_CC_006_SW1_PTO:27-LACP]"
exit
interface A4

name "[TO_CC_©09 SW1_PTO:GE1]"
exit
interface A5

name "[TO_CC_@©23 PEN_ANT]"
exit
interface A6

name "[TO_CC_AH_SW1_PTO:GE1]"
exit
interface A7

name "[TO_CC_119 SW1_PTO:GE1]"
exit
interface A8

name "[TO_CC_122 SW1_PTO:25-LACP]"
exit
interface A9

name "[TO_CC_122 SW1_PTO:26-LACP]"
exit
interface Al0

name "[TO_CC_122 SW1_PTO:27-LACP]"
exit
interface All

name "[TO_CC_108 SW1_PT025]"
exit
interface Al2

name "[TO_CC_110_SW1_PTO:GE1]"
exit
interface Al13

name "[TO_CC_213 SW1_PTO:25-LACP]"
exit
interface Al6

name "[TO_CC_220 SW1_PT0:49-LACP]"
exit
interface A19

name "[TO_CC_208 SW1_PTO:GE1]"
exit
interface A20

name "[TO_CC_205_SW1_PTO:GE1]"
exit
interface A21

name "[TO_CC_315 SW1_PTO:49-LACP]"
exit
interface A24
(& © ]
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name "[TO_CC_316_SW1_PTO:49-LACP]"
exit
interface Bl

name "TO_SVRAD@1 ILO"
exit
interface B2

name "[TO_SVRAD@O1 ETH1-LACP]"
exit
interface B3

name "[TO_SVRAD@O1 ETH2-LACP]"
exit
interface B4

name "[TO_SVRAD@O1 ETH3-LACP]"
exit
interface B5

name "[TO_SVRADO1 ETH4-LACP]"
exit
interface B6

name "TO_SVRHF@O1l ILO"
exit
interface B7

name "[TO_SVRHFO1l ETH1]"
exit
interface B8

name "[TO_SVRHF@1l ETH2-LACP]"
exit
interface B9

name "[TO_SVRHFO1l ETH3-LACP]"
exit
interface B1l0O

name "[TO_SVRHF@1_ETH4-LACP]"
exit
interface B1l1l

name "TO_SVRFLS_ILO"
exit
interface B12

name "[TO_SVRFLS_ETH1-LACP]"
exit
interface B13

name "[TO_SVRFLS_ETH2-LACP]"
exit
interface B14

name "[TO_SVRFLS_ETH3-LACP]"
exit
interface B15

name "[TO_SVRFLS_ETH4-LACP]"
exit
interface Bl6

name "TO_ICPAOCO1_ILO"
exit
interface B17
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name "[TO_ICPAOCO1 ETH1-LACP]"
exit
interface B18
name "[TO_ICPAOCO1_ETH2-LACP]"
exit
interface B19
name "[TO_ICPAOCO1_ETH3-LACP]"
exit
interface B20
name "[TO_ICPAOCO1_ETH4-LACP]"
exit
interface B21
name "TO_SVRSIP_ILO"
exit
interface B22
name "TO_SRVSIP ETH1"
exit
interface B23
name "TO_SRVDCW_ETHe"
exit
interface B24
name "TO_SRVDCW_ETH1"
exit
interface C3
name "[TO_CC_307_SW1_PTO:49-LACP]"
exit
interface C6
name "[TO_CC_308_SW1_PTO:49-LACP]"
exit
interface C9
name "TO_CC_413_SW1_PTO_GE1"
exit
interface Cl0
name "TO_CC_P4_SALA DANZA SW1_PTO_GE1"
exit
interface C1l1
name "[TO_CC_P4 OCCIDENTE_PTO:GE1]"
exit
interface C12
name "[TO_CC_P4 ORIENTE_PTO:GE1]"
exit
interface C13
name "TO_CC_211_SW1"
exit
interface C14
name "CC11@_TEST"
exit
interface C15
name "[InActivel”
exit
interface C16
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name "[InActive]”
exit
interface C17

name "[InActive]”
exit
interface C18

name "[InActive]”
exit
interface C19

name "[InActive]”
exit
interface C20

name "[InActive]”
exit
interface C21

name "[InActive]”
exit
interface €22

name "[InActive]”
exit
interface C23

name "[InActive]”
exit
interface C24

name "[InActive]”
exit
interface D1

name "TO_FORT_Po1"
exit
interface D5

name "TO_ilLO_NAS"
exit
interface D8

name "TO_SW_CORE_PENSIONES"
exit
interface D9

name "TO_RO_BECAS_PORT2"
exit
interface D10

name "TO_CCTV_SRV"
exit
interface D11

name "TO_CCTV_SRV"
exit
interface D12

name "TO_CCTV_WORKSTATION1"
exit
interface D13

name "TO_RO_PPAL_PTO11"
exit
interface D14
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name "TO_RO_WLAN_PTO3"
exit
interface D15

name "TO_SW_UNE_ICPA"
exit
interface D16

name "TO_RO_WLAN_PTO1"
exit
interface D17

name "TO_RO_PPAL_PTO2"
exit
interface D18

name "TO_SW_UNE_L2L_GOBANT"
exit
interface D19

name "TO_RO_PTO7"
exit
interface D20

name "TO_RO_PORT8"
exit
interface D21

name "TO_RO_PT09"
exit
interface D22

name "TO_RO_PTO10"
exit
interface D23

name "TO_RO_PTO11"
exit
interface D24

name "TO_RO_PTO12"
exit
interface E1

name "ARC SERVER 2"
exit
interface E6

name "ACC_RED_GESTION"
exit
interface E7

name "ACC_RED_GESTION"
exit
interface E13

name "[TO_SVRXX@3_ETH1-LACP]"
exit
interface E14

name "[TO_SVRXX@3_ETH2-LACP]"
exit
interface E15

name "[TO_SVRXX@3_ETH3-LACP]"
exit
interface E16
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name "[TO_SVRXX@3_ETH4-LACP]"
exit
interface E17

name "[TO_SVRXX@2_ ETH1-LACP]"
exit
interface E18

name "[TO_SVRXX@2_ ETH2-LACP]"
exit
interface E19

name "[TO_SVRXX@2_ ETH3-LACP]"
exit
interface E20

name "[TO_SVRXX@2_ ETH4-LACP]"
exit
interface E21

name "[TO_SVRXX@1l ETH1-LACP]"
exit
interface E22

name "[TO_SVRXX@1 ETH2-LACP]"
exit
interface E23

name "[TO_SVRXX@1l ETH3-LACP]"
exit
interface E24

name "[TO_SVRXX@1l ETH4-LACP]"
exit
trunk
trunk
trunk
trunk
trunk
trunk
trunk
trunk
trunk
trunk
trunk
trunk
trunk
trunk
trunk
trunk
trunk
trunk
trunk
trunk
trunk
trunk
trunk
trunk
trunk

A1-A3 Trkl LACP
A4 Trk2 Trunk
A5 Trk3 Trunk
A6 Trk4 Trunk
A7 Trk5 Trunk
A8-A10 Trké6 LACP
A1l Trk7 Trunk
Al12 Trk8 Trunk
Al13 Trk9 LACP
Al6 Trkle LACP
A19 Trkll Trunk
A20 Trkl2 Trunk
A21 Trk13 LACP
A24 Trkl4 LACP
C3 Trk15 LACP
C6 Trkle LACP
C9 Trkl7 Trunk
C19 Trk18 Trunk
C11 Trk19 Trunk
C12 Trk20 Trunk
C13 Trk21 Trunk
B1 Trk25 Trunk
B2-B5 Trk26 LACP
B6 Trk27 Trunk
B7 Trk28 Trunk
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trunk B8-B10 Trk29 LACP
trunk B11 Trk3@ Trunk
trunk B12-B15 Trk32 LACP
trunk B16 Trk33 Trunk
trunk B17-B20 Trk34 LACP
trunk B21 Trk36 Trunk
trunk B22 Trk37 Trunk
trunk B23 Trk38 Trunk
trunk B24 Trk39 Trunk
trunk D8 Trk40 Trunk
trunk C14 Trk41l Trunk
trunk E21-E24 Trk45 LACP
trunk E17-E20 Trk46 LACP
trunk E13-E16 Trk47 LACP
ip default-gateway 172.20.0.1
vlan 1
name "GESTION_RED"
untagged A14-A15,A17-A18,A22-A23,C1-C2,C4-C5,C7-C8,C15-C24,D1-D4,Trk9-
Trkl6,Trk2
1,Trk40-Trk41l
ip address 172.20.2.10 255.255.255.0
ipv6 enable
ipvé address dhcp full
tagged D20,Trkl,Trk4,Trkl7-Trk20
no untagged D5-D7,D9-D19,D21-D24,E1-E12,Trk2-Trk3,Trk5-Trk8,Trk25-
Trk30,Trk32-Tr
k34,Trk36-Trk39,Trk45-Trk47
exit
vlan 30
name "GESTION"
untagged D5-D7,D10,D14,D24,E1-E5,E7-E8,Trk25-Trk30,Trk32-Trk34,Trk36-
Trk39, Trk45
-Trk47
ip address 172.20.0.10 255.255.255.0
ipv6 enable
ipv6 address autoconfig
tagged C15-C24,Trkl-Trk21
exit
vlan 10
name “"TELEFONIA"
untagged D22
tagged C15-C24,Trk1-Trk2,Trk4-Trk21,Trk25-Trk28,Trk32,Trk34,Trk36
no ip address
exit
vlan 20
name "VISITANTES"
untagged D23
tagged C15-C24,D11,Trkl1-Trk20,Trk25-Trk28,Trk32,Trk34,Trk36
no ip address

exit
vlan 11
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name "LAN_ICPA"
untagged D20
tagged D18,Trkl,Trk4-Trk21,Trk25-Trk28,Trk32,Trk34,Trk36,Trk38-Trk39
no ip address
exit
vlan 40
name "L2L_GOBANT"
untagged D18
tagged Trkl-Trk4,Trkl7-Trk20,Trk4e
no ip address
exit
vlan 12
name "WLAN_ICPA"
untagged D19
tagged Trkl-Trk6,Trk8-Trk20
no ip address
exit
vlan 13
name "WLAN_SALA_ COMPUTO"
untagged D21
tagged Trkile
no ip address
exit
vlan 50
name "INET_2 TIGO 120M"
untagged D15-D17,E6
no ip address
exit
vlan 15
name "CCTV"
untagged D11-D13
tagged Trkl-Trk21
no ip address
exit
vlan 60
name "CORPORACION_BECAS"
no ip address
exit
vlan 70
name "LAN_BECAS"
untagged D9
tagged Trkl7-Trk20
no ip address
exit
vlan 51
name "INET_1_TIGO_300M"
untagged E9-E12
no ip address
exit
console inactivity-timer 5
fault-finder bad-driver sensitivity high
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fault-finder
fault-finder
fault-finder
fault-finder
fault-finder
fault-finder
fault-finder
fault-finder
fault-finder
no telnet-ser
interface D18

flow-contr

exit
snmp-server c
snmp-server c
spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree

-
A

-
<l o< A
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bad-transceiver sensitivity high
bad-cable sensitivity high
too-long-cable sensitivity high
over-bandwidth sensitivity high
broadcast-storm sensitivity high
loss-of-1link sensitivity high
duplex-mismatch-hdx sensitivity high
duplex-mismatch-fdx sensitivity high
link-flap sensitivity high

ver

ol

ommunity "public" unrestricted
ontact "ICPA" location "MEDELLIN"

Trkl priority
Trk2 priority
Trk3 priority
Trk4 priority
Trk5 priority
Trké priority
Trk7 priority
Trk8 priority
Trk9 priority
Trk10 priority
Trkll priority
Trkl2 priority
Trk13 priority
Trkl4 priority
Trk15 priority
Trkl6 priority
Trkl7 priority
Trk18 priority
Trk1l9 priority
Trk20 priority
Trk21 priority
Trk25 priority
Trk26 priority
Trk27 priority
Trk28 priority
Trk29 priority
Trk30 priority
Trk32 priority
Trk33 priority
Trk34 priority
Trk36 priority
Trk37 priority
Trk38 priority
Trk39 priority
Trk40 priority

O O N N N N N NI N

N N N N N N N N N N N N N O N N N N N N N N N NN
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spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree
primary-vlan 30

no autorun

no dhcp config-file-update
no dhcp image-file-update
password manager

password operator

Trk4l priority 4
Trk45 priority 4
Trk46 priority 4
Trk47 priority 4

innovar it

forward-delay 4 hello-time 1 maximum-age 6 priority ©

Para verificar la configuracidn en el switche de core se corre el siguiente comando

#show spanning-tree

SW-CORE-CULTURANTIOQUIA# show spanning-tree

Multiple Spanning Tree (MST) Information

STP Enabled . Yes

Force Version : MSTP-operation

IST Mapped VLANs : 1-4094

Switch MAC Address : 2c59e5-70e500

Switch Priority . 0
Max Age : 6
Max Hops : 20

Forward Delay : 4

. 1129
17 hours

Topology Change Count
Time Since Last Change :

CsT
CST
CST
CST

Root MAC Address : 2c59e5-70e500

Root Priority : 0

Root Path Cost ]

Root Port : This switch is root

IST
IST
IST
IST

Regional Root MAC Address : 2c59e5-70e500
Regional Root Priority : 0
Regional Root Path Cost : 0
Remaining Hops : 20

Root Guard Ports
Loop Guard Ports
TCN Guard Ports
BPDU Protected Ports
BPDU Filtered Ports
PVST Protected Ports
PVST Filtered Ports

| Prio

rity State
128 Disabled
128 Disabled

Port Type

Al4
Al15

1000SX
1000SX

Hello
Time PtP Edge

| Designated
| Bridge
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Al7
A18
A22
A23
c1
Cc2
c4
C5
Cc7
Cc8
Cc15
Cile
c17
Cci18
c19
C20
c21
c22
c23
c24
D1
D2
D3
D4
D5
D6
D7
D9
D1eo
D11
D12
D13
D14
D15
D16
D17
D18
D19
D20
D21
D22
D23
D24
E1l
E2
E3
E4
ES
E6
E7
E8
ES
E10
El1
E12
Trkl
Trk2
Trk3
Trk4
Trk5
Trké

1000SX
1000SX
1000SX
1000SX
1000SX
1000SX
1000SX
1000SX
1000SX
1000SX

1000SX

100/1000T
100/1000T
100/1000T
100/1000T
100/1000T
100/1000T
100/1000T
100/1000T
100/1000T
100/1000T
100/1000T
100/1000T
100/1000T
100/1000T
100/1000T
100/1000T
100/1000T
100/1000T
100/1000T
100/1000T
100/1000T
100/1000T
100/1000T
100/1000T
100/1000T
100/1000T
100/1000T
100/1000T
100/1000T
100/1000T
100/1000T
100/1000T
100/1000T
100/1000T
100/1000T

Auto
Auto
Auto
Auto
Auto
Auto
Auto
Auto
Auto
Auto
Auto
Auto
Auto
Auto
Auto
Auto
Auto
Auto
Auto
20000
20000
Auto
Auto
Auto
20000
20000
20000
20000
20000
20000
20000
20000
20000
20000
20000
20000
200000
20000
20000
20000
20000
20000
20000
20000
20000
20000
20000
20000
Auto
Auto
Auto
Auto
Auto
Auto
Auto
20000
20000
20000
20000
20000
20000

128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
64

64

64

64

64

64

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Forwarding
Forwarding
Disabled
Disabled
Disabled
Forwarding
Forwarding
Forwarding
Forwarding
Forwarding
Forwarding
Forwarding
Forwarding
Forwarding
Forwarding
Forwarding
Forwarding
Forwarding
Forwarding
Forwarding
Forwarding
Forwarding
Forwarding
Forwarding
Forwarding
Forwarding
Forwarding
Forwarding
Forwarding
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Forwarding
Forwarding
Forwarding
Forwarding
Forwarding
Forwarding

2c59e5-70e500
2c59e5-70e500

2c59e5-70e500
2c59e5-70e500
2c59e5-70e500
2c59e5-70e500
2c59e5-70e500
2c59e5-70e500
2c59e5-70e500
2c59e5-70e500
2c59e5-70e500
2c59e5-70e500
2c59e5-70e500
2c59e5-70e500
2c59e5-70e500
2c59e5-70e500
2c59e5-70e500
2c59e5-70e500
2c59e5-70e500
2c59e5-70e500
2c59e5-70e500
2c59e5-70e500
2c59e5-70e500
2c59e5-70e500
2c59e5-70e500
2c59e5-70e500

2c59e5-70e500
2c59e5-70e500
2c59e5-70e500
2c59e5-70e500
2c59e5-70e500
2c59e5-70e500

()

WEEE
77/

PR RPRRRRPRRRPRRRPRRPRRPRRRPRPEBRRRERRRRERR

RRRRRR

()

-

-
o

LT

4

-
f’-‘-‘

]
1
H

Yes
Yes

Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes

Yes
Yes
Yes
Yes
Yes
Yes
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No
No

Yes
Yes
Yes
Yes
Yes
Yes
Yes
No

Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
No

Yes
Yes
Yes
Yes
Yes
Yes

No
Yes
Yes
Yes
Yes
No
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Trk7

Trk8

Trk9

Trkle
Trkll
Trk12
Trki3
Trkil4
Trki15
Trkl6
Trk17
Trk18
Trk19
Trk20
Trk21
Trk25
Trk26
Trk27
Trk28
Trk29
Trk30
Trk32
Trk33
Trk34
Trk36
Trk37
Trk38
Trk39
Trk4o
Trk41l
Trk45
Trk46
Trk47

20000
20000
20000
20000
20000
20000
20000
20000
20000
20000
20000
20000
20000
20000
20000
20000
20000
20000
20000
20000
20000
20000
20000
20000
20000
20000
20000
20000
20000
Auto

20000
20000
Auto

64
64
64
64
64
64
64
64
64
64
64
64
64
64
64
64
64
64
64
64
64
64
64
64
64
64
64
64
64
64
64
64
64

Forwarding
Forwarding
Forwarding
Forwarding
Forwarding
Forwarding
Forwarding
Forwarding
Forwarding
Forwarding
Forwarding
Forwarding
Forwarding
Forwarding
Forwarding
Forwarding
Forwarding
Forwarding
Forwarding
Forwarding
Forwarding
Forwarding
Forwarding
Forwarding
Forwarding
Forwarding
Forwarding
Forwarding
Forwarding
Disabled

Forwarding
Forwarding
Disabled

2c59e5-70e500
2c59e5-70e500
2c59e5-70e500
2c59e5-70e500
2c59e5-70e500
2c59e5-70e500
2c59e5-70e500
2c59e5-70e500
2c59e5-70e500
2c59e5-70e500
2c59e5-70e500
2c59e5-70e500
2c59e5-70e500
2c59e5-70e500
2c59e5-70e500
2c59e5-70e500
2c59e5-70e500
2c59e5-70e500
2c59e5-70e500
2c59e5-70e500
2c59e5-70e500
2c59e5-70e500
2c59e5-70e500
2c59e5-70e500
2c59e5-70e500
2c59e5-70e500
2c59e5-70e500
2c59e5-70e500
2c59e5-70e500

2c59e5-70e500
2c59e5-70e500

13. SWITCHE DE BORDE 48 PUERTOS PoE+, 4 SFP+, 370W

-
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e
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5
4o
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes

Yes
Yes

NNOVA |

Yes
Yes
Yes
Yes
No

Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
No

Yes
Yes

- Se suministran 13 switches de borde de acuerdo a las caracteristicas y marcas

ofertadas

EQUIPO: Switche de Borde

MARCA: HPE ARUBA

REFERENCIA: | ARUBA INSTAN ON 1930 (JL686A)

CANTIDAD: Trece (13)

DESCRIPCION: | Switche De Borde, 48 puertos PoE+, 4 SFP+, 370W,

SERIAL: CN19KPJ200 - CNI19KPJ37T - CN19KPJ3JG - CN19KPJ1CX -
CN19KPJ3P5 - CN19KPJ3HC - CN19KPJ3B3 - CN19KPI3G7 -
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CN19KPJ20M - CN19KPJ3LB - CN19KPJ34H - CN19KPJ1Q6 -
CN19KPJ33Z

annn
[

e Proceso de desembalaje

e Proceso de Configuraciéon
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e Proceso de reemplazo de viejos switches por nuevos
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14. MODULO SFP+, VELOCIDAD 10 GBPS

- Se suministran los mdédulos SFP+ que nos van a permitir tener conexiones mas
rapidas en el Backbone del ICPA

EQUIPO: Mddulo Transciever SFP+

MARCA: FLUXLIGHT

REFERENCIA: | J9150D

(& © @
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CANTIDAD:

Sesenta (60)

DESCRIPCION:

Modulo SFP+, velocidad 10 Gbps, Para switche de Borde y Core de

Backup

SERIAL:

MS16BA00971 -
MS16BA00975 -
MS16BA00979 -
MS16BA01053 -
MS16BA01057 -
MS16BA01071 -
MS16BA01075 -
MS16BA01079 -
MS16BA01093 -
MS16BA01097 -
MS16BA01121 -
MS16BA01125 -
MS16BA01129 -

MS16BA00972 -
MS16BA00976 -
MS16BA00980 -
MS16BA01054 -
MS16BA01058 -
MS16BA01072 -
MS16BA01076 -
MS16BA01080 -
MS16BA01094 -
MS16BA01098 -
MS16BA01122 -
MS16BA01126 -
MS16BA01130 -

MS16BA00973 -
MS16BA00977 -
MS16BA01051 -
MS16BA01055 -
MS16BA01059 -
MS16BA01073 -
MS16BA01077 -
MS16BA01091 -
MS16BA01095 -
MS16BA01099 -
MS16BA01123 -
MS16BA01127 -
MS16BA01131 -

MS16BA00974 -
MS16BA00978 -
MS16BA01052 -
MS16BA01056 -
MS16BA01060 -
MS16BA01074 -
MS16BA01078 -
MS16BA01092 -
MS16BA01096 -
MS16BA01100 -
MS16BA01124 -
MS16BA01128 -
MS16BA01132 -

MS16BA01133 - MS16BA01134 - MS16BA01135 - MS16BA01136 -
MS16BA01137 - MS16BA01138 - MS16BA01139 - MS16BA01140

Suministro e instalacion de los mddulos de fibra dptica
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15. ACCESS POINT PARA WIFI DE ULTIMA GENERACION

- Se suministra los Access Points para modernizar la red WiFi del instituto. Con
esta nueva tecnologia se pasa de 54 Mbps a 1.7Gbps para los equipos que
soporten dicha velocidad

EQUIPO: ACCESS POINT

MARCA: RUCKUS

REFERENCIA: | R720

CANTIDAD: Diecisiete (17)

DESCRIPCION: | Access Point para WiFi de Gltima generacién, Banda Dual dual-band
802.11abgn/ac (WiFi 5) Wireless Access Point, 4x4:4 streams,
BeamFlex+, dual ports, 802.3af/at PoE support

SERIAL: 242172002034 — 242172002040 - 242172002432 — 242172002440 —
242172002472 — 242172002767 — 242172002796 — 242172002816 —
242172002819 - 242172002834 — 242172002841 — 242172002847 —
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242172002856 - 291803003716 — 971803007690 — 321803001426 -
291803002390

Se proceden a desembalar y a hacer el montaje en las diferentes zonas establecidas

.
ot ot ok
S ot F GG Fudot

iy Pt 16 of the FCO Rulas. Oprshion &

Fodoral Communications Gommission Notices
"
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16. LICENCIA RED SIN CONTROLADORA HASTA 25 AP’S

- Se suministra y se configura la licencia sin controladora para el sistema de WiFi
marca Ruckus.

EQUIPO:

Licencia Ruckus

MARCA:

Ruckus

REFERENCIA:

Ruckus Unleashed

CANTIDAD:

Uno (1)

DESCRIPCION:

Licencia Red Sin Controladora hasta 25 Access Points

SERIAL:

un3121720028341621446409710

O sistema v
Configuracion de IP
Hora del sistema

Cédigo del pais

Funciones

Usuarios

Mesh

&, Servicios >
2 Administracion »

Informacion del sistema

Nombre= | Ruckus-Unleashed-ICPA
Versién del sistema | 200.10.10.5.229

Unleashedln‘un31217200283&152144540971D H Generar H Copiar

Maestro preferido
Upon applying this change, the Primary Preferred Master AP will become the Master AP and the previous Master AP will be rebooted to become a Member AP, the
selected Secondary Preferred Master will become Master once Primary Preferred Master is down. Please note there may be a brief network disruption when changing
Iaster AP.

Primary Preferred Master | Sin preferencia -

Secondary Preferred Master  Sin preferencia -
Disable WLAN service on Master AP ] If the Unleashed Network contains 3 or mere connected APs. the Master AP will not provide WiFi service

Aprobacin de switch

ion [ Aprobar automa todas las i de vil on de los switches.
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COMMSCOPE

Dear ‘u’alued Customer
Thank y r purchasing a Ruckus Wireless Unleashed Network

What is this?

This is the support activation for your new license purchase, please review the
information below and proceed to activate.

Support Contract Details

End User:
Instituto de Cultura y

Distributor: VAR:

h Data C ti I IT5A5
e 3 Lorparation rnear Patrimonio de Antioguia

Primary
Erxl Cpusmtity Product Serial Numibers Controller Serial
Date Date

¥ou purchased: WatchiDog End User/Direct support which entitles you to direct access to all of owr support
resources and sctivation of your unleashed network Jup to 23 Zoneflex &P). Our web support portsl provides
wealth of technical resouwrces including Software Updates, Enowledge Base, Online Case Management, Forums
and Live Chat.

B0S-RLUML-

7/10/2021 TI0y2121 1 9131808501 6601 H/A
oy (R 000 1.

You only have to complete your registration to activate the unleashed network

Activation Code: un3121720028341621446409710

MNote: If there are renewals in your order, they are automatically activated.

Best Regards,
Ruckus, an Amis company

Connect with Us: Contact Info:
New bo Ruckus? Get Started: New Customar
Support Contact: Contact-Us

Support Web: hitp'support. uckuswireless com

Terms Of Use | Privacy Policy

17. INSTALACION, CONFIGURACION Y PUESTA A PUNTO DE LA RED DE DATOS
CORPORATIVA

G © @&
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Se procedié a configurar de acuerdo a las instrucciones del personal de informatica y de
sistemas del ICPA los siguientes elementos:

e Switche de Core Principal

Switch Status

[ change (7 [~ | | Uit Eaformation [ change [[2 )~
Syatem Name: SH-CORE CULTURANTIOQUEA ProductName: 1P sutch Esa120(654)
System Location:  MEDELLIN 1 Address 220210
System Contact: 1P Base HAC Address: 3552570 500
System Uptime: 3 days, 11 hours, 20 minutes, 3 secends Serisl tiumber saasoxvoLs
System CPUUEL: 355 Hgmt Server: bt [ 17007.svwwhp.comycice_help
System Memory: 128380828 Bytes Version: KAS.06.0017, ROMKAS29
VLANS(13total) 7)~1| |Mertiog 7=
Name Stats 1P Aderess. [ ——— [Refresh]
GesTIoN Portbased 17220010 -
Date . Time stats At Desarption
Sat0e0 4 1245122021 Warming Loss oflink Lot onnesion fo multiple devessan  ~
or Ga
SatDeo 4 1243122021 waming Lozs cfine Lot sormestion o multpls devess on
o 67
SatDeo 4 1243122021 waming Lozs cfine Lot sormestion o multpls devess on
co
SatDeo 4 120747 2021 warming Loss otink Lost connecton to mltpie deveeson
Details 2
ac
Pork Hame: At Totals: Receive Transmit
Management I Active Enbled: v Bytes: assssos37es152s8s
Module
Type: 10008 Unicast: 20455 smsaz
® ® Besst/Meast: 15972 2750030
@ (® style = "font-size:9px;color:#777;"
Errors: Receive Transmit
@ style = "font size:9pxicolor:777;" (@  style = "font-size:Gpxicolor: £777;" Utiization ReceveTransmit  fcs, °
Total (bps): 4319665050472 Alignment: °
@  style - "font size:opwicolor: 2777 (D style = "R 77757 0o 1 Runts: 0
8/Mcast (pps): o = Giants: o
® style = “fontsizesproolon =777y (D) style = “fant-sizeiSpyicolor: 2777 tlimtionoe 0038 0050 [ o
Drops: o
Collsions: o
Recy Discards: ¢ Late Collns: o
Unlencwn protos: 0 Excess Collns: 0
OutQuevelen: O Deferred 0
VLA Information changs |2
Primary VLA v 30 Hax vLans 2% Qi [
Hanagement VAN 1oie R Cisabled Tag Type: (=
VLAN Table: acd AN | Doiatn vian [ 27
FitarBy: 0 -
o Hame veiee amba
' s=smoN Az %o %o
T o
"o
o
o
No No

P 2 Do V1 1366133
v
VLA Propertios (Change] 7=
o
VAN Hame cestion pen
status ot Bared
Primay AN 1o
Mansgement VLA 1o
Ports. [Change] 7 | &
Tagged (statich
Tagged (GVRP): Nare
Untagged: A-CS C7-CH CI5C24 DI-Cd Tried THSTHIE TGl Triedd-Triedl

G © ki
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Port Table.
Filter By For v
Port PortSatus
- it
s Sy
s O Disabled
A ®u Disabled
48 O Disabled
e S Disables
a0 S Disabie

vagel 1lofs| b M| @

Port AL - [TO_CC_006_SW1_PT0:25-LACP]

Port Properties

Port: “
port Name: [70_CC_006 SW1_Pro:25-LACR]
Enabled: v
Hode: st
Flow Control Drsabd
Brosdeast Limit: 0
LACP Status: Dissbd
Trunk Type: er
Teunk Group Tt

Port Statistics
Ublizstion ( 5 minute weighted sversge) :  Receive  Transmit
Total (bps) s soEn
Unicast (Phts/sec) 0 1
Beast/Mcast (Pids/=ec) 0 2

tilization(56)

037 050

TrEne

RxEres T i
3 c0os
a8 25
0 08
o XY
o wo
° s

e Switche de Core Secundario

arvba

El  Storage

& Fans

@ Security

%= Spanning Tree

O clients

& Ports

192.168.250.5 (SW_CORE_IIT)

CPU

30 %

Packet Buffers

o4y

Message Buffers i«

v Tee
o onos 1005
0 Tonosx 1000
oo Tonosx 10008
EES Tonesx 1o
Totals (Since boot or last clear) Receive Transmit
Bytes —
Unicast o s
Beast Mt e wsmn
[ Memory I
42 %
100 % o 100 %
1 TX Drops &
0%
100 % 0 100 %
RX Errors &

5.
3
<
O
ﬁ
—

Ganfig Mode: Tk
e e
e Tt
e T
o T
v T
e e

Displaying Port L - 24 oF 120

[Change] (2~

Top Interfaces by RX Utilization

Port 24 ( A RUCKUS)

0.00 %
0% 100 %
Port 23

0.00 %
0% 100 %
Port 22

0.00 %
0% 100 %
Port 21

0.00 %
0% 100 %
Port 20

0.00 %
0% 100 %
Port 19

0.00 %
0% 100 %
Port 17

0.00 %
0% 100 %
Port 7 (A MK PTO 5)

0.00 %
0% 100 %
Port 6 (A SW ESCRITORIO)
0% 100 %
Port5
0.00 %

100 %
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192.168.250.5 (SW.COREIIT) Q D Ve LELE

Auth
.
Ports
L]
Ports
TCh B B ere [ ]
A Ports
. - o - Breakdown (past 24 hot
me Since Last Chal MSTP Configuration Identifiers
Erro
Name: sa2ea0 0
=
=11 98
Revision: D .
Major
Change Count Hours Digest:  ac36 1775028 3cdd @ ab 26 de 62 0
= aruba 192.168.2505 (5 3
= A .. .5 (SW_CORE_IIT)
= S oecone
[ ]
Autn
Auth
Port 1 Sta
Rates Totals .
Total RX: Beast/Mcast RX: 1 Pktsisec Total RX: Beast/Mcast RX: 793504 Pits FPorts
Total TX: Beast/Mcast TX: Total TX: Bcast/Mcast TX: kts
Utilization RX: Unicast RX: Bytes RX: Unicast RX: .
Utilization TX:  0.00% Unicast TX: Bytes TX: Unicast TX: Ports
Ports Display v 7 & .
eakd )
1 Yes up 100/1000T Auto. 1000FDx Disabled
Error
2 Yes up 100/1000T Aute 1000FDx Disabled 0
Yes up 0010007 Aut 1000FDx Disabled Majer
]
a Yes Down 100/1000T Auto 1000FDx Disabled Warnine
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Qo vesere

atest Even Al 256
Box View ag, -

192.168.250.5 (SW_CORE_IT)

Untagged [ Tagged
L]
Auth
Auth
VLAN Info p
L
Primary VLAN VLAN 1 ports
Management ;
Lyt viaN 1
Max VLANs:
L
GVRP: Disabled .
Qing:
Tag Type:
.
Por
VLAN &
vent Breakdown (past 24 hc
568 Error
Name:  LAN_INNOVARIT Untagged: e IP Config: IPVe: 0
Status:  Port Based Tagged: None 1P Address: AutoCenfig:
. Tagged o 1Pv4 Default " Major
Jumbe: Ko (GVRF): None Gateway. Configuration: 0
voice: o Forbid: Nane 1Pvd Subnet 1PV6 Address:
1PVE Subnet . Warine
192.168.250.5 (SW_COREIIT) Q

O WesOLe

Latest Events m
System Monitor

weune
Sratistics E = Bre 4 hours)
Error ,
cru 7% 2% 74% Major o
e Switches de Borde
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= aruba Dashboard
an

Dashbaard
Setup Network

Switching

Spanning Tree

VLN

Systemn Information

Neighbor Discovery

Power Over Ethemat

Rauting
Qualty of Servies

Oficina 315
Securty

Diagnostics

Maintenance

System Resource Usage

= aruba 5
on
|Pvd Setup
Setup Network -
Get Connected [C}

System Time

172.202.26/24
User Management

Switching
255.255.255.0

Spanning Tres

vLAN

Naighber Discovery

Power Over Ethemst

Routing

Quality of Service

Securty

= aruba - Globalsetings
on

Dashtioard
Global Configuration
Satup Metwark
Switching ®
Spanning Tree -
Global Settings Q
CST Configuration
MSTP Configuration 32768 -
VL
Neighbor Discovery
Fower Gvor Ethomet
Routing
Gusity of Senice
Sucarity Global Settings

Diagrostics.

Mainenance

2 Seconds

System Time

14:30:17 Aug

15 hours, 51 minutes 12 seconds

HTTP Management Settings

24

ec0Z737T:8ddc

22000

65econds

innovar it

Device Information

10200125
Linux 4.4.120

Cn1oKRIIgE

Device Locator

B & 0] &

Management VLAN
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= aruba VLAN Configuration
on

Dashioard

Satup Network

Spanaing Tree

VLAN - . —
VLAN Configuration + = W
VLAN Configuration O wawe - e
Voice VLAN Canfiguration (=] Defauit
Neighbor Discavery O ELEFONIA static
' LAN_ICPA Static
Powsr Cver Ethemst C -
O 2 WLAN_JCPA static
Routing
O 3 WLAN_SALA_COMPUTO Static
Gusiay of Senvice
4 O v stanc
Security O = VISITANTES Static
Disgnostics O = static
1
Mananance
= . ~ @ 0,
= aruba > Velce VUAN Configuration B o @ &
on
Dashbosrd . .
Global Configuration Telephany OUI Canfiguration + S Display 10 v
Setup Network [ Telephonyoul 4 Description
Switching o ] Siemens_AG_phane
Spanning Tree ]
Avaya
VLAN - o
] GRANDSTREAM
VLAN Configuration @ -
: - m] 3com
Voice VLAN Configuration
o O Wi
6
Neightor Discovery 1
Power Over Ethemat
Routing
Qualty of Senvice
Securty
Voice VLAN Interface Settings N 5 Display: 10 WV
Diagnostcs
O interfacs 4 Admin Voice VLAN Membarship Operational Voice VLAN Membarship Qo5 Mode
Maintenance O _— active MAC Address
Oz Enabled Inactive MAC Address
O Enabled Mnactve
o Enabled Inactive

° Sistemé éle Red Wi’F‘i 'Ruckus
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COMMSCOPE
RUCKUS‘ UNLEASHED
@ Internet

‘4:.." Redes de Wi-Fi

Nombre del sistema: Ruckus-Unieas...ICPA

Trafico: 146.08 MB

Clientes

u

Puntos de acceso

Interruptores

&

".'_.5' Redes de Wi-Fi

Clientes

Administrador y Servicios

Trafico: 188.30 MB

Total

Total

Total

Total

Total

Tiempo de funcionamiento: 2d 23h 32m

5

17

0

5

nNovar it

Ayuda

admin  Cerrar sesion

S
Desactivado 0 [ 3
o B
pesconet_ 0 | p
o

| 2

Duracion de los datos: 1hora ~

Resumen - Total 5 Redes de Wi-Fi

Resumen

5 Redes WI-Fi habilitadas, 0 Redes Wi-Fi deshabilitadas

o+ =
Clientes Tréfico
GESTION_RED_ICPA
1 0 0 0
Clientes Tréfico

VISITANTES_PALACIO

2 0o 0 ‘ )

I! 6 Clientes

Estado del cliente para la (ltima 1 hora

7-
6-

5-

4-

3-

2-

1-

04 T

Clientes Tréfico
! . . . . !
2235 22:40 22:45 22:50 22:55 23:00 23:05 2
Vigilancia
| e
. Trafico para la dltima 1 hora
Clientes Trafico
@ RX @ TX

@ Ecelente () Moderado () Malo

2315

i
3:10

Mostrar informacién de los clientes P

23:30

i i i
23:20 23:25
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4 Editar WLAN

nNovar it

annn
[

* Nombre: | WLAN_ICPA
. Zid
Tipo de uso: ® Estandar para la mayoria de los usos normales de redes inaldmbricas
O Acceso de invitado Se aplicaran las politicas de acceso de invitados y de control de
LY acceso
() Servicio de Hotspot conocido como WISPr
Método de autenticacion: @ Abrir () 802.1X EAP () Direccién MAC
Método de cifrado: @® WPAZ ) WPA3 ) WPAZAWPAI-Mixed ) OWE () None
© Contrasefa: | sssssseseess | IMostrar contrasefia
N Servidor de contabilidad: | Deshabilitado V| + | &£
Enviar actualizacion provisional cada minutos
|
Ocultar opciones avanzadas W
Zero-IT y DPSK | Prioridad de WLAN ‘ Control de acceso | Control de radio | Otros
Prioridad: @ Alto () Bajo
Ocultar $8ID: [ Ocultar 551D en |a emision de beacons (sistema cerrado)
VLAN de acceso: Activar la VLAN dinamica
- Cantidad max. de
Permitir hasta clientes por radio de los AP
clientes:
Horario de Servicio: @ Siempre encendido () Siempre apagado () Especifico
o
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Ml Puntos de acceso
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““
““.
[

| Nombre de AP/ MAC /IP/ NS Q |

Resumen & Clientes >
AP_404_P.[.1d:57:20] - 0 Clientes Se admite un maximo de 128 AP y 10 grupos AP

17 punios de acceso conectados, 0 puntes de acceso desconectados.
AP_015_5_[.30:e0:f0] £} 0 Clientes
AP_217_P.[..30:c£:50] £ 0 Clientes I! € Clientes
AP_AUDIT.[_1a:6f:c0] Ah 0 Clientes

& Eventos y alarmas
AP_202_P.[_30:a2:0) £& 0 Clientes
AP_217_P.[_1a:3d:10] £ 0 Clientes Estado del cliente para la dltima 1 hora

B Excelente

AP_222_P.[._30:21:00] £h 0 Clientes
AP_117_P.[30:a8:e0] £ 0 Clientes

Moderado (i} Malo

AP_205_P.[_1a:32:d0] £ 1 Clientes
AP_SALA_.[.16-c4:20] A& 1 Clientes
AP_203_P.[_12:29:60] £} 0 Clientes -

310 2395 10 1nES 13:30

AP_216_P.[._30:d0:60] £} 0 Clientes
AP_009_S.[..30:c2:30] 4 0 Clientes
Trafico para la dltima 1 hora

AF'_iD&_F'..[...ia:?n:d.O]A 2 Clientes
AP_AH_SO.|..1a:4e:20] 0 Clientes

500 MB -
AP_413_P.[..22-fe-f0] 0 Clientes 400 MB -

300 MB -
AP_103_P [ _1d:44:40] 2 Clientes

200 MB -

18. COMPUTADOR PORTATIL

22:35 1040 Eh45 ZRS0 2155

@ 2.4GHz Tu+Rx(MB)

5GHz T+ Rx(ME)

- Se suministran 4 equipos portatiles incluidos dentro proceso

EQUIPO: COMPUTADOR PORTATIL

MARCA: LENOVO

REFERENCIA: | THINBOOK 14 ILM

CANTIDAD: Cuatro (4)

G ©
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nNovar it

DESCRIPCION: | Computador Portatil Procesador Intel Core i5-1035G1, RAM 8GB, SSD
256 GB, Sistema Operativo Windows 10 Pro, WiFi ac, Webcam 720p,
Garantia 12 Meses.

annn
[

SERIAL: SERIALES: LROF6KAF - LROF6KBY - LROF6K7Q - LROF6K93

Los equipos suministrados corresponden a las siguientes imagenes

G © ki
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Display: 14.0" FHD

Battery: 3 CELL

Storage: 256GB SSD

0OS: Windows 10 Pro {ENERGY STAR |

RAM: 8GB

GPU: INTEGRATED_GRAPHICS
Display: 14.0" FHD

Battery: 3 CELL

Storage: 256GB SSD

0S: Windows 10 Pro

@1[

194562591267  UPC: 1

WMMMWMM IMMWWMW

WMWMWH“WWWMMV e =
Lenovo ThinkBook 14-IML

Color: MINERAL_GREY Model Name: 20RV

Lenovo ThinkBook 14-IML & NB LN ThinkBook 14- IML 15 SG 256G 10P

Model Name: 20RV obigeiy (S)Serial Number:LROF!

IlI||II|H|IJI|II|II‘|II]II‘!IIII

ROFEKBY

||||III|l||||IIIHII|IlIII||||]III||||IlliII\IIIHIIIIIIIV\IIIIII

S)MTM: 20RVOO3RLM  S/N: LROFEKBY

NB LN ThinkBook 14-IML I5 8G 256G 10P
S)Serial Number:LROFE6KAF

|ll|ﬂl|||l||||||l||||||l|||m|l -
Illhll\ll\lllﬂllllI!IMIIIII!IIIIIMIIII\IIIMIIIIlﬂ

ORVOO3RLM  S/N: LI

mmmmmmmmwmu 1
NOW £

CONSUMO DE ENERGIA! s NYCE
1) En OPERACION: 230 Wh
2) En modo de ESPERA: 0.97 Wh

Battery info: L19C3PF9 11.1V/ 45Wh

T

PIN: 1LVA0002892 e

CONSUMO DE ENERGIA: ﬂ NYCE
1) En OPERACIGN: 230 Wh
2) En modo de ESPERA: 0.97 Wh

Battery info: L19C3PF9 11.1V/ 46Wh

EU contact: Lenovo (Slovakia), Landererova 12, 81108
Bratislava, Slovakia

| (4L)Origin CN

Country ot Origin: [N
Made inChina - [-¢ X
Ba &

EU contact: Lenovo (Slovakia), Landererova 12, 811 09
Bratislava, Slovakia

(4L)Origin CN
Country of origin: (I[NNI D¢
Mado in China ¢}

Manufactured for Lenovo L1
Date: 2021/04/26

| Manufactured for Lenovo
: 2021/04/28

osoft Product Key ID

IIIl||||||II||I|II|II|IIIIII\I|I||IIIIII|II|II|||

crosoft Product Key ID

'mmmwwwwmwmm

33053567

;
GPU: INTEGRATED_GRAPHICS GPU: INTEGRATED_GRAPHICS

Display: 14.0" FHD Display: 14.0" FHD

Battery: 3 CELL =] Battery: 3 CELL

Storage: 256GB SSD Storage: 266GB SSD

0S: Windows 10 Pro 0S: Windows 10 Pro E=TRm

TR T
!|I|19!5I52l591267 I 1 III 94552“59126 “"7

Color: MINERAL_GREY
Lenovo ThinkBook 14-IML.
Model Name: 20RV
lammnm1uuwsem1op

WMMMWMM WMWWWMW

8" 194552"591

Color: MINERAL_GREY
Lenovo ThinkBook 14-IML
Model Name: 20RV c}
NB LN ThinkBook 14-IML IS 8G 256G 10P
(S)Serial Number:LRO!

S/N: LROF6K

II|IIIIIIIIIIIIIMIIWIIIIIIIIIIIIIIIIIIIII!IIIIIIIIIIHI

(1S)MTM: 20

T T

P/N: 1LVA0002892 B‘
CONSUMO DE ENERGIA: NOM

1) En OPERACIGN: 230 Wh

2) En modo de ESPERA: 0.87 Wh

Battery info: L19C3PF9 11.1V/ 46Wh

2) En modo de ESPERA: 0.97 Wh
Battery info: L19C3PF9 11.1V/ 45Wh

EU contact: Lenovo (Slovakia), Landererova 12, 81109
Bratislava, Slovakia

k (4L)Origin CN
countyororian: [T . ol ﬁ“’i :
Manufactured for Lenovo u:] = Mlncmn- :

Date: 2021/04/26

crosoft Product Key ID

mmmmmummmmm
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19. TABLETA DE ULTIMA GENERACION

- Se suministran tabletas de ultima generacidén, de acuerdo un switche de Core
para Alta disponibilidad en la red del ICPA

EQUIPO: Tableta de ultima generacidn

MARCA: SAMSUNG

REFERENCIA: | GALAXY TAB S6 LITE

CANTIDAD: | Dos (2)

DESCRIPCION: | Tableta de Gltima generacién con Pantalla 10.5", Capacidad 64 GB,
Lapiz S-PEN, Display Tipo Super AMOLED, Bateria hasta 15 horas de
Uso, WiFi, Bluetooth

SERIAL: R52R90HH14J -

e Suministro de tabletas

INNSWVS
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