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Acceso a la Infraestructura

Se realiza la conexion remota por medio de VPN Fortinet con el usuario y password
asignados

@ FortiClient - X
File kelp

@ FortiClient VPN

Upgrade to the full version to access additional features and receive technical support.

VPN Name CRC v =
versme [grponat \
paerd | \

Estado Actual Arcserve UDP

Servidor Onpremise EROS
Se realiza la conexion por medio de RDP al servidor EROS

+ [ » Control Panel » System and Security » System v G

View basic information about your computer

Windows edition

Windows Server 2012 R2 Datacenter

© 2013 Micosot Corporation Al ights esened BB Windows Server2012R2

System
Processor. Intel(R) Xeon(R) CPU ES620 @ 240GHz 240 GHz
Installed memory (RAM): 320 GB

System type: 64-bit Operating ¢4-based processar

Pen and Touch: No Pen or Touch Input is available for this Display

Computer name, domain, and Workgroug settings

Computer name: EROS W Change sett
Full computer name: EROS creom gov.co

Computer description:  EROS

Domain: creomgovco

Windows activation

Windows is activated Reas

Product I0: 00253-40120-60107-AA522

ol SREh e e
I
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Version
La consola se encuentra instalada en la version 8.1

About Arcserve Unified Data Protection

arcserve

Arcserve Unified Data Protection
Version: 8.1
build 8.0.5628.430

Copyright © 2014-2021, Arcserve (USA), LLC and its affiliates and subsidiaries.
All rights reserved

End-User License Agreement

Warning: This computer program is protected by copyright law and international
treaties. Unauthorized reproduction or distribution of this program, or any portion
of it, may result in severe civil and criminal penalties, and will result in prosecution
to the maximum extent possible under the law

Online Support Release Notes

Estado actual
El estado de las tareas ejecutadas en el dashboard es el siguiente:

9 tareas ejecutadas

9 tareas finalizadas correctamente

Last Task Status

All Nodes v All Task Types v

B Successful

B Failed

B Canceled

B Missed
Not Connected
Incomplete

(=] {e) {e] Feh {e) [T
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Data respaldada

Al 12 de Mayo contamos con 478.45 TB de data efectivas restaurables en onpremise.

Actual, Restorable and Raw Data: Last 7 days

- v

5/12/2022

Restorable Data: 478.45 78

Data Size

E
i
k

Estado del almacenamiento

El estado del almacenamiento designado en el servidor de Backup onpremise Eros es

estable.
Destinations: Recovery Point Server
Actions ~ Add a Recovery Point Server
Name Status  Plan Count Stored Data Deduplication Compression Overall Data Reduction Space Occupied Product
4« [Q EROS 2
DATASTORAGEO1 1 232378 89% 18% 91% 207TE
DATASTORAGE2 [ 281578 88% 52% 94% 158 TB

#EROS > DATASTORAGEO1
£X Configuration Wizard
@ Status

Running

Backup Destination 15TB free of 36 TB

Data Destination 15TB free of 36 TB
Index Destination 15TB free of 36 TB
Hash Destination 515.8 GB free of 558.8 GB

Memory Allocation 147 GB free of 32 GB

vaitgroup.com
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Licenciamiento

#EROS > DATASTORAGE?2
£X Configuration Wizard
@ Status

Running

Backup Destination
Data Destination
Index Destination
Hash Destination m-_
Memory Allocation

SVNIT

El producto se encuentra en estado licenciado con la direccion de correo electrénico

Activation and Licensing

Product Activation

* Email Address

Your Arcserve product has been activated in the offline mode. Click Deactivate, if you do not want the product activated.

soporte@svait.com
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Se tienen 50 licencias advanced edition por instancia adquiridas, de las cuales se estan
usando 9 y hay 41 disponibles.

Activation and Licensing B X

License Management

Use License Management to manage licenses of Arcserve UDP. Please log into Arcserve License Portal for more action, such as adding more license orders to this
activation, updating license pool quantities or other account-wide management.

Open Arcserve Portal

Arcserve UDF Licenses - Licensed Nodes -

License Name Total Remaining  Unlicensed Node Name Node Type

Arcserve UDP 8.x Advanced Edition - Server OS Instance 50 41 0 URANO2012 Virtual Machir
PANDORA2012 Virtual Machir
HERMES2012 Virtual Machir
SVRSCSMSP Virtual Machir
SRVSCSMDB Virtual Machir
SVRSCSM Virtual Machir
SRVSCCM Virtual Machir
SRVSCCMDB Virtual Machir
vm-novasoft Virtual Machir

Page [1_ |of1 2

Usuario
El usuario utilizado para la integracidn y ejecucion de los Backup es Backup, el cual

cuenta con permisos de administrador del dominio

arcserve'  NFIED DATA PROTECTION

settings

3§
Administrator Account Settings
Database Configuration
Specify a user account with Windows administrative privileges.
Arcserve Backup Data Synchronization Sch

SRM Configuration
Node Discovery Configuration Password

Usemame CRCOM\Backup

Email and Aleri Configuration
Update Configuration
Administrator Account
Remote Deployment Settings
Share Plan

User Management
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Actualmente se tienen configurados 7 planes en la consola, los cuales se encuentran

Planes

asignados 5 en ejecucion y 2 en estado de pausa.

Plans: All Plans
Actions ~ Add a Plan
| Plan Name Nodes Protected Status
Total V] ¢ [}
PLAN CRCOM ON HERMES2012 1 1 0 0 ODEC\O,‘H'GHZ Successful (1)
PLAN CRCOM ON PANDORA2012 1 1 0 0 ODes!omeni Successful (1)
@ PLAN CRCOM ON SC-CM 2 2 0 0 @ Modification: Successful (2)
) PLAN CRCOM ON SC-SM 2 2 0 0 @ Deployment: Successful (2)
] PLAN CRCOM ON SC-SMDB 1 1 0 0 @ Deployment
] PLAN CRCOM ON URANO2012 1 1 0 0 oDean,ﬂ‘eni (1)
@ PLAN CRCOM ON VM-NOVASOFT 1 1 0 0 @ Modification: Successful (1)

Nodos respaldados
Se encuentran en planes de Backup los nodos a continuacion:

NOMBRE SERVIDOR

URANO2012

HERMES2012

PANDORA2012

SRVSCSM

SRVSCSMSP

SRVSCSMDB

SRVSCCMDB
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Analisis de logs

Se realiza el export de los logs de Arcserve UDP en el rango de tiempo de 1/12/2021
hasta 12/05/2022, posterior se realiza el andlisis de estos y se encuentran los siguientes
hallazgos

Tareas fallidas
Las tareas con mas fallos presentados en el periodo de tiempo indicado son:
Backup,virtualstandby y merge.

Nodos con mas fallos
Se presenta un top de los nodos que han presentado mas fallos

= ________________ |

lob Typa Recuanto de Job Status
-

Replication

Merge

Replication

Replication

B
¥

Raplication
Replication

REplication

EEER

b

@

Replication
Replication

L

]

Replication

Replication

Replication

Mergs
Replication

Merpz

T T T T T A T T,

ra
o

=
g
2
-]

Se evidencia actualmente 10000 Fallos de ejecuciones de acuerdo al top

aitgroup.com
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Estado Actual ASBU
Version

About Arcserve Backup
arcserve’

Accserve Backup

18.0 (Buid 8209)

This product is icensed by Arcserve

Copyrght fc) 2015 Arcserve (USA). LLC. All nghts reserved No unsghorzed copying o
Giatrdution i permitted

Waming: This computer program is protected by copynght law and intemational trestes
Unauthorized reproduction or dstrbution of this program, or any portion of &, may resut in
severe avi and amingl penalties, and wil be prosecited 1o the maomum exdent possbie
under the lsw

| System ko

Add/New Ucenses ] Manage Licenses OK

Licenciamiento
La herramienta se encuentra en estado licenciado y con licencias disponibles.

Verificacion de licencia Ii-
Componentes
Para cada components en 1a siguisnte lists, inoduzca una clave valida o alija instalar ol
componente para un periodo de prueba sin boencia. Para introducir una clave, seleccions un
\ componente desde |a lista e introduzca la cleve apropiada. Repia este proceso para cada
components.
ES
Mombre del companents Tipo de instalacion -~
CdAscsenve Backup 180 Agemior FreeBSD Licenciado =
1 Asczenve Backup 180 Agenior Linux SAR R for Oracle Licenciado
L Ascserve Backup 180 Agentfor Open Files for Vinual Machines . Licenciado
O Ascserve Backup 18.0 Agentfor Open Files on'Windows Licenciado
) Arcsenve Backup 180 Agent for SAP HANA Licanciada
Ll Ascserve Backup 180 Agentfor UNDK SAP RY3 for Oracle Licanciada
0 Ascserve Backup 18 0 Agent for UNELinux Oracle Licenciado b
£ n »
Clene de licencia Registrado
Cortinuar | Cancelar Ayuda

@SvaitGroup CONSTRUYENDO
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Planes

No se encuentran plan configurados, ni ejecutandose en ASBU

R s | s >

Audtlog >

{)on Name =« Backup .. Job.. JobID Status z ”Exe(unor\ Time Job Type
ADatabase protection job EROS 3 M HOLD 02/12/2020 11:00a. m. Backup (Rotation)
@i Database pruning job EROS 1 22352 I» READY 13/05/2022 12:00 p. m. DB Pruning

Servidor Azure
Se realiza la conexion por medio de RDP al servidor Azure

About

Device specifications

Device name vm-rpsi

Processor Intel(R) Xeon(R) Platinum 8171M CPU @ 2.60GHz
210 GHz

Installed RAM 48.0 GB

Device ID 8652C43C-2743-463D-8B51-23F870E28695

Product ID 00430-00000-00000-AA269

System type 64-bit operating system, x64-based processor

Pen and touch Pen and touch support with 10 touch points

Rename this PC

Windows specifications

Edition Windows Server 2019 Datacenter
Version 1809
Installed on 11/17/2020
OS build 17763.2686
Version

La consola se encuentra instalada en la version 8.1

aitgroup.com
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About Arcserve Unified Data Protection

arcserve

Arcserve Unified Data Protection
Version: 8.1
build 8.0.5628.430

Copyright © 2014-2021, Arcserve (USA), LLC and its affiliates and subsidiaries
All rights reserved.

End-User License Agreement.

Warning: This computer program is protected by copyright law and international
treaties. Unauthorized reproduction or distribution of this program, or any portion
of it, may result in severe civil and criminal penaities, and will result in prosecution
to the maximum extent possible under the law.

Online Support Release Notes

Estado actual
El estado de las tareas ejecutadas en el dashboard es el siguiente:

45 tareas ejecutadas

7 tareas finalizadas correctamente
22 tareas fallidas

15 tareas missed

1 nodo no conectado

Last Task Status

All Nodes v | All Task Types -

B Successful 7
W Failed 22
B Canceled 0
W Missed 15
Not Connected
Incomplete 0

tgroup.com
CONSTRUYEND
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Las tareas fallidas corresponden a backup :

Last Task Status

All Noges v Backup v

Bl Successful

f—

W Failed

— ~ a

B Canceled

W Vissed

B Not Connected
Incomplete

.
~

)

«|nle

<

Las tareas fallidas corresponden a copy recovery point:

Last Task Status

All Nodes v Copy Recovery Points v

—

W Successt 5

—

W Failed 1

=

B Canceled 0

W Missed 3

o=

B Not Connecled 1
Incomplete 0

Las tareas fallidas corresponden a virtual standby

Last Task Status

All Nosdes - Wirual Standy -

(W Successtul [
[l Faled 1%
[ Canceled 0
B Miszed 0
B Not Connected [

Incomplete [i

tgroup.com
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Las tareas fallidas corresponden a replica

Last Task Status

All Nodes - Replitane -

7
W Canceled [i]
B Miszed [
| Mot Connected 0
Incompleta [i]
;
Fallos mas recurrentes
Severity Time SitoName Node Name Generated From Job 1D Job Type Message D Message
o calsse 12014 vmpst ccomgoves 38954 — 4
o
Severity  Time SitoName Node Name Generated From Job 1D Job Type Message i Mossage
° x ;
o
o * "
= ar
° i
o
° s .
] ste
o st

Severity Time. SitoName Node Name Generated From Job 10 Job Type Message 10 Message
o 2 s 3 o Re
o
o
©  sM202281415PM  LocalSte  vm-appliamilescrco.  vm-appl-tamifiescrco.. 439 CopyRec 1
o
o
o
o "
o
o
o
Severity Time SiroName Node Name Generated From Job 10 Job Type Message 10 Mossage
o LocalSte  vm-app-audiovisualesc.  Vm-app-audiavisuales.c
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Data respaldada

Al 12 de Mayo contamos con 1365.32 TB de data efectivas restaurables en Azure.

Actual, Restorable and Raw Data: Last 7 days

1,367.19TB

5/12/2022

1,093.75T8B Restorable Data: 1365.32 TB

820.31TB

546.88TB

Data Size

273.447TB

0GB
5/6/2022 5/7/2022 5/8/2022 5/9/2022 5/10/202 35/11/202 5/12/202
2 2 2

&é Restorable Data  &é Raw Data  && Actual Data Storage

Estado del almacenamiento

El estado del almacenamiento designado para la ejecucidn de las tareas de Arcserve
UDP, se encuentra en estado degradado

Destinations: Recovery Point Server

Actions » Add a Recovery Point Server
Name Status  Plan Count Stored Data Deduplication Compression Overall Data Reduction Space Occupied

4 & vmipsicreomgouco

DS_CRCOM [x] 44 419978 62% 47% 80% 837TB
DS_CRCOM_365 (] 2 1178 3% 12% 15% 951.91 GB
DS_CRCOM_HISTORICO_LINUX Q 25 37478 56% 41% T4% 101017 GB
DS_CRCOM_POSEIDON Q 1 105278 65% 17% T1% 30778

vm-rpsl.crcom.gov.co > DS_CRCOM_365

L configuration Wizard
L & Status

Running

Backup Destination
Data Destination
Index Destination
Hash Destination
Memory Allocation

svaitgroup.com

@SvaitGroup
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Licenciamiento

El producto se encuentra en estado licenciado con la direccion de correo electrénico
soporte@svait.com.

Activation and Licensing =]
Product Activation
Your Arcserve product has been activated in the offline mode. Click Deactivate, if you do not want the product activated.

* Email Address soporte@svait.com

Se tienen 50 licencias advanced edition por instancia adquiridas, de las cuales se estan
usando 37 y hay 13 disponibles.

Las licencias de 365 no se encuentran disponibles.

Activation and Licensing B X

License Management

Use License Management to manage licenses of Arcserve UDP. Please log into Arcserve License Portal for more action, such as adding more license orders to this
activation, updating license pool quantities or other account-wide management.

Open Arcserve Portal

Arcserve UDP Licenses - Licensed Nodes -
License Name Total Remaining  Unlicensed Node Name Node Type
Arcserve UDP 8.xAdvanced Edition - Server OS Instance 50 13 0 vm-db-its.crcom.gov.co Windows
Arcserve UDP 8.x - Office 365 user 0 0 36 vm-app-its Crcom.gov.co Windows
120114 Linux
120.1.15 Linux
12019 Linux
120113 Linux
Vm-app-onbase crcom.gov.co Windows
vm-file-onbase.crcom.gov.co Windows
12.0.1.30 Linux
vm-db-onbase.crcom.gov.co Windows
VM-rps1-proxy1.crcom.gov.co Windows
120121 Linux -

page [T or1 -

Close Help
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El usuario utilizado para la integracion y ejecucion de los Backup es Backup, el cual

Usuario

cuenta con permisos de administrador del dominio

arcserve’  UNIFIED DATA PROTECTION

settings

&
Administrator Account Settings
Database Configuration
Specify a user account with Windows administrative privileges
Arcserve Backup Data Synchronization Sch

SRM Configuration Username CRCOM\Backup
Node Discovery Configuration Password | sssesses
Email and Alert Configuration

Update Configuration

Administrator Account

Remote Deployment Settings

Share Plan

User Management

Planes
Actualmente se tienen configurados 47 planes en la consola, los cuales se encuentran
todos asignados.

NOMBRE DEL PLAN

PLAN_CRCOM_AZURE_VM-ANALITICA

PLAN_CRCOM_AZURE_VM-APP-AUDIOVISUALES

PLAN_CRCOM_AZURE_VM-APP1-TRAMITES

PLAN_CRCOM_AZURE_VM-APP2-TRAMITES

PLAN_CRCOM_AZURE_VM-APP3-TRAMITES

PLAN_CRCOM_AZURE_VM-APP-AGENTI

PLAN_CRCOM_AZURE_VM-APP-CALIDADSERVICIO

@SvaitGroup
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PLAN_CRCOM_AZURE_VM-APP-COMENTARIOS

PLAN_CRCOM_AZURE_VM-APP-COMPARADORTARIFAS

PLAN_CRCOM_AZURE_VM-APP-CONTRIBUCIONES

PLAN_CRCOM_AZURE_VM-APP-INTRANET

PLAN_CRCOM_AZURE_VM-APP-ITS

PLAN_CRCOM_AZURE_VM-APP-ONBASE

PLAN_CRCOM_AZURE_VM-APP-PAGINAWEB

PLAN_CRCOM_AZURE_VM-APP-PORTALWEB

PLAN_CRCOM_AZURE_VM-APP-POSDATA

PLAN_CRCOM_AZURE_VM-APP-TOOLS-CONTRIBUCIONES

PLAN_CRCOM_AZURE_VM-APP-WEBCORP

PLAN_CRCOM_AZURE_VM-APP-XROAD

PLAN_CRCOM_AZURE_VM-BACKEND-ANALITYCS-ANALISA

PLAN_CRCOM_AZURE_VM-BACKEND-OCR-ANALISA

PLAN_CRCOM_AZURE_VM-CAMBIALAGOVCO

PLAN_CRCOM_AZURE_VM-DB-CONTRIBUCIONES

PLAN_CRCOM_AZURE_VM-DB-ITS

PLAN_CRCOM_AZURE_VM-DB-ONBASE

PLAN_CRCOM_AZURE_VM-DB-PAGINAWEB

PLAN_CRCOM_AZURE_VM-DB-PORTALWEB

PLAN_CRCOM_AZURE_VM-DB-POSDATA

@SvaitGroup CONSTRUYENDO
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PLAN_CRCOM_AZURE_VM-DBS-BODEGA

PLAN_CRCOM_AZURE_VM-DB-TRAMITES

PLAN_CRCOM_AZURE_VM-DB-WEBCORP

PLAN_CRCOM_AZURE_VM-DOMINIO

PLAN_CRCOM_AZURE_VM-FILE-ONBASE

PLAN_CRCOM_AZURE_VM-FRONTEND-ANALISA

PLAN_CRCOM_AZURE_VM-INTEROPERABILIDAD-WS0O2

PLAN_CRCOM_AZURE_VM-INTEROPERABILIDAD-XROAD

PLAN_CRCOM_AZURE_VM-MOODLE

PLAN_CRCOM_AZURE_VM-POSEIDON

PLAN_CRCOM_AZURE_VM-PSE-TRAMITES-CONTRIBUCIONES

PLAN_CRCOM_AZURE_VM-SFTP-TRAMITES

PLAN_CRCOM_AZURE_VM-WIK|

PLAN_REPLICA_CRC_ONPREMISE

PLAN_CRCOM_WDS_DIARIO

PLAN_CRCOM_LNX_DIARIO

BUZONES 365

RETIRO_(NOMBRE DEL FUNCIONARIO)

@SvaitGroup CONSTRUYENDO
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Nodos respaldados
Se encuentran en planes de Backup los nodos a continuacion:

VM-XROAD 12.0.1.40
VM-TOOLS-CONTRIBUCIONES 12.0.1.44
VM-PSE-TRAMITES-CONTRIBUCIONES |12.0.1.36
VM-MOODLE 12.0.1.26
VM-INTEROPERABILIDAD-WS02 12.0.1.32
VM-DB-WEBCORP 12.0.1.21
VM-DB-POSTDATA 12.0.1.9
VM-DB-PAGINAWEB 12.0.1.15
VM-APP-XROAD 12.0.1.47
VM-APP-WEBCORP 12.0.1.20
VM-APP-POSTDATA 12.0.1.13
VM-APP-PAGINAWEB 12.0.1.14
VM-APP-CONTRIBUCIONES 12.0.1.39
vm-app-comparadortarifa 12.0.1.31
vm-app-calidadservicio 12.0.1.45
VM-ANALITICA 12.0.1.27
PROXY 12.0.1.30
vm-db-contribuciones 12.0.1.19
vm-dbs-bodega 12.0.1.37
12.0.1.22 12.0.1.22
vm-app-comenta.crcom.gov.co 12.0.1.18
vm-app-intranet.crcom.gov.co 12.0.1.23
vm-app-wiki.crcom.gov.co 12.0.1.8
poseidon.crcom.gov.co 12.0.1.35
Retiro_Funcionarios

Buzones365

vm-dominio.crcom.gov.co 12.0.1.7
vm-app-audiovisuales.crcom.gov.co 12.0.1.34
vm-rpsl.crcom.gov.co 12.0.1.28
vm-db-onbase.crcom.gov.co 12.0.1.5
vm-app-onbase.crcom.gov.co 12.0.14
vm-file-onbase.crcom.gov.co 12.0.1.6
vm-app-its.crcom.gov.co 12.0.1.16
vm-db-its.crcom.gov.co 12.0.1.17

@SvaitGroup CONSTRUYENDO
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vm-appl-tramites.crcom.gov.co 12.0.1.10
vm-app2-tramites.crcom.gov.co 12.0.1.11
vm-sftp-tramites.crcom.gov.co 12.0.1.24
vm-db-tramites.crcom.gov.co 12.0.1.12
vm-app3-tramites.crcom.gov.co 12.0.1.25
vm-rpsl-proxyl.crcom.gov.co 12.0.1.29
12.0.1.53 12.0.1.53
12.0.1.41 12.0.1.41
12.0.1.51 12.0.1.51
12.0.1.48 12.0.1.48
12.0.1.49 12.0.1.49
12.0.1.50 12.0.1.50

Analisis de logs

SVNIT

Se realiza el export de los logs de Arcserve UDP en el rango de tiempo de 1/12/2021
hasta 12/05/2022, posterior se realiza el andlisis de estos y se encuentran los siguientes

hallazgos

Tareas fallidas

Las tareas con mas fallos presentados en el periodo de tiempo indicado son:

Backup,catalogo y merge.

Job

o o 2 0 0

Type

Nodos con mas fallos

Se presenta un top de los nodos que han presentado mas fallos

@SvaitGroup
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Mode Mame Job: Type Recuento de Job Status

wrano2012.crcom.gov.co Backup
hermes201 Larcomgov.ce Backup
pandorad

2orcomugov.ce Backup
2orcomgov.ce  Catalog
pandora2lZorcomgov.co  Catzlog
wrano2012.crcom.gov.co Catalog
hermes2( rcomgov.ce  Merge
2orcomugov.co Merge
wrano2012.crcom.gov.co Mearge
srvscsmdb.croomm.gov.co Backup

—
00 o0 L L L

Lae

SYISCSMLCTOOM.gov.co Backup S
SWTECSM.CFODM. QOov.oD Catalog 53
SWTECSME PLOICHMUgOv.Co Backup 53
SWTECSPME PLCTCHMUgOV.CO Catalog 53
SWTSCSM.CFCDM.QOv.on Marge 48
SWTECSAME UCICHMMUgOV.CO Marge 48
srvscsmdb.croom.gov.co Catalog 23
srvscomdb.crcomogov.co Backup 17
srvscomdb.crcom.gov.co Catalog 17
SWTECCTN.CTCOHm. OO0V, 00 Backuo 17
Total 1646

Se evidencia actualmente 1546 Fallos de ejecuciones de acuerdo al top

Hallazgos

-Se puede evidenciar que la consola onpremise se encuentra estable.

-La consola de Azure se encuentra con multiples fallos en todas las tareas, Backup,
replica, copy to tape y VSB.

-Inestabilidad en los Datastore de Azure.
-Errores de red y conexidn con los agentes.
-Office 365 no licenciado.

-Planes sin asignar

-Nodos sin ejecutar tareas

CONSTRUYENDO
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