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oo o - -phasente me perinito presenta-propugsta gara la-invitasiin:-cuyo-objeta es la contrétacion para la - -

.

Adquisicidén de un Sistema para Monitoreo de Temperatura,y Humiedad el Hospital Sligana
Lépez da Valecla E.S.E", de acuerdo. con las condiciones establecidas en ‘ios.términ,os de

réferencia y declaro: ,;. : . Lo ;
1. Que‘ bajo juramentd, que no me hallo ncurso en ninguna de las causales de inhabilidad y /o

incompdltibiiidad establecidas en la Ioy 80 de 1093 arts. B2 Y 99 , demas nofmas sobre la materia
y/que tampoco se encuentra/ incursa  en- ninguno de los eventos previstos  cono prohibiGiones
aspeciales para conlratar, que en caso de sobrevenir alguna inhabilidad o incormpatibilidad me haré
responsable frente al Hospital y frente a terceros por los perjuicios que se acasionen

2. Que ninguna persoha o entidad distinta de la agui nombrada llens intereses en esta propuesta, ni
en el contrato que como consecuencia de ella se llegare a celebrar y que par consiguiente solo
compromete a la persona juridica o natural por mi representada,

3, Que conozceo los éminos de referencia, los anexos, especificaciones y demas documentos de la
invitacion y que aceplo todos los requisitos en él contenidos.

4., Que en caso de que sea aceplada nuestra propuesta, nos comprotiy-lemos a suscrlbir el contrato
correspondiente, en el lapso de tiempo sefialado en los términos de referencia.

5. Que conozco la informacién general y especifica y demés documenics de la invitacion y aceplo
los requisitos en ellos contenidos.

6. Que tengo en mi poder los documenlos que integran los términas de referencia y sus anexos.
7. Que realizaré los tramites necesarios para el perfeccionamiento, legalizacién y ejecucion del
contrato en el término sefialado en los términos de referencia.

B. A continuacion relaciono la documentacion exigida por sl HOSPITAL SUSANA LOPEZ DE
VALENGIA EMPRESA SOGIAL DEL ESTADO y qus incluyé en fa propuesta.

9. Autorizo al Hospital Susana Lapez de Valencia, para que todos los actos administrativos que se
expiden en ocasion del presente proceso contractual sean realizados en la siguiente direccién de
correo elactronico: victor@microingenieria.net

10. lgualmente sefalo como direccién donde se pueden remilir por correp documentos,
nolificaciones o comunicaciones relacionadas con la presente invitacion, la siguiente:

Direccion: Carrera 15 # 8N 188 Cs J-6 Taléfono: 6028371099 Celular: 3053547411 E-mail:

uanmanusl@microindenieria . net; jpse@micraingenieria net; Cludad: Papayan.

—— Atenlamente,

N




Somos expertos en el desarrollo de soluciones de
Hardware y Software a la medida de tus necesidades.
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el diseno y desarrollo de soluciones tecnoldgicas de alio

impacto.

Somos un apasionado grupo de profesionales de
ingenieria fisica, electronicay de sistemas, que disenay
desarrolla dispositivos electréonicos y gue en conjunto
con disenadores de UX/Ul fabrica aplicaciones weby
aplicaciones moviles para la interfaz y el control de esos
dispositivos. |

Somos expertos en instrumentacion electrénicay.

mantenimiento industrial.
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1.Diseno y desarrollo de dispositivos
electréonicos de monitorizaciény control.

2.Disefio y desarrollo de dispositivos biomédicos
y aplicaciones para diagnostico y
rehabilitacion.

3.Disefo e implementacion de dispositivos
electrénicos didacticos y videojuegos serios.

4.Control, automatizacion y mantenimiento
industrial.

5.Disefnoy desarrollo Full Stack (BackEndy
FrontEnd) para aplicaciones weby
aplicaciones moviles nativas.
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2. Investlgamos analizamosy diseftamos la argui
ardware y software que responda correctamente a
tus necesidades.

3. Disenamos la infraestruciura hardwarey la
desplegamos a través de la ejecucién de un
cronograma coordinado contigo, con personal
capacitadoy bajo el cumplimiento de todos los
protocolos de seguridad.

4. Realizamos un proceso de Discovery de la aplicacion
de software y construimos un prototipo visual
detallado de cada una de sus funcionalidades y solo
procederemos a programarlo una vez que lo apruebes.

5. Desplegamos el software en un servidor

specializado en la nube y capacitaremos al personal
encargado de su funcionamiento.

6. Desarrollaremos un estricto protocolo de seguridad
para garantizar la proteccion de los datos y el control
delacceso no autorizado a tu aplicacion de tu
informacion.

7. Pondremos a tu disposicion personal experto para
darte soporie y garantia del software y el hardware

entregados.
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Objetivo:

Dotar a la institucién HSLV de una plataforma para la
monitorizacion de 50 puntos de humedad relativa y temperatura
y 10 puntos de presion baromeétrica, a través de una aplicacion

software a medida.
Descripcion:

Se pretende desplegar una red de 50 termohigrometros digitales
y 10 trasmisores de presion (todos ellos de grado industrial),
conectados de forma inalambrica a 5 enrutadores con conexion
cableada o WiFi a la red de la institucion.

Una aplicacién desplegada en un servidor en la nube de
CloudFlare permitira gestionar de forma automatica la lectura
de las variables fisicas de forma instantanea, consultando por
ubicaciény accediendo a un histérico grafico de mediciones de

cada dispositivo en su base de datos.
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usuarios con roles de Supervisor y Administrador, con permisos
establecidos segun las politica de la institucion.

La aplicacion, permitira la gestion de alarmas cuando se
presenten eventos de sobrepaso de limites que podran ser
establecidos de forma individual para cada sensor. Estas
alarmas alertaran a la plataforma de monitorizacién y enviaran
comunicaciones a través de mensajes de correo electrénicoy
notificaciones push a usuarios con rol de Supervisor.

La plataforma de monitorizacion estara dividida en dos
estaciones dotadas de un computador de escritorio y una Tablet
industrial en cada una de ellas.

El sistema podra ser configurado para definir los intervalos de
medicion (periodos de tiempo) para todos los dispositivos.

El sistema serd escalable y permitira la adhesion de nuevos
dispositivos desde la aplicacion.




Sensor / transmisor de

lcapacidad de almacenamiento
Ide memoria de 64 GB.

temperatura y humedad UBIBOT GS1-A | ¢ 545 000 40 | 821800000 | $4.142.000 | $25.942.000
relativa — Wi-Fi.
Sensor/ transmisor de UBIBOT GS1
temperatura y humedad -
rolaliva — cable y WiFL ATRS $ 820.000 10 $8.200.000 $1.558.000 | $9.758.000
uUBIBOT
E_QDSO,T‘d‘@ presion f}TngéP}:lEB] 2 3] in B
HINOsSiEca SENS()FQ UBv N
ATHP-N1
Router Wi-Fi 2.4 Ghz, banda
dual, velocidad Wi-Fi de 1200 [TP-LINK
Mbps, tres (3) antenas MODELO $ 180.000 5 $900.000 $171.000 $1.071.000
externas, puerto USB 2.0. AC1200
Computador Intel Core i5
12450H, 16gb de Ram ddrd
320 Mhz, SSD M2 PCle ALL IN ONE
R IAIO LENOVO
512gb, bluetcoth, Wi-Fi, MODELG
pusrtos Ethemnet, puertos DEAGENTR $ 3.000.000 2 $ 6.000.000 $1.140.000 | $7.140.000
HDMI, puertos USB 2.0y 3.2, InIO3 24ALCE
pantalla 23,8 FHD y sistema
loperative Windows 10.
[Tablet industrial, tipo de
iconectividad blustooth, Wi-Fi,
UG, sistema operativo Android, k}"l(‘)%:é)_%lz $35 §1.330 $
i6 3.500.000 2 7.000.000 .330.000 8.330.000
resolucion HD, 4gb de RAM, IARMOR PAD 8 $

Calibracién de sensor.

$170.000 80

$12.138.000

iSensor.

Instalacion, conexion y configuracion de

$200.000 60

$ 12.000.000

$ 2.280.000

$14.280.000

router Wi-Fi en la red local.

Instalacion, conexion y configuracién de

$ 250.000 5

$ 1.250.000

$237.500

$ 1.487.500

Instalacion y  configuracion

GitHub.

larquitectura en fa nube de CloudFlare
del Front End de la aplicacion, conexion
lal sistema de gestion de versiones de

de Ia

$6.500.000 1

$6.500.000

$1.235.000

$7.735.000

IServidor en la nube para la base de

$2.700.000 1

datos, aimacenamiento y despliegue de
a aplicacion — Licencia por un (1) afio.

$2.700.000

$513.000

$3.123.000

Capacitacion del personal para la
ldministracion, configuracion y gestion
de fa aplicacion — Una (1) hora.

$200.000 4

$ 800.000

$152.000

$ 952.000

Disefio, desairolio, despliegue, pruebas
y validacion de la aplicacion de

imonitorizacion con licencia de software
vitalicia y actualizaciones por un (1)

$ 55.000.000

$ 55.000.000

EXENTO

$ 55.000.000




de los dispositivos Hardware para su entrega se establece de la
siguiente manera:

SENSOR / TRANSMISOR DE
TEMPERATURA Y HUMEDAD X X
RELATIVA MARCA UBIBOT
MODELO GS1-A

SENSOR / TRANSMISOR DE
TEMPERATURA Y HUMEDAD X X
RELATIVA MARCA UBIBOT

MODELO GS1-AIRS

SENSOR DE PRESION ‘

ATMOSFERICA MARCA UBIBOT X X
MODELO UB-ATHP-NI
ROUTER WiFi 2,4 GHz MARCA Tp- N X

link MODELO AC1200
COMPUTADOR ALL IN ONE

MARCA Lenovo MODELO X
IdeaCentre AIO3 24ALC6
TABLET INDUSTRIAL MARCA X

Ulefone MODELO Armor Pad 8"

NOTA:
Los dispositivos suministrados son de ambiente industrial y/o
de oficina, por lo que no requieren ni traen registro INVIMA por

parte del proveedor.
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Descriptions
UbiBot GS1-AETH1RS

This version provides two ways of data synchronization:

Industrial-Grade WIFI RJ45 2.4GHz WiFi and Ethernet cable. When used in an
Temperature Humidity Light environment where WiFi is not available or unstable, the
Data Logger loT System Ethernet cable helps a lot. This model is embedded with

internal temperature and humidity sensors. Integrated with
RS485 interface, external probes can also be connected,
such as TH30S-B, soil temperature and humidity probe,

o —_ . etc. Because of the cable port, this version is not
IFTTT
waterproof.
2.4GHz WiFi /
Rj45 Ethernet cable Please note, the GS1 device only supports Ethernet switch

with 100 mbps or lower. Gigabit switching hub with auto-
negotiation is also compatible.

1ABBAP IS 46 & ¥ 1IN i . .
. ‘ ' i - The UbiBot ® GS1 uses the cutting-edge loT technologies
. % EUE S = to offer a more stable environmental monitoring with high

performance. Via WiFi or RJ45 Ethernet cable, it detects

if
- §; R Se ey environmental data all day round and automatically
\ i N . 3 = syncs all the data to the UbiBot ®loT Platform. The clear
~ AL Wl ol 4” screen allows you to instantly view the latest data. You
N\ = 0 Saesssshetalll) | can also access your device readings in real-time via our
| r App or using a browser anywhere in the world.

Our cloud-based loT platform offers advanced data
analysis and management. It also allows you to setup real-
time notifications - if a metric goes outside the range you
specify, the platform will notify you through the app, by

Model: UBIGS1AETH1RS email, SMS text, voice call and HTTP, allowing you to
Manufacture warranty: 12 months respond promptly before costly damage happens. Please
Country of Origin: China note, charges may apply to SMS text and voice call alert

modes. These two modes cost the balance of the credits in
your account.

GMM Technoworld Pte Ltd Page 1 of 5
8 Burn Road #05-01 Trivex Singapore 369977
Tel: +65-6386 1815 Email: sales@testmeter.sg



Features

Free App & emalil alerts

Instant data visualization via LCD screen

Data sync via WiFi & Ethernet cable connectivity
24/7 temperature & humidity monitoring

RS485 interface, multiple probes accessible
Multiple power supply methods

Larger internal storage with up to 300,000 records
No hub required

Applications

e Online real-time detecting temperature, humidity and
light level

Agriculture

Greenhouse

Museum

Wine Cellar

Pharmacy

Horticulture

Animal Breeding Warehouse

Dimension:

e 11.5x9x55cm

Specification:

Temperature
o Range: -20°C to 60°C ( -4°F to 140°F)
o Accuracy: 0.3°C
e Humidity

o Range: 10% to 90%

o Accuracy: +3%RH
o External Light

o Range: 0 to 83,000 lux
o Accuracy: £2%

e Memory: 300,000 sensor records
WiFi Specifications: 2.4GHz, channels 1-13 (5GHz
WiFi NOT supported)
Ethernet Specifications: RJ45 Ethernet cable.
Ethernet switch: 100 mbps or lower.
Screen Size: 4”
Color: White
Material: Flame resistant ABS+PC
Switch Type: button
Power Source:
o Internal Lithium 2900mAh batteries (Built-in)
o Type-C 5V USB Cable (Provided)
o DC 12V (Optional)

GMM Technoworld Pte Ltd
8 Burn Road #05-01 Trivex Singapore 369977
Tel: +65-6386 1815 Email: sales@testmeter.sg

o Weight: 450 grams | E -".IBS
r ' !
Package List a . H 58 |
« 1xGS1-AETHIRS ’ =7
e 1 x manual book
e 1xType-C USB cable
Page 2 of 5




External Probe Selection (Optional):

o External DS18B20 temperature probe

o RS485 temperature and humidity probe

e Soil temperature and humidity probe

e PT100 industrial-grade temperature probe

TH30S-B temperature &
humidity probe

Wind speed probe

Soil temperature &
moisture sensor

1

PT-100 temperature probe

A Supports up to 4 probes simultaneously, 1 of each type.
The TH30S-B probe isn't compatible with CO2 probe.
Avoid using them together.

A UBIBOT

e S —— POE splitter is
VABSAPtH AG OO mS | offered separately.

s o

- 5063

3 ’I =

Ethernet cable

Ethernet s " P > L
cable 3 e
= T )
DCSv-12v
Type-C  DC
Type-C USB cable
(provided in the packaging)

The GS1-AETH1RS device consumes a lot of power for constant
performance. So We recommend you plug it to any of the external
power supplies, especially the first time switch it on.

Multiple Accurate Sensors integrated into One Device
Light sensor

WiFi antenna «——

¥

VABBAP (B 40 0 ¢ MR (
\

:_ - - 5859 E'\‘——-mnubutwn

g ,
L 3 S_E?

B Capanty Fn | gt G NI

fie

Ethernet cable port e——— ~————= Power button

)

DC 5V-12V power port

Temperature & Humidity sensor e—— Type-C port
R5485 interface
Temperature @ Humidity @
Precision £03C Precision + 3%RH
Range -20-60C Range 10-90%

GMM Technoworld Pte Ltd
8 Burn Road #05-01 Trivex Singapore 369977
Tel: +65-6386 1815 Email: sales@testmeter.sg
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The cloud-based loT platform offers advanced data
analysis and management. It also allows you to setup real-
time notifications - if a metric goes outside the range you
specify, the platform will notify you through the app, by
email or other methods, allowing you to respond promptly
before costly damage happens. The loT platform gives
users access to both the real-time data and history via our
mobile app or on any browser. We are now working with
IFTTT (if this then that), allowing you to build custom link
with other smart devices.

The data sync interval can be set by you. This allows you
to balance battery life against frequency of data capture.
With the default data sync interval of 15 minutes the device
has a battery life of up to 4- 6 months using 2 AA alkaline
batteries. Power-supply using Micro-USB is supported. You
can check the battery voltage of the device remotely and
set up rules to be notified when low-battery, network failure
or sensor reading exceeds the setting range. Available rule
alerts include Email, APP. Please note, charges may apply
to SMS text and voice call alert modes. These two modes
cost the balance of the credits in your account.

No subscription is needed. Free 200MB Cloud Storage
enough to store data over 2 years on default settings.
Export the data to CSV or PDF without extra charge.

View through mobile APP
[ 1950 <.

£ Charts @
Alerts Logs Settings
Humidity (%)
9
) R e
umidity 490
5

Max63.0 (W) Mind9.0 (W) AvgS48(-)

hr: Latest

%

Data download in CSV format

created_at held) I O felds|Valtage)
2019-05-27T15:28-08+08:00 2588121
2019-05-3TT15:28: 10+08-00 25894567
2015-05-27T15:28-12+08:00 25937286
2019-05-2TT15:28:14+08:00 25.937186
2019-05-2TT15:28:15+08:00 25966060
2019-05-2TT15:28:16+08-00 2596666
2015-05-27T15:28:-18+08-00 26006714
019.05-27T15:28:19408-00 .022736
2019-05-17T15:28:25408-00 26121536
2019-05-77715:28:47+08:00 6404594
201905-27T15:28-51408-00

2019-05-77T15:29:47+08:00 26.615547
BOAG-05-2TT15: 3047 +0R-00 6658272
2019-05-2TT15:31:47+08.00 26. 700996
2019-05-17T15:32:47408-00 26700996
2019-05-27T15:33:47+08:00 26743721

1 639999
76439995
76519998

77 799995
75919998
860000
T7.730000
TH340001
97 439995

T8.539995
BE 550008
96539996
B4ATHIE
83279939

YYLSEE EzZETERZRESR

GMM Technoworld Pte Ltd
8 Burn Road #05-01 Trivex Singapore 369977
Tel: +65-6386 1815 Email: sales@testmeter.sg
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View dashboard through PC

Temperature(°C) : 23.5°C =

26.00 4
2

235

o= C-4050 E 6 O % Vv P 4 :
. Hide ~
GMM No description 35€C  500% 141k 50V T s 4204t
4k Owner. gmmtechnoworld B Access:
@ Channel ID: 4050 W Current Package:
) Serial Number: 038X***0WS1P @ Used Space:
% Product 1D: ubibot-ws1p B Manthly Traffic Downloads :

Private

ubibot_free

36.0 kB

740 kB

Humidity(%) : 50.0%

20,00

| = Share | | & Clear Channel Data || @ Delete Device

g Activated at:

@ Last Entry ID and Date:

K3 Firmware Version

= Network :

27/05/2019 15:43:27

27/05/2019 20:02:36 (2 minutes ago)
#307

wslpro vi4.5

Wi-Fi: GMM Technoworld =il *&

Private View m Trigger Logs Pending Commands | Executed Commands | Data Import/Export

FARELIEEER R = Display as list

GMM Technoworld Pte Ltd
8 Burn Road #05-01 Trivex Singapore 369977
Tel: +65-6386 1815 Email: sales@testmeter.sg
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Introduction

UbiBot ® GS1-A1RS is an industrial-grade
cloud-based environmental monitoring
data logger. It supports WiFi network
connection. This model is embedded with
internal temperature, humidity and ambient
light sensors. It detects environmental data
all day round and automatically syncs all
data to the UbiBot ® 10T cloud platform,
allowing you to access data and monitor
the environment remotely from anywhere
in the world via the free UbiBot APP or
Web Console and to receive real-time
alerts.

It also supports 5V RS485 external probes,
but only one of each type can be
connected at a time.

The clear 4” LCD screen allows you to
instantly view the latest data.

The device supports three types of power
supply: internal lithium battery, Type-C 5V
(USB cable provided), and DC 5V/2A
(included). The 2900mA lithium battery
ensures a long working time.

*The UBIBOT GS1-A1RS unable to support
DS18B20-Audio Temperature Probe.

UbiBot GS1-A1RS
Industrial Grade WIFI
Temperature Humidity Light

Data Logger IoT System
SKU: UBIGS1A1RS
Manufacture Warranty period: 12 months
Country of Origin: China

Features

Built-in temperature, humidity, and
ambient light sensors

2.4 GHz WiFi network connection, no
need of hubs or gateways
Industrial-grade shell, strong and durable
4" high-quality LCD screen displaying
current environmental conditions

Free App & Web Console to access and
monitor real-time data remotely.

UbiBot cloud storage for historical data;
and data export

Multiple ways of receiving real-time alerts:
App notifications, emails, phone calls,
SMS, HTTP

Working with IFTTT, Google Sheet, Alexa
Supporting multiple RS485 external
probes, but only one of each type can be
connected at a time

Easy setup with free UbiBot App or PC
tools

Memory with a capacity of 300,000
records stores all data even if the network
is temporarily disconnected, which
ensures there are no gaps in the data
history.

Compliance with CE, EN 12830, FCC,
FDA CFR21, IC, RCM, RoHS, TELEC

GMM Technoworld Pte Ltd
Email: sales@testmeter.sg

Page 1 of 5

Updated: 10 Jul 2023
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Specifications
Temperature -
Range: -20 °C to 60°C
Accuracy: +0.3°C 0t . =% =
Resolution: Resolution: 0.1 e B == h g
Humldlty hom moé i SEB =4 ’ |
_ 10% to 90%, No — = ¢
Range: condensation ... 3 e F:' g"’ﬂ
Accuracy: +3% 2 S
Resolution: 0.1 T_._
Ambient Light Wind spesd probe
Range: 0.1 to 157K Lux
Accuracy: +10% g it
Resolution: 0.1 A\ supports up to 5 probes simultaneously, 1 of each type.
The TH30S-B probe is not compatible with CO2 on some models.
For detalls, please contact us for specific instructions.
, iOS 11+, Android 8.1+, or
Operatlon Windows 7+, or masOS Multiple Accurate Sensors integrated into One Device
System ’
v10.8 r—
Supports 20MHz or “Auto” !
setting supports OPEN, Wi antenca o
WEP, or WPA/WPA2 ”'..."" s
types, WPA2-Enterprise & SUBB | —
WiFi (802.1x / RADIUS HE Se 3 - I
Information authentication) network is .| -
not supported, requires S (
2.4GHz (802.11 b/g/n), B (IS —
channels 1-13 (SGHZ WiFi Temperature & Humidity sensors—i Type-C port
NOT supported) RS48S intertace
Memory 300,000 sensor records
Material Flame resistant ABS+PC — @ T @ = @
Switch Type | Button
Colour White - - :
Internal Lithium batteries
2900 mAh (Built-in) Recommended Use Cases for Each Version
Type-C 5V USB Cable
Power Source | (1m) - Included
5V2A UK Power adapter | s
(Provided to Singapore PRI
only) R,
Screen Size 4” T it
Dimensions 11.5x9x5.5¢cm - W 50635= \fj {'
Weight 4369 + 3¢ SN ié 58 3 _r N

Package includes

1 x GS1-A1RS device

1 x External antenna

1 x manual book

1 x Type-C USB cable (1m)

1 x 5V/2A Power Adapter (Safety Mark)

Server room
GS1 - AETHIRS

Warehouse
GS) - AL2G1RS

GS1 - AL4AGTRS

GMM Technoworld Pte Ltd
Email: sales@testmeter.sg

Page 2 of 5
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The cloud-based loT platform

UbiBot ® offers a revolutionary way to monitor
environmental conditions where they matter. The
sensors synchronize data to UbiBot ® loT Platform
using WiFi, Cellular or Ethernet connection
(depending on the specific model purchased).
Users can then access data from anywhere via a
smartphone or the Web console.

Features:

o Data Management: Manage all your loT data
in one place; you could add as many devices
as you want to one UbiBot account.

¢ Unlimited Storage: Unlimited cloud-based
storage ensures you will never run out of
space. This allows you to view all your
historical data via UbiBot App or Web.

o Free App & Web Console: Using UbiBot App

and Web Console is free. Powerful and
thoughtful features provide you brilliant
experience.

¢ Analysis and Visualization: Use powerful
analysis and visualization tools to get the
most out of your data; spot trends and direct
comparisons.

o Real-Time Alerts: Fully customizable alert
system will notify you via App natifications,
emails, phone call/SMS, HTTP whenever any
metric goes out of the range preset.

¢ Highly Secure Platform: UbiBot IoT platform
is designed to keep all your data secure so
you never have to worry about hackers or
other security issues.

e Working with IFTTT, Alexa, Google
Assistant, Google Sheet

e Compliant with FDA CFR21

Details:

Real-time and history data

The UbiBot Platform is a cloud-based loT
platform where all measured data is uploaded
and stored. UbiBot App and Web Console
allow you to view current data as well as
historical data in graphs.

Customizable alerts and bulk operation
Setting and receiving alerts on your devices helps
you to get notified of the conditions timely. When
you have many devices to manage, it's time-
consuming to set each alert rule one by one.
Therefore, we’'ve developed a bulk operation
module with which you can set the same rule for
many devices at a time.

Data export

On UbiBot Platform, you can download the history
data in CSV or PDF format. The CSV file only
contains raw data, while the PDF file is a
summarized report with average, maximum and
minimum value within the chosen period. The PDF
file is much easier to read and archive.

Device sharing and bulk operation

For business users, centralized control over
multiple devices is available, with no limit on the
number of devices in one account. Also available
are bulk operations that apply to sensor settings,
alerts, and remote control routines. Devices can be
shared with other people, which allows for
distributed management by different colleagues.

Intelligent automation in UbiBot platform
UbiBot is committed to building intelligent industrial
and home ecosystems. By integrating temperature
and humidity sensors and the smart plug SP1 in
one system, automated operation is achieved
through data linkage. For example, fans can be
switched on when the temperature rises to 30 °C.

Data forwarding

UbiBot is an open platform that provides cloud-
based services while supporting customers to use
their own storage servers. With the data forwarding
service, you can forward the data collected by your
device to your own private URL to protect privacy.

Platform-based calibration

UbiBot platform supports data calibration both on
the platform level as well as the device level. One-
step calibration, instant display, no impact on
historical data.

View Data from Mobile APP Dashboard
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View Data from PC Dashboard
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Download Data in Excel or PDF Format

|created_at
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UBIBOT ATMOSPHERIC PRESSURE SENSOR UB-ATHP-N1

Monitoring the atmosphere pressure with embedded RS48S interface

$29.00 USD

Atmospheric Pressure Sensor

Quantity: - 1 +

Power supply: DC 5V

Measuring medium: air

Measuring range: 26~126kPa

Accuracy: +50Pa

Long-term stability: -0.1kPajyear
Response time: <1s

Output signal: RS485 (Modbus protocol)
Woerking with UblBot C51 only

For more details, please click on the Contact Us.

Description

Explore the advanced features of our Atmespheric Pressure Sensar, crafted for monitoring atmespheric pressure changes with unparalleled accuracy. This sensod, equipped
with an embedded RS485 interface, delivers high-precision data te meet your envirenmental monltoring needs.,

Powered by DC 5V, the sensor ensures rellable and conslstent performance. The temperature range spans from -40°C to 80°C, catering to various environmental conditions.
With an Impressive accuracy of +50Pa, the sensor guarantees rellability In atmospheric pressure applications.

Achieving long-term stability at -00kPa/year ensures cansistent and reliable performance over an extended period. The sensor boasts a rapid response time of 515, ensuring
prompt and accurate pressure readings.

Tha Atmospheric Prassure Sensor features an AS485 output signal utilizing the Modbus protocol for seamless integration into diverse systems. This compatibility allows easy
connectivity with a variety of devices in different applications

Choose our cutting-edge Atrmospherlc Pressure Sensor to elevate your environmental monitoring capabilities. Order now and experience the forefront of environmental
sensing technology!

Key Specifications:

Temperature Range: -&0°C to BOC

Humidity Range: 0% to 100% Relative Humidity (RH)
Pressure Range: +50Pa

Temperature Accuracy: +0.2°C [f0 to 65°C)
Humidity Accuracy: :2%RH (@10 to 0% RH)
Impressive Accuracy: +50Pa
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About This Guide

This guide is a complementation of Quick Installation Guide. The Quick Installation
Guide instructs you on quick Internet setup, and this guide provides details of each
function and shows you the way to configure these functions appropriate to your
needs.

When using this guide, please notice that features of the router may vary slightly
depending onthe modeland software version you have,and on your location, language,
and Internet service provider. All screenshots, images, parameters and descriptions
documented in this guide are used for demonstration only.

Conventions
In this guide the following conventions are used:

Blue Italic Hyperlinks are in blue italic. You can click to redirect to a website or a specific section.

Contents to be emphasized and texts on the web page are in blue, including the

Blue .
menus, items, buttons, etc.

The menu structures to show the path to load the corresponding page. For example,
> Advanced > Wireless > MAC Filtering means the MAC Filtering function page is under
the Wireless menu that is located in the Advanced tab.

N Note: Ignoring this type of note might result in a malfunction or damage to the device.

® Tips: Indicates important information that helps you make better use of your device.

« I click to edit the corresponding entry.
symbolsontheweb . i click to delete the corresponding entry.
page -/ click to enable or disable the corresponding entry.
« @ click to view more information about items on the page.

More Info

The latest software, management app and utility can be found at Download Center at
www.tp-link.com/support.

The Quick Installation Guide can be found where you find this guide or inside the
package of the router.

Specifications can be found on the product page at http.//www.tp-link.com.

A Technical Support Forum is provided for you to discuss our products at
http://forum.tp-link.com.

Our Technical Support contact information can be found at the Contact Technical
Support page at www.tp-link.com/support.



Chapter 1

Get to Know About Your
Router

This chapter introduces what the router can do and shows its appearance.

This chapter contains the following sections:

» Product Overview
» Panel Layout



Chapter 1 Get to Know About Your Router

1.1. Product Overview

The TP-LINK router is designed to fully meet the need of Small Office/Home Office
(SOHO) networks and users demanding higher networking performance. The powerful
antennas ensure continuous Wi-Fi signal to all your devices while boosting widespread
coverage throughout your home, and the built-in Ethernet ports supply high-speed
connection to your wired devices.

Moreover, it is simple and convenient to set up and use the TP-LINK router via its
intuitive web interface and the powerful Tether app.

1.2. Panel Layout

1.2.1. Top View

The router’s LEDs (view from left to right) are located on the front panel. You can check
the router’s working status by following the LED Explanation table.

LED Explanation

On System initialization completes.

System initialization or firmware upgrade is in process. Do not

| Flashi
O (Power) ashing disconnect or power off the router.

Off Power is off.
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LED Explanation
On
":\ (2.4GHz Wireless)
Off
On
= (5GHz Wireless)
Off
On
() (Ethernet 1-4
i ) Off
Green On
Z (Internet) Orange On
Off
On/Off
5 (WPS)
Flashing
On
P (use) Flashing
Off

1.2.2. The Back Panel

The 2.4GHz wireless band is working properly.
The 2.4GHz wireless band is disabled.

The 5GHz wireless band is working properly.
The 5GHz wireless band is disabled.

At least one Ethernet port is connected.

No Ethernet port is connected.

Internet is available.

The router’s Internet port is connected, but the Internet

is not available.
The router’s Internet port is not connected.

Turns on when a WPS connection is established, and goes off about
5 minutes later.

A wireless device is trying to connect to the network via WPS. This
process may take up to 2 minutes.

A USB device is connected to the corresponding USB port.

A USB device is connecting to the corresponding USB port.

No USB device is the corresponding USB port.
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The following parts (view from left to right) are located on the rear panel.

e | Deseipton |

Power Port

On/Off Button

Reset Button (hole)

USB Ports (1/2)
Internet Port

Ethernet Ports (1/2/3/4)

WPS/Wi-Fi Button

For connecting the router to a power socket via the provided power adapter.
Press this button to power on or off the router.

Use a pin to press and hold this button for about 5 seconds to reset the router to
its factory default settings.

For connecting a USB device to the router.
For connecting to a DSL/Cable modem, or an Ethernet port.
For connecting your PCs or other wired network devices to the router.

Press and hold this button for about 2 seconds to turn on or off the wireless
function of your router.

Press this button, and immediately press the WPS button on your client device.
The WPS LED 43 of the router should change from flashing to solid on, indicating
successful WPS connection.



Chapter 2

Connect the Hardware

This chapter contains the following sections:
« Position Your Router

« Connect Your Router
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2.1. Position Your Router

« The product should not be located where it will be exposed to moisture or excessive
heat.

« Place the router in a location where it can be connected to devices as well as to a
power source.

« Make sure the cables and power cord are safely placed out of the way so they do not
create a tripping hazard.

« The router can be placed on a shelf or desktop.

+ Keep the router away from the strong electromagnetic radiation and the device of
electromagnetic sensitive.

2.2. Connect Your Router

1. Follow the steps below to connect your router.

If your Internet connection is through an Ethernet cable from the wall instead of
through a DSL / Cable / Satellite modem, connect the Ethernet cable directly to the
router’s Internet port, then follow Step 4 and 5 to complete the hardware connection.

Internet

Turn off the modem, and remove the backup battery if it has one.

Connect the modem to the Internet port on your router via an Ethernet cable.

)
)
) Turn on the modem, and then wait about 2 minutes for it to restart.
) Turn on the router.

)

Verify that the hardware connection is correct by checking these LEDs.
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b T = @
Power  24GHz 5GHz  Internet
On On On On

Note: If 2.4GHz LED and 5GHz LED are off, press the WPS/Wi-Fi On/Off button for about 2 seconds, and then
check the LEDs again in a few seconds.

2. Connect your computer to the router.
- Method 1: Wired

Turn off the Wi-Fi on your computer and connect the devices as shown below.

podkededed -

| TSR - by ) Ethernet cable 4 =

I

« Method 2: Wirelessly

1) Find the SSID (Network Name) and Wireless Password/PIN printed on the label
at the bottom of the router.

2) Click the network icon of your computer or go to Wi-Fi Setting of your smart
device, and then select the SSID to join the network.

Computer Smart Device
4 < Settings Wi-Fi
d Connections are available
Wireless Network Connection Wi-Fi [ @)
CHOOSE A NETWORK...

TP-LINK_XXXX a8
TP-LINK_XXXX_5G

- “ TP-LINK_XXXX a=0
/] Connect automatically TP-LINK_XXXX_5G &a=0

I';I&} Other...
iy

« Method 3: Use the WPS button

Wireless devices that support WPS, including Android phones, tablets, most USB
network cards, can be connected to your router through this method (WPS is not

supported by iOS devices).

A Note:

The WPS function cannot be configured if the wireless function of the router is disabled. Also, the WPS function will
be disabled if your wireless encryption is WEP. Please make sure the wireless function is enabled and is configured
with the appropriate encryption before configuring the WPS.

1. Tab the WPS icon on the device’s screen.

2. Immediately press the WPS button on your router.
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Log into Your Router




Chapter 3 Log into Your Router

With the web-based utility, it is easy to configure and manage the router. The web-
based utility can be used on any Windows, Macintosh or UNIX OS with a Web browser,
such as Microsoft Internet Explorer, Mozilla Firefox or Apple Safari.

Follow the steps below to log into your router.

1. Set up the TCP/IP Protocol in Obtain an IP address automatically mode on your
computer.

2. Visit http://tplinkwifi.net, and log in with the username and password you set for the
router. The default one is admin for both username and password.

C n hitp://tplinkwifi.net

A Note:
If the login window does not appear, please refer to the FAQ section.

11



Chapter 4

Set Up Internet Connection

This chapter introduces how to connect your router to the Internet. The router is
equipped with a web-based Quick Setup wizard. It has necessary ISP information built
in, automates many of the steps and verifies that those steps have been successfully
completed. Furthermore, you can also set up an IPv6 connection if your ISP provides
IPv6 service.

This chapter contains the following sections:
« Use Quick Setup Wizard
» Manually Set up Your Internet Connection

» Set Up an IPvé6 Internet Connection
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4.1. Use Quick Setup Wizard

The Quick Setup Wizard will guide you through the process to set up your router.
o Tips:
If you need the IPv6 Internet connection, please refer to the section of Set Up an IPv6 Internet Connection.

Follow the steps below to set up your router.

1. Visit http://tplinkwifi.net, and log in with the username and password you set for the
router.

2. Click Quick Setup on the top of the page. Then follow the step-by-step instructions

to connect your router to the Internet.
A Note:
During the quick setup process:
« If you are not sure of the Internet Connection Type, please click Auto Detect or contact your ISP for Internet
connection information.
« If you have changed the preset wireless network name (SSID) and wireless password, all your wireless devices
must use the new SSID and password to connect to the router.

4.2. Manually Set up Your Internet Connection

In this part, you can check your current Internet connection settings. You can also
modify the settings according to the service information provided by your ISP.

Follow the steps below to check or modify your Internet connection settings.

1. Visit http://tplinkwifi.net, and log in with the username and password you set for the
router.

2. Goto Basic > Internet.

3. Select your Internet connection type from the drop-down list.

Internet

Internet Connection Type: Dynamic IP v

A Note:
If you are unsure of your connection type, click Auto Detect. Since different connection types require different cables
and connection information, you can also refer to the demonstrations in Step 4 to determine your connection type.

4. Follow the instructions on the page to continue the configuration. Parameters on
the figures are just used for demonstration.

1) Ifyou choose Dynamic P, you need to select whether to clone the MAC address.
Dynamic IP users are usually equipped with a cable TV or fiber cable.

13
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Internet

Internet Connection Type: Dynamic IP v

® Do NOT Clone MAC Address

(O Clone Current Computer MAC Address

Mote: If you are not sure about which Internet Connection Type you have, use Auto Detect or contact your
Internet Service Provider (ISP) for assistance.

2) If you choose Static IP, enter the information provided by your ISP in the
corresponding fields.

Internet

Auto Detect

Internet Connection Type: Static IP v

IP Address:
Subnet Mask:

Default Gateway:

Primary DNS:

Secondary DNS: (Optional)

Mote: If you are not sure about which Internet Connection Type you have, use Auto Detect or contact your
Internet Service Provider (ISP) for assistance.

3) If you choose PPPOE, enter the username and password provided by your ISP.
PPPoE users usually have DSL cable modems.

14
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Internet

Internet Connection Type: FFFoOE v

Username:

Password:

Mote: If you are not sure about which Internet Connection Type you have, use Auto Detect or contact your
Internet Service Provider (ISP) for assistance.

4) IfyouchooseL2TP,enterthe usernameand password and choose the Secondary
Connection provided by your ISP. Different parameters are needed according
to the Secondary Connection you have chosen.

Internet

Internet Connection Type: L2TP k4
Username:
Password:
Secondary Connection: Dynamic IP (O Static IP

VPN Server IP/Domain Name:

Mote: If you are not sure about which Internet Connection Type you have, use Auto Detect or contact your
Internet Service Provider (ISP) for assistance.

5) If you choose PPTP, enter the username and password, and choose the
Secondary Connection provided by your ISP. Different parameters are needed
according to the Secondary Connection you have chosen.

15
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Internet

Auto Detect

Internet Connection Type: PETP L 4

Username:

Password:
Secondary Connection: @ DynamicIP (O Static IP

VPN Server IP/Domain Name:

Mote: If you are not sure about which Internet Connection Type you have, use Auto Detect or contact your

Internet Service Provider (ISP) for assistance.

5. Click Save. To check your Internet connection, click Network Map on the left of the

page.

A Note:
It may take 1-2 minutes to make the settings valid.

6. After the connection succeeds, the screen will display as follows. Here we take

PPPoOE as an example.

LTS = S
11 % 2.4GHz 5GHz
ALl

)
Internet Router

& a2 ¢

Wireless Clients Wired Clients Printer USB Disk

Internet Status: Connected
Connection Type: PPPoE
IP Address: 14.154.225.98

@ Tips:

1.
2.

If your Internet connection type is BigPond Cable, please go to Advanced > Network > Internet to set your router.
If you use Dynamic IP and PPPoE and you are provided with any other parameters that are not required on the
page, please go to Advanced > Network > Internet to complete the configuration.

If you still cannot access the Internet, refer to the FAQ for further instructions.

16
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4.3. SetUp an IPv6 Internet Connection
Your ISP provides information about one of the following IPv6 Internet connection
types: PPPoE, Dynamic IP(SLAAC/DHCPv6), Static IP, 6to4 tunnel, Pass-Through (Bridge).

1. Visit http://tplinkwifi.net, and log in with the username and password you set for the
router.

2. Goto Advanced > IPv6. Select the Internet connection type provided by your ISP.

Internet

IPvG:

Internet Connection Type: k4
Static IP

LAN Dynamic IP (SLAAC/DHCPvG)
PPPoE

Assigned Type: iCP (O SLAAC+RDNSS
6tod Tunnel

Address Prefix: Pass-Through (Bridge) i

Address: FEB0::20A:EBFF:FE16:E4B8/64

o Tips:
If you do not know what your Internet connection type is, contact your ISP or judge according to the already known
information provided by your ISP.

3. Fill in information as required by different connection types. Red blanks must be
filled in.

1) Static IP: Fill in blanks and click Save.

Internet

IPviG:

Internet Connection Type: Static IP -

IPv6 Address: ‘ ‘

Default Gateway: ‘ ‘

Primary DNS: ‘ ‘

Secondary DNS:

bytes. (The default is 1500, do not change unless

MTU Size: 1500 necessary.)
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2) Dynamic IP(SLAAC/DHCPv6): Click Advanced to do more configuration if your
ISP requires. Click Save and then click Renew to finish the configuration.

Internet
IPvEG:
Internet Connection Type: Dynamic IP (SLAAC/DHCPYE) v

IPv6 Address:
Primary DNS:

Secondary DNS:

() Advanced

3) PPPoE: Fill in the Username and Password. Click Advanced to do more
configuration if your ISP requires. Click Save and then click Connect to finish
the configuration.

Internet

IPvG:

Internet Connection Type: PPPoE b d

Username:
Password:

IPv6 Address:

(~) Advanced

4) 6to4 Tunnel: An IPv4 Internet connection type is a prerequisite for this
connection type (Manually Set up Your Internet Connection). Click Advanced to
do more configuration if your ISP requires. Click Save and then click Connect to
finish the configuration.
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Internet

IPvG:

Internet Connection Type: &to4 Tunnel -
IPv4 Address: 0.0.0.0

IPv4 Subnet Mask: 0.0.0.0

IPv4 Default Gateway: 0.0.0.0

Tunnel Address:

—

.\7/\ Advanced

5) Pass-Through (Bridge): Click Save and skip to step 6.

Internet

IPv6:

Internet Connection Type: Pass-Through (Bridge) v

4. Configure LAN ports. Windows users are recommended to choose from the first two

types. Fill in Address Prefix provided by your ISP, and click Save.
o Tips:
Find Help on the management interface to know more about the items.

LAN

Assigned Type: D) DHCPv6 (® SLAAC+ Stateless DHCP (O SLAAC+ RDNSS
Address Prefix: /64
Addrass: FES0::20A:EBFF:FEAC:881B/64

5. Click Status to check whether you have successfully set up an IPv6 connection. The
following figure is an example of a successful PPPoE configuration.
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@ Internet IPv4 | IPVE
MAC Address: 00-DA-EB-16-E4-B9
1P Address: 2001:c68:202:2111::120/
o4
Subnet Mask: 255.255.255.0
Default Gateway; fe80::edd0:80d2:7f5ei6be
7
Primary DNS: 2001:c68:202:2111::1
Secondary DNS: 2001:c68:202:2111::2
Connection Type: PPPoE
oTips:

Visit the FAQ if there is no Internet connection.
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Chapter 5

Guest Network

This function allows you to provide Wi-Fi access for guests without disclosing your
main network. When you have guests in your house, apartment, or workplace, you can
create a guest network for them. In addition, you can customize guest network options
to ensure network security and privacy.

This chapter contains the following sections:

« Create a Network for Guests

» Customize Guest Network Options



Chapter 5 Guest Network

5.1. Create a Network for Guests

1. Visit http://tplinkwifi.net, and log in with the username and password you set for the
router.

2. Go to Advanced > Guest Network. Locate the Wireless section.
3. Create a guest network as needed.
1) Enable 2.4GHz Wireless network or 5GHz Wireless network.

2) Customize the SSID. Don‘t select Hide SSID unless you want your guests to
manually input the SSID for guest network access.

3) Set Security to WPA/WPA2 Personal, keep the default Version and Encryption
values, and customize your own password.

Wireless 2.4GHz | 5GHz
2.4GHz Wireless: [] Enable Guest Network

Network Name (SSID): TP-LINK_Guest_AD3A [] Hide SSID

Security: ) Mo Security @ WPA/WPA2-Personal

Version: ® Auto O WPA-PSK (O WPA2-PSK

Encryption: ® Aaute O TKIP O AES

Password:

4. Click Save. Now your guests can access your guest network using the SSID and

password you have set!
@ Tips:
To view the guest network information, go to Advanced > Status and locate the Guest Network section.

5.2. Customize Guest Network Options

1. Visit http://tplinkwifi.net, and log in with the username and password you set for the
router.

2. Go to Advanced > Guest Network. Locate the Settings section.

3. Customize guest network options as needed.
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Settings

[] Allow guests to see each other

] Allow guests to access my local network

«  Allow guests to see each other

Select this checkbox if you want to allow the wireless clients on your guest network
to communicate with each other via methods such as network neighbors and Ping.

« Allow guests to access my local network

Select this checkbox if you want to allow the wireless clients on your guest network
to communicate with the devices connected to your router’s LAN ports or main
network via methods such as network neighbors and Ping.

4. Click Save. Now you can ensure network security and privacy!
@ Tips:
To view guest network information, go to Advanced > Status and locate the Guest Network section.
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Chapter 6

USB Application

This chapter describes how to share and access USB devices connected to the router
among different clients. The router only supports USB external flash drives, hard drives
and USB printers.

This chapter contains the following sections:
« Local Storage Sharing

» Remote Access via FTP Serverr

» Media Sharing

« Printer Sharing
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USB Application

6.1.

Local Storage Sharing

Share your USB storage devices with different users on the network.

6.1.1.
1.

Access the USB disk

Connect Your USB Disk

Insert your USB storage device into the router’s USB port directly or using a USB
cable. Wait several seconds until the USB LED becomes solid on.

¥ Tips:

If you use USB hubs, make sure no more than 4 devices are connected to the router.
If the USB storage device requires using bundled external power, make sure the external power has been

connected.

If you use a USB hard drive, make sure its file system is FAT32 or NTFS.
Before you physically disconnect a USB device from the router, safely remove it to avoid data damage: Go to

Advanced > USB Settings > Device Settings and click

Access Your USB Disk

By default, all the network clients can access all folders on your USB disk. Refer
to the following table for access instructions. You can also customize your sharing
content and set a sharing account by referring to Customize Your Settings.

Windows

computer

> Method 1:

Safely Remove

Go to Computer > Network, then click the Network Server Name
(Model number-share by default) in the Computer section.

R Note:

Operations in different systems are similar. Here we take Windows 7 as an example.

"hbhimmrkb

File Edit View Tools Help

Organize » Metwork and Sharing Center Add a printer
0 Favorites 4 Computer (3)
. Libraries i*{ e L

Q@ Homegroup
1M Computer

‘h! Metwork

4 Media Devices (1)

m;“__ .

4 MNetwork Infrastructure (1)
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> Method 2:

Open the Windows Explorer (or go to Computer), type the server
address \\tplinkwifi.net or ftp://tplinkwifi.net in the address bar,
and then press [Enter].

Windows
computer

L ftpyfiplinkowifi.net

File Edit Wiew Tools Help

Organize » Include in hbrary =

1) Select Go > Connect to Server.

2) Type the server address smb://tplinkwifi.net.
3) Click Connect.

@0 Connect to Server
Server Address:
| smb/fpfinkwifinet (][~
Favorite Servers:

4) When prompted, select the Guest radio box. (If you have set up
a username and password to deny anonymous access to the
USB disks, you should select the Registered User radio box. To
learn how to set up an account for the access, refer to To Set up
Authentication for Data Security.)

“ Use a third-party app for network files management.

¥ Tips:

You can also access your USB disk by using your Network/Media Server Name as the server address. Refer to To
Customize the Address of the USB Disk to learn more.
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6.1.2. Customize Your Settings

» To Only Share Specific Content

By default, Share All is enabled so all contents on the USB disk is shared. If you want to
only share specific folders, follow the steps below:

1. Visit http://tplinkwifi.net, and log in with the username and password you set for
the router.

2. Select Basic > USB Settings > Sharing Access. Focus on the Folder Sharing section.
Click the button to disable Share All, and click Add to add a new sharing folder.

Folder Sharing

: 2 Toggle On to share all files and folders or keep it Off to only
Share All: 4 =
share the speafied folders.
@ Delete
0| m Folder Name Folder Path Media Sharing = Volume Name Active Modify

Volume Name: G: A
Folder Path: G:/Lessons/Bonus_Lesson_
Folder Name: lessons

[ Allow Guest Network Access
[] Enable Authentication
[ Enable Write Accass

[¥ Enable Media Shanng

Select the Volume Name and Folder Path, and then enter a Folder Name as needed.
4. Decide the way you share the folder:

« Allow Guest Network Access: If you tick this check box, guest network users
can access the folder.

«  Enable Authentication: If you tick this check box, you will be required to use a
username and password to access the folder. Refer to To Set up Authentication
for Data Security to learn more.

«  Enable Write Access: If you tick this check box, network clients can modify the
folder.

« Enable Media Sharing: If you tick this check box, you can view photos, play
music and watch movies in the folder directly with DLNA-supported devices.
Click Media Sharing to learn more.

5. Click OK.
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¥ Tips:
The router can share 32 volumes at most. You can click ' on the page to detach the corresponding volume you do
not need to share.

Device Settings

™ Safely Remove
D Volume Capacity Free Space Status

1 volumnil

» To Set up Authentication for Data Security

If you enable Authentication, network clients will be required to enter the username
and password you set when accessing the USB disk.

1. Visit http://tplinkwifi.net, and log in with the username and password you set for
the router.

2. Select Advanced > USB Settings > Sharing Access. Focus on the Sharing Account
section.

Sharing Account

Prepare an account for shanng contents. You can use the login account or create a new one.

Account: ® Use Default Account (O Use New Account

3. Choose Use Default Account (admin) or Use New Account and click Save.

A Note:

For Windows users, do not set the sharing username the same as the Windows username. Otherwise, Windows

credential mechanism may cause the following problems:

«+ If the sharing password is also the same as the Windows password, authentication will not work since the
Windows will automatically use its account information for USB access.

«+ If the sharing password is different from the Windows password, the Windows will be unable to remember
your credentials and you will always be required to enter the sharing password for USB access.

4. Enable Authentication to apply the account you just set.

« Ifyou leave Share All enabled, click the button to enable Authentication for all
folders.
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Folder Sharing

Shara All: Toggle On to share all files and folders or keep it Off to only
. ' share the specified folders.

Enable Authentication:

« If Share All is disabled, enable Authentication for specific folders.

Folder Sharing

Share All: m Toggle On to share all files and folders or keep it Off to only
g share the specified folders,
Add @) Delete
El D Folder Hame Folder Path Media Sharing Volume Name Status Modify

Volume Name: 4
Folder Path:

Folder Name:

[¥] Enable Media Sharing

R Note:

Due to Windows credential mechanism, you might be unable to access the USB disk after changing Authentication
settings. Please log out from Windows and try to access again. Or you can change the address of the USB disk by
referring to To Customize the Address of the USB Disk.

» To Customize the Address of the USB Disk
You can customize the server name and use the name to access your USB disk.

1. Visit http://tplinkwifi.net, and log in with the username and password you set for
the router.

2. Select Advanced > USB Settings > Sharing Access. Focus on the Sharing Settings
section.

3. Make sure Network Neighborhood is ticked, enter a Network/Media Server Name
as you like, such as My-Share, and then click Save.
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Sharing Settings

Network/Media Server Name: My-Share
Enable Access Method Link Port
[ Network Neighborhood VWMy-Share
=] ETP ftp://192.168.0.74:21 21
I | FTP (Via Internet) ftp:f/0.0.0.0:21 Edit 21

4. Now you can access the USB disk by visiting \\My-Share (for Windows) or
smb://My-Share (for Mac).

6.2. Remote Access via FTP Server

You can access your USB disk outside the local area network.

For example:

« Share photos and other large files with your friends without logging in to (and paying
for) a photo-sharing site or email system.

« Get a safe backup for the materials for a presentation.

- Store the files on your camera’s memory card from time to time during the journey.

R Note:
If your ISP assigns a private WAN IP address (such as 192.168.x.x or 10.x.x.x), you cannot use this feature because
private addresses are not routed on the Internet.

6.2.1. Access the USB Disk

1. Connect Your USB Disk

Insert your USB storage device into the router’s USB port directly or using a USB
cable. Wait several seconds until the USB LED becomes solid on.

¥ Tips:

« If you use USB hubs, make sure no more than 4 devices are connected to the router.

- If the USB storage device requires using bundled external power, make sure the external power has been
connected.

« If you use a USB hard drive, make sure its file system is FAT32, exFat, NTFS or HFS+.

« Before you physically disconnect a USB device from the router, safely remove it to avoid data damage: Select
Advanced > USB Settings > Device Settings and click &' Safely Remove,
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2. Enable Authentication for Data Security

It is strongly recommended that you set and apply a sharing account for data
security.

1) Visit http://tplinkwifi.net, and log in with the username and password you set
for the router.

2) Select Advanced > USB Settings > Sharing Access.

3) Choose Use default Account (admin) or Use New Account and click Save.

Sharing Account

Prepare an account for sharing contents. You can use the login account or create a new one.

Account: @® Use Default Account (O Use New Account

R Note:

For Windows users, do not set the sharing username the same as the Windows username. Otherwise, Windows

credential mechanism may cause the following problems:

- If the sharing password is also the same as the Windows password, authentication will not work since the
Windows will automatically use its account information for USB access.

- If the sharing password is different from the Windows password, the Windows will be unable to remember
your credentials and you will always be required to enter the sharing password for USB access.

4) Enable Authentication to apply the sharing account.

« Ifyou leave Share All enabled, click the button to enable Authentication for all
folders.

Folder Sharing

Toggle On to share all files and folders or keep it Off to only

Share all: g
share the speafied folders.

Enable Authentication:

If Share All is disabled, enable Authentication for specific folders.
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USB Application

Folder Sharing

Toggle On to share all files and folders or keep it Off to only

Share All: .
e Off. share the specified folders.
izl D Folder Name Folder Path Media Sharing Volume Name
Volume Name: v
Folder Path:

Folder Name:
[ Allow Guest Network Access
[ Enable Authentication
[¥ Enable Write Access

[¥ Enable Media Sharing

R Note:

& add @) Delete

Status Modify

Due to Windows credential mechanism, you might be unable to access the USB disk after changing Authentication

settings. Please log out from Windows and try to access again.

3. Enable the FTP (via Internet)

Select the check box to enable FTP(via Internet), and then click Save.

Sharing Settings

Network/Media Server Name: C2600-Share
Enable Access Method Link
Tl Network Neighborhood \WC2600-Share
(] FTP ftp:/f182.168.0.74:21

|1 FTP (\Via Intemat) ftp://0.0.0.0:21 Edit

4, Access Your USB Disk via Internet

Port

21

Now different clients with Internet connection can access the USB disk:
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1) Open the Windows Explorer (or go to Computer, only for
Windows users) or open a web browser.

2) Type the server address in the address bar:

Type in ftp://<WAN IP address of the router>:<port number>
(such as ftp://59.40.2.243:21). If you have specified a domain
name for the router, you can also type in ftp://<domain
name>:<port number> (such as ftp://MyDomainName:21)

b fip:ff59.40.2.243:21

File Edit WYiew Tools Help

Organize » Include in library =

The Address Bar the Windows Explorer (Windows 7)
3) Press [Enter].
4) Access with the username and password you set in Step 2
Enable Authentication for Data Security.

¥ Tips:
You can also access the USB disk via a third-party app for network files management,
which can resume broken file transfers.

m Use a third-party app for network files management.

¥ Tips:
Click Set Up a Dynamic DNS Service Account to learn how to set up a domain name for you router.

6.2.2. Customize Your Settings

» To Only Share Specific Content

By default, Share All is enabled so all contents on the USB disk is shared. If you want to
only share specific folders, follow the steps below:

1. Visit http://tplinkwifi.net, and log in with the username and password you set for
the router.

2. Select Basic > USB Settings > Sharing Access. Focus on the Folder Sharing section.
Click the button to disable Share All, and then click Add to add a new sharing folder.
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Folder Sharing

Toggle On to share all files and folders or keep it Off to only

Shere Al share the specified folders.
Adc e Delete
| 1o Folder Name Folder Path Media Shanng  Volume Name Active Modify
Volumea Namae: -
Felder Path:
Folder Nama:

[] Allow Guest Network Access

] Enable Media Shanng

Select the Volume Name and Folder Path, and specify the Folder Name as needed.

4. Tick Enable Authentication. If you allow network clients to modify this folder, tick
Enable Write Access.
5. Click OK.

¥ Tips:
The router can share 32 volumes at most. You can click v on the page to detach the corresponding volume you do
not need to share.

Device Settings

= Safely Remove
D Volume Capacity Free Space Status

1 volumnl

6.3. Media Sharing

The Media Sharing feature allows you to view photos, play music and watch movies
stored on the USB disk directly with DLNA-supported devices, such as your computer,
pad and PS2/3/4.
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6.3.1. Access the USB Disk

1.

Connect Your USB Disk

Insert your USB storage device into the router’s USB port directly or using a USB

cable. Wait several seconds until the USB LED becomes solid on.

¥ Tips:

« If you use USB hubs, make sure no more than 4 devices are connected to the router.

- If the USB storage device requires using bundled external power, make sure the external power has been
connected.

- If you use a USB hard drive, make sure its file system is FAT32, exFat, NTFS or HFS+.

- Before you physically disconnect a USB device from the router, safely remove it to avoid data damage: Go to
Advanced > USB Settings > Device Settings and click & Safely Remove

Access the Media Files on Your USB Disk

Now the DLNA-supported devices (such as your computer and pad) connected to
the router can detect and play the media files on the USB disk.

« Go to Computer > Network, and click the Media Server Name (Model number-

share by default) in the Media Devices section.

A Note:
Here we take Windows 7 as an example.

‘hbhiemfkr

File Edit View Tools Help

Organize » Metwork and Sharing Center Add a printer

Windows ' Favorites 4 Computer (3)
computer
3 Libraries Ig} b cm® [ W
*d Homegroup 4 Media Devices (1)
(% Computer etan PN
€l Network 4 Network Infrastructure (1)
"—'~—.__\=‘~—"'# PR — -

« Use a third-party DLNA-supported player.
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6.3.2. Customize Your Settings

» To Only Share Specific Content

By default, Share All is enabled so all contents on the USB disk is shared. If you want to
only share specific folders, follow the steps below:

1. Visit http://tplinkwifi.net, and log in with the username and password you set for
the router.

2. Select Basic > USB Settings > Sharing Access.

3. Focus on the section of Folder Sharing. Click the button to disable Share All, and
click Add to add a new sharing folder.

Folder Sharing

Toggle On to share ali files and folders or keep it Off to only

Shars All share the specified folders.
Add @ Delste
(] Folder Name Folder Path | Media Sharing | Volume Name | Active Modify
Volume Name: -
Folder Path:
Folder Name:

[] allow Guest Network Access
[C] Enable Authentication
[] Enable Write Access

[# Enable Media Sharing

4. Select the Volume Name and Folder Path, then enter a Folder Name as you like.

5. Tick Enable Media Sharing and click OK.

¥ Tips:
The router can share 32 volumes at most. You can click ' on the page to detach the corresponding volume you do
not need to share.

Device Settings

=) Safely Remove
D Velume Capacity Free Space Status

1 volumnl
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6.4. Printer Sharing

The Printer Sharing feature helps you share a printer with different computers connected
to the router.

R Note:
Printers unlisted on this page may be incompatible with the router:
http://www.tp-link.com/common/compatible/print-server/.

1.

Install the Driver of the Printer

Make sure you have installed the driver of the printer on each computer that needs
printer service.

If you do not have the driver, contact the printer manufacturer.

Connect the Printer

Connect a printer to the USB port via the provided USB cable of the printer. Wait
several seconds until the USB LED becomes solid on.

Install the TP-LINK USB Printer Controller Utility

The TP-LINK USB Printer Controller Utility helps you access the shared printer.
Download and install the utility on each computer that needs printer service.

1) Visit http.//www.tp-link.com/app/usb/.

2) Click PC Utility (for Windows users) or Mac Utility to download the installation
file and uncompress it.

P e Printer Sharing

‘ Enjoy wireless printing with multiple devices in
L your home or office network
- oW y?
W=
— >
s F

3) Open the uncompressed folder, and click TP-LINK USB Printer Controller Setup
(for Windows users) or TP-Link UDS Printer Controller Installer (for Mac users) to
install the utility.

Access the Printer

You should set the shared printer as Auto-Connect Printer on every computer that
needs printer service.

2?‘
1) Double-clicktheicon = onyourdesktoptolaunchthe USBPrinter Controller.

2) Highlight the printer you share.
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-
Bl

System  Tools About

B & =& =

Configure Auto-Connect Connect for Discorfoct Request to
Semnver far Printitg Scanning Connect

Windows

® 00 TP-Link USB Printer Controller

Mac

3) Click the Auto-Connect for printing tab to pull down a list, and select Set Auto-
Connect Printer.

Configure Aute-Connect Connect for Disoonhnect for Reguestto
Servel 3 B g e Cannect
Set Auto-Connect Printer
, ;‘ == [elete Auto-Connect Printer
Windows

6686 TP-Link USB Printer Controller

+ Set Auto-Caonnect Printer

| - Delete Auto-Connect Printer |

Mac
4) Select the printer you share, and click Apply.
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< Inztalled Printer List >

Printer Mame

I:‘ & E .z
&l

ecommended

I Apply ] [ LCancel

Windows

006 TP-Link USB Printer Controller

& VIFT | Add to Auto-Connect Printer List

Installed Printer List
10.10.10.180
MGE200 series
[ %% Stylus Photo 720-f37c12
% Deskjet 1000 J110 series
I Deslkjet 1000 110 series-1

oo ] (e |

Mac

5) You will see the printer marked as Auto-Connect Printer. Now you can print
with this printer.
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[ ———

B & B = &

Configure Auto-Connect Connect for Diterent Fequest to
Server for Printing Scanning Connect
Autg-Connected Printer
Windows

800 TP-Link USB Printer Controller

Mac

¥ Tips:

The Print Server also allows different clients to share the scan feature of MFPs (Multi-Function Printers). To
scan with TP-LINK USB Printer Controller, right-click the printer and select Network Scanner. Then a scanning
window will pop up. Finish the scanning process by following on-screen instructions.
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Parental Controls

This function allows you to block inappropriate, explicit and malicious websites, and
controls access to specified websites during specified time.



Chapter 7 Parental Controls

| want to: Control the time during which my children or other home
network users are allowed to access the Internet and even the
types of websites they can visit.
For example, | want to allow my children’s devices (e.g. a
computer or a tablet) to access only www.tp-link.com and

Wikipedia.org from 18:00 (6PM) to 22:00 (10PM) at the weekend
and not other times.

How can | 1. Visit http://tplinkwifi.net, and log in with the username and
do that? password you set for the router.

2. Go to Advanced > Parental Controls and enable Parental
Controls.

Parental Controls

Parental Controls:

3. Click Add. Then Click View Existing Devices, and select the
access device. Or input the Device Name and MAC Address
manually.

Devices Under Parental Controls

Add @ Delete

= nternet Acces .
| I Device Name MAC Address L T?:m cess Description Status Madify

Device Name:
MAC Address:
Internet Access Time:

Description: (Optional)

4. Click the @ icon to set the Internet Access Time. Drag the
cursor over the appropriate cell(s) and click OK.
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Sunday Monday Tuesday Wednesday Thursday Friday Saturday
00:00
01:00
02:00
03:00
04:00
05:00
06:00
07:00
08:00
09:00
10:00
11:00
12:00
13:00
14:00
15:00
16:00
17:00
18:00
19:00
20:00
21:00
22:00
23:00
24:00
Time

5. Enter a Description for the entry. Keep the Enable This Entry
checkbox selected. Click OK.

6. Select Whitelist as the restriction policy.
Content Restriction

Restriction Policy: () Blackiist @& Whitelist

@ Tips:

1. With Blacklist selected, the controlled devices cannot access any websites
containing the specified keywords during the Internet Access Time period.

2. With Whitelist selected, the controlled devices can only access websites containing
the specified keywords during the Internet Access Time period.

7. Click ada 2 new pomain name - Enter @ domain name and click
Save.

You canadd up to 32 keywords for either Blacklist or Whitelist.
Below are some sample entries to allow access.

« For Whitelist, enter a web address (e.g. wikipedia.org)
to only allow access only to the related website. If you
want to block all Internet browsing access, do not add
any content to the Whitelist.

« For Blacklist, specify a web address (e.g. wikipedia.org), a
web address keyword (e.g. wikipedia) or a domain suffix
(e.g. .edu or .org) to block access only to the websites
with that keyword.
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Content Restriction

Restriction Policy: (O Blacklist @ Whitelist
wikipedia.org
Donel! Now you can control your children’s Internet access as needed.
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Chapter 8

QoS

This chapter introduces how to create a QoS (Quality of Service) rule to specify
prioritization of traffic and minimize the impact caused when the connection is under
heavy load.

This chapter contains the following sections:

- Prioritize Internet Traffic with QoS
« Update the Database
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QoS

8.1.

Prioritize Internet Traffic with QoS

QoS (Quiality of Service) is designed to ensure the efficient operation of the network
when coming across network overload or congestion.

| want to:

How can |
do that?

Specify priority levels for some devices or applications.

For example, | have several devices that are connected to my
wireless network. | would like to set an intermediate speed on
the Internet for my phone.

1. Enable QoS and set bandwidth allocation.
1) Visit http://tplinkwifi.net, and log in with the username
and password you set for the router.
2) Go to Advanced > QoS > Settings.
3) Select Enable QoS.
4) Input the maximum upload and download bandwidth

provided by your service provider. TMbps is equal to
1000Kbps.

5) Click Advanced and drag the scroll bar to set the
bandwidth priority percentage.

6) Click Save.
QoS
Qos: |
Upload Bandwidth: 100 Mbps L
Download Bandwidth: 100 Mbps w
~) Advanced
High Priority: 1 60%

Middle Priority: i 30%

Low Priority; | 10%

2. Add a middle priority QoS rule for the phone.

1) Select By Device and then click View Existing Devices.
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QoS Rule
Type: @ By Device (O By Application
Device Name:

MAC Address:

2) Choose the respective device from the list.

Access Devices List

D Device Name IP Address MAC Address Cperation
192,168.0.64 00-0A-EB-00-13-01
192.168.0.200 50-E5-49-1E-06-80
192.168.0.4 00-0A-EB-13-01-02
4 192.168.0.20 40-16-9F-BF-51-0C

3) Click OK.

QoS Rule

Type: @® By Device (0 By Application
Device Name:

MAC Address: 50-E5-49-1E-06-80

3. Refer to the steps above to apply other QoS rules if any.

Done! Now QoS is implemented to Prioritize Internet Traffic.

8.2. Update the Database

This function can help to add or update the applications the router supports. If
the applications you need are not listed on the Application list, you can try to
download the new version and upgrade the list. New database versions are posted at
www.tp-link.com and can be downloaded for free.

1. Download the latest QoS database from our website (www.tp-link.com).
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2. Visit http://tplinkwifi.net, and log in with the username and password you set for the
router.

3. Go to Advanced > QoS > Database. Click Browse to select the database upgrade file,
and then click Upgrade. Wait until the upgrade is completed and do not operate
during the process.

Database Upgrade

MNew Database File:

Database Version: Qos database 1.5.0
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Network Security

This chapter guides you on how to protect your home network from cyber attacks and
unauthorized access by implementing these three network security functions. You
can protect your home network against DoS (Denial of Service) attacks from flooding
your network with server requests using DoS Protection, block or allow specific client
devices to access your network using Access Control, or you can prevent ARP spoofing
and ARP attacks using IP & MAC Binding.

This chapter contains the following sections:
» Protect the Network from Cyber Attacks

« Access Control
« IP& MAC Binding
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9.1. Protect the Network from Cyber Attacks

The SPI (Stateful Packet Inspection) Firewall and DoS (Denial of Service) Protection
protect the router from cyber attacks.

The SPI Firewall can prevent cyber attacks and validate the traffic that is passing
through the router based on the protocol. This function is enabled by default, and it’s
recommended to keep the default settings.

DoS Protection can protect your home network against DoS attacks from flooding your
network with server requests. Follow the steps below to configure DoS Protection.

1. Visit http://tplinkwifi.net, and log in with the username and password you set for the
router.

2. Go to Advanced > Security > Settings.

DoS Protection

DoS Protection:

ICMP-FLOOD Attack Filtering: off -
UDP-FLOOD Attack Filtering: off -
TCP-SYN-FLOOD Attack Filtering: off -

[] Ignore Ping Packet From WAN Port

[] Forbid Ping Packet From LAN Port

3. Enable DoS Protection.
4. Set the level (Off, Low, Middle or High) of protection for ICMP-FLOOD Attack Filtering,
UDP-FIOOD Attack Filtering and TCP-SYN-FLOOD Attack Filtering.
« |ICMP-FLOOD Attack Filtering - Enable to prevent the ICMP (Internet Control
Message Protocol) flood attack.
- UDP-FIOOD Attack Filtering - Enable to prevent the UDP (User Datagram
Protocol) flood attack.
«  TCP-SYN-FLOOD Attack Filtering - Enable to prevent the TCP-SYN (Transmission
Control Protocol-Synchronize) flood attack.
@ Tips:

The level of protection is based on the number of traffic packets. The protection will be triggered immediately
when the number of packets exceeds the preset threshold value (the value can be set on Advanced > System
Tools > System Parameters > DoS Protection Level Settings), and the vicious host will be displayed in the
Blocked DoS Host List.
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Blocked DoS Host List
Host Number: 0 Refresh @@ Delete

O ID IP Address MAC Address

5. If you want to ignore the ping packets from the WAN port, select Ignore Ping Packet
From WAN Port; if you want to ignore the ping packets form the LAN port, select
Ignore Ping Packet From LAN Port.

6. Click Save.

9.2. Access Control

Access Control is used to block or allow specific client devices to access your network
(via wired or wireless) based on a list of blocked devices (Blacklist) or a list of allowed
devices (Whitelist).

| want to: Block or allow specific devices to access my network (via wired
or wireless).

How can 1. Visit http://tplinkwifi.net, and log in with the username and

do that? password you set for the router.

2. Go to Advanced > Security > Access Control.
3. Enable Access Control.

Access Control

Access Control:

4. Select the access mode to either block (recommended) or
allow the device(s) in the list.

To block specific device(s)
1) Select Blacklist and click Save.

Access Mode

Default Access Mode: @® Blacklist ) Whitelist

2) Select the device(s) to be blocked in the Devices Online
table by ticking the box.
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3) Click Block above the Online Devices table. The selected
deviceswillbeadded to Devicesin Blacklistautomatically.

Online Devices

Refres Block

Ll | o Device Name IP Address MAC Address Connection Type Modify
] 1 192.168.0.88 00-0A-EB-13-7B-00 Wired
M 2 102.168.0.170 00-DA-EB-13-23-0F wired
] 3 192.168.0.133 00-0A-EB-C2-02-38 Wired
= 4 192.1568.0.190 E8-DE-27-B5-E2-A3 Wired
| 5 192.168.0.226 00-0A-EB-13-23-97 Wired

To allow specific device(s)
1) Select Whitelist and click Save.

Access Mode

Default Access Mode: () Blacklist @ Whitelist

2) Click Add in the Devices in Whitelist section. Enter the
Device Name and MAC Address (you can copy and paste
the information from the Online Devices list if the device
is connected to your network).

Devices in Whitelist

Add @ Delete

0| Device Name MAC Address Modify

Device Name:

MAC Address:

B 1 00-0A-EB-14-7B-00
a| 2 00-DA-EB-13-20-91

= 3 00-0A-EB-AD-72-1C

3) Click OK.

Donel Now you can block or allow specific client devices to access your
network (via wired or wireless) using the Blacklist or Whitelist.
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9.3. IP&MACBinding

IP & MAC Binding, namely, ARP (Address Resolution Protocol) Binding, is used to bind
network device’s IP address to its MAC address. This will prevent ARP Spoofing and
other ARP attacks by denying network access to a device with a matching IP address in
the Binding list, but an unrecognized MAC address.

| want to: Prevent ARP spoofing and ARP attacks.
How can | 1. Visit http://tplinkwifi.net, and log in with the username and
do that? password you set for the router.

2. Go to Advanced > Security > IP & MAC Binding.
3. Enable ARP Binding.

Settings

ARP Binding:

4. Bind your device(s) according to your need.
To bind the connected device(s):
Click " to add the corresponding device to the Binding List.
To bind the unconnected device
1) Click Add in the Binding List section.

Binding List
d a Delete
] ID MAC Address IP Address Description Status Modify
MAC Address:
P Address
Description: (Optional)

2) Enter the MAC address and IP address that you want to
bind. Enter a Description for this binding entry.

3) Tick the Enable This Entry check box and click OK.

Done! Now you don't need to worry about ARP spoofing and ARP
attacks!
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NAT Forwarding

Router’s NAT (Network Address Translation) feature makes the devices in the LAN
use the same public IP address to communicate on the Internet, which protects the
local network by hiding IP addresses of the devices. However, it also brings about the
problem that external host cannot initiatively communicate with the specified device
in the local network.

With forwarding feature the router can penetrate the isolation of NAT and allows the
external hosts on the Internet to initiatively communicate with the devices in the local
network, thus to realize some special functions.

TP-LINK router includes four forwarding rules. If two or more rules are set, the priority
of implementation from high to low is Virtual Servers, Port Triggering, UPNP and DMZ.

This chapter contains the following sections:

» Share Local Resources on the Internet by Virtual Servers
» Open Ports Dynamically by Port Triggering

» Make Applications Free from Port Restriction by DMZ

« Make Xbox Online Games Run Smoothly by UPnP
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10. 1. Share Local Resources on the Internet by Virtual
Servers

When you build up a server in the local network and want to share it on the Internet,
Virtual Servers can realize the service and provide it to the Internet users. At the same
time Virtual Servers can keep the local network safe as other services are still invisible
from the Internet.

Virtual Servers can be used for setting up public services in your local network, such
as HTTP, FTP, DNS, POP3/SMTP and Telnet. Different service uses different service port.
Port 80 is used in HTTP service, port 21 in FTP service, port 25 in SMTP service and port
110 in POP3 service. Please verify the service port number before the configuration.

| want to: Share my personal website I've built in local network with my
friends through the Internet.

For example, the personal website has been built on my home
PC (192.168.0.100). | hope that my friends on the Internet can
visit my website in some way. The PC is connected to the router
with the WAN IP address 218.18.232.154.

Personal Website Router
INTERNET
Home LAN WAN: 218.18.232.154
How can | 1. Assign a static IP address to your PC, for example
do that? 192.168.0.100.

2. Visit http://tplinkwifi.net, and log in with the username and
password you set for the router.

3. Go to Advanced > NAT Forwarding > Virtual Servers.

4. Click Add. Click View Existing Services and select HTTP. The
External Port, Internal Port and Protocol will be automatically
filled with contents. Enter the PC’s IP address 192.168.0.100
into the Internal IP field.

5. Click OK.
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Virtual Servers
Add @ Delete
[J  ID Service Type Ex;z::al Internal IP Internal Port  Protocol Status Modify
Service Type: HTTP
External Port: 80 (XX-XX or XX)
Internal IP: 192.168.0.100
Internal Port: BO (XX or Blank ,1-65535)
Protocol; TCP v
[ Enable This Entry

@ Tips:

1. Itis recommended to keep the default settings of Internal Port and Protocol if you
are not clear about which port and protocol to use.

2. If the service you want to use is not in the Service Type, you can enter the
corresponding parameters manually. You should verify the port number that the
service needs.

3. You can add multiple virtual server rules if you want to provide several services in
a router. Please note that the External Port should not be overlapped.

Done! Users on the Internet can enter http:// WAN IP (in this example:

http:// 218.18.232.154) to visit your personal website.
@ Tips:

1.

WAN IP should be a public IP address. For the WAN IP is assigned dynamically by
ISP, it is recommended to apply and register a domain name for the WAN referring
to Set Up a Dynamic DNS Service Account. Then users on the Internet can use
http:// domain name to visit the website.

. If you have changed the default External Port, you should use

http:// WAN IP: External Port or http:// domain name: External Port to visit the
website.

10.2. Open Ports Dynamically by Port Triggering

Port Triggering can specify a triggering port and its corresponding external ports.
When a host in the local network initiates a connection to the triggering port, all the
external ports will be opened for subsequent connections. The router can record the IP
address of the host, when the data from the Internet return to the external ports, the
router can forward them to the corresponding host. Port Triggering is mainly applied to
online games, VolPs, video players, and common applications including MSN Gaming
Zone, Dialpad and Quick Time 4 players, etc.

Follow the steps below to configure the Port Triggering rules:
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1. Visit http://tplinkwifi.net, and log in with the username and password you set for the
router.

2. Go to Advanced > NAT Forwarding > Port Triggering and click Add.

3. Click View Existing Applications, and select the desired application. The External Port,
Internal Port and Protocol will be automatically filled with contents. The following
picture takes application MSN Gaming Zone as an example.

4. Click OK.

Port Triggering

% add € Delete

Triggering Triggering External External

U i AR Port Protocol Port Protocol

Status Maodify

Application: MSMN Gaming Zone
Triggering Port: 47624 (¥¥,1-65535)
Triggering Protocol: ALL v
. ¥ i (XX or XX-¥X,1-65535,at
External Port: 2300-2400,28800-29000 most 5 pairs)
External Protocol: ALL v

[ Enable This Entry

@ Tips:

1. You can add multiple port triggering rules according to your network need.

2. The triggering ports can not be overlapped.

3. If the application you need is not listed in the Existing Applications list, please enter the parameters manually.
You should verify the external ports the application uses first and enter them into External Port field according
to the format the page displays.

10.3. Make Applications Free from Port Restriction by
DMZ

When a PCis set to be a DMZ (Demilitarized Zone) host in the local network, it is totally
exposed to the Internet, which can realize the unlimited bidirectional communication
between internal hosts and external hosts. The DMZ host becomes a virtual server with
all ports opened. When you are not clear about which ports to open in some special
applications, such as IP camera and database software, you can set the PC to be a DMZ
host.
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A Note:
When DMZ is enabled, the DMZ host is totally exposed to the Internet, which may bring some potential safety
hazards. If DMZ is not in use, please disable it in time.

| want to: Make the home PC join the Internet online game without port
restriction.

For example, due to some port restriction, when playing the
online games, you can login normally but cannot join a team
with other players. To solve this problem, set your PC as a DMZ
with all ports opened.

How can | 1. Assign a static IP address to your PC, for example
do that? 192.168.0.100.

2. Visit http://tplinkwifi.net, and log in with the username and
password you set for the router.

3. Goto Advanced > NAT Forwarding > DMZ and select Enable
DMZ.

4, Enter the IP address 192.168.0.100 in the DMZ Host IP
Address filed.

DMZ
DMZ: 4 Enable DMZ
DMZ Host IP Address: 192.168.0.100
5. Click Save.
Done! The configuration is completed. You've set your PC to a DMZ

host and now you can make a team to game with other players.

10.4. Make Xbox Online Games Run Smoothly by UPnP

UPnP (Universal Plug and Play) protocol allows the applications or host devices
to automatically find the front-end NAT device and send request to it to open the
corresponding ports. With UPnP enabled, the applications or host devices on the
local network and the Internet can freely communicate with each other realizing the
seamless connection of the network. You may need to enable the UPnP if you want
to use applications for multiplayer gaming, peer-to-peer connections, real-time
communication (such as VolIP or telephone conference) or remote assistance, etc.
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@ Tips:

1. UPnP is enabled by default in this router.

2. Only the application supporting UPnP protocol can use this feature.

3. UPnP feature needs the support of operating system (e.g. Windows Vista/ Windows 7/ Windows 8, etc. Some of
operating system need to install the UPnP components).

For example, when you connect your Xbox to the router which has connected to
the Internet to play online games, UPnP will send request to the router to open the
corresponding ports allowing the following data penetrating the NAT to transmit.
Therefore, you can play Xbox online games without a hitch.

LAN WAN INTERNET

XBOX Router

If necessary, you can follow the steps to change the status of UPnP.

1. Visit http://tplinkwifi.net, and log in with the username and password you set for the
router.

2. Go to Advanced > NAT Forwarding > UPnP and toggle on or off according to your
needs.

UPnP

UPnP:

UPNnP Service List
Total Clients: 0 Refresh

D Service Description External Port Protocol Internal IP Address Internal Port
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VPN Server

The VPN (Virtual Private Networking) Server allows you to access your home network
in a secure way through the Internet when you are out of home. The router offers two
ways to set up VPN connection: OpenVPN and PPTP (Point to Point Tunneling Protocol)
VPN.

OpenVPN is somewhat complex but with higher security and stability. It is suitable for
restricted environment, such as campus network and company intranet.

PPTP VPN is more easily used and with faster speed; it's compatible with most operating
systems and also supports mobile devices. Its security is poor and your packets may be
cracked easily, and PPTP VPN connection may be prevented by some ISPs.

This chapter contains the following sections, and please choose the appropriate VPN
server connection type as needed.

+ Use OpenVPN to Access Your Home Network
« Use PPTP VPN to Access Your Home Network
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11.1. Use OpenVPN to Access Your Home Network

In the OpenVPN connection, the home network can act as a server, and the remote
client can access the server through the router which acts as an OpenVPN Server
gateway. To use the VPN feature, you should enable OpenVPN Server on your router,
and install and run VPN client software on the remote client. Please follow the steps
below to set up an OpenVPN connection.

INTERNET
Home Network RHouter Remote Client

Step1. Set up OpenVPN Server on Your Router

1. Visit http://tplinkwifi.net, and log in with the username and password you set for the
router.

2. Go to Advanced > VPN Server > OpenVPN, and select Enable VPN Server.

OpenVPN

Mote: Mo certificate currently, please Generate one before enabling VPN Server.,

[¥| Enable YPN Server
Service Type: ® uoP O TCP
Service Port: 1194
VPN Subnet/Netmask: 10.8.0.0 255.255.255.0
Client Access: ® Home Network Only (O Internet and Home Network

R Note:

1. Before you enable VPN Server, we recommend you configure Dynamic DNS Service (recommended) or assign a
static IP address for router’s WAN port and synchronize your System Time with Internet.

2. The first time you configure the OpenVPN Server, you may need to Generate a certificate before you enable the
VPN Server.

3. Select the Servive Type (communication protocol) for OpenVPN Server: UDP, TCP.

4. Enter aVPN Service Port to which aVPN client connects, and the port number should
be between 1024 and 65535.

5.In VPN Subnet/Netmask field, enter the range of IP addresses that can be leased to
the client by the OpenVPN server.

6. Select your Client Access type., select Home Network Only if you only want the
remote client to access your home network, select Internet and Home Network if the
remote client also want to access Internet through VPN Server.
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7. Click Save.

8. Click Generate to generate a new certificate.

Certificate

Generate the certificate.

R Note:
If you have already generated one, please skip this step, or click Generate to update the certificate.

9. Click Export to save the OpenVPN configuration file. Remote client will use this
configuration file to access your router.

Configuration File

Export the configuration.

Step 2. Configure OpenVPN Connection on Your Remote Client

1. Visit http://openvpn.net/index.php/download/community-downloads.html to
download the OpenVPN software, and install it on your client where you want to run

the OpenVPN client utility.
R Note:
You need to install the OpenVPN client utility on each client that you plan to use for VPN connections to your router.
Mobile devices should download third-party app from Google Play or Apple App Store.

2. After the installation, copy the file exporting from your router to OpenVPN client

utility’s “config” folder (for Windows): C:\Program Files\OpenVPN\config. The path is
depending on where the OpenVPN client utility is installed on.

3. Run the OpenVPN client utility and connect it to OpenVPN Server.

11.2. Use PPTP VPN to Access Your Home Network

PPTP VPN Server is used to create a VPN connection for remote client. To use the VPN
feature, you should enable PPTP VPN Server on your router, and configure the PPTP
connection on the remote client. Please follow the steps below to set up a PPTP VPN
connection.

Step 1. Set up PPTP VPN Server on Your Router

1. Visit http://tplinkwifi.net, and log in with the username and password you set for the
router.

2. Go to Advanced > VPN Server > PPTP VPN, and select Enable VPN Server.
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PPTP VPN

[ Enable VPN Server

Client IP Address: 10.0.0.11 -10.0.0. 20 {up to 10 clients)

@ Advanced

Allow Samba (Network Place) access: &
Allow NetBIOS passthrough: [
Allow Unencrypted connections: ¥

R Note:
Before you enable VPN Server, we recommend you configure Dynamic DNS Service (recommended) or assign a
static IP address for router’s WAN port and synchronize your System Time with Internet.

3.In the Client IP Address filed, enter the range of IP addresses (up to 10 clients) that
can be leased to the client by the PPTP VPN server.

4. Click Advanced to set the PPTP connection permission according to your needs.

«  Select Allow Samba (Network Place) access to allow your VPN client to access
your local Samba server.

« Select Allow NetBIOS passthrough to allow your VPN client to access your
Samba server using NetBIOS name.

« Select Allow Unencrypted connections to allow unencrypted connections to
your VPN server.

5. Click Save.

6. Configure the PPTP VPN connection account for the remote client, you can create up
to 16 accounts.

Account List (up to 16 users)

| D Username Password Modify

Username:

Password:

1) Click Add.
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2) Enter the Username and Password to authenticate clients to the PPTP VPN

Server.
3) Click OK.

Step 2. Configure PPTP VPN Connection on Your Remote Client

Remote client can use Windows built-in PPTP software or third-party PPTP software to
connect to PPTP Server. Here we use Windows built-in PPTP software as an example.

1. Go to Start > Control Panel > Network and Internet > Network and Sharing Center.

2. Select Set up a new connection or network.

N '-'f Network and Sharing Cent

For quick access, place your bockmarks here on the bookmarks bar.

Control Panel Home

Change adapter settings

Change advanced shanng
settings

See also
HomeGroup
Internet Options
Windows Firewall

—
@le¥ ¢ Control Panel » Metwork and Internet » Metwork and Sharing Center

View your basic network information and set up connections

L P [+

See full map

WINT-PC Network Internet
(This computer)
View your active networks Connect or disconnect
Metwork Access type: Internet

o

Change your networking settings

Wark network Connections: § Local Area Connection

ﬁ‘ Set up a new connection or network
- P .
Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router of access paint.

Connect to a network
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection,

" Choose homegroup and sharing options
Access files and printers located on other network computers, or change sharing settings.

i

Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information.
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3. Select Connect to a workplace and click Next.

Q—) ? Set Up a Connection or Network

Choose a connection option

Connect to the Internet
Set up a wireless, broadband, or dial-up connection to the Internet.

Set up a new network
cag Configure a new router or access point,

Connect to a workplace

Set up a dial-up or VPN connection to your workplace,

== Setup a dial-up connection
ﬁ‘ Connect to the Internet using a dial-up connection,

I Mext I[ Cancel

L

4. Select Use my Internet connection (VPN).

@ % Connect to a Workplace

How do you want to connect?

% Use my Internet connection (VPN)

N @ — O

< Dial directly
Connect directly to a phone number without going through the Internet.,

N e

What is a VPM connection?

Connect using a virtual private network (VPN) connection through the Internet.

Cancel

65



Chapter 11

VPN Server

5. Enter the WAN IP address of the router (for example: 218.18.1.73) in the Internet

address field. Click Next.

@ l;'ﬂ Connect to a Workplace

Type the Internet address to connect to

Your network administrator can give you this address.

Internet address: 218181.73

Destination name: VPN Connection

[] Use a smart card

w [] Allow other people to use this connection

This optien allows anyone with access to this computer to use this connection.

[7] Don't connect now; just set it up so I can connect later

[ Mext ][ Cancel ]

S

a

6. Enter the User name and Password, it's the username and password you have set on

your router, and click Connect.

r

@ l;'l] Connect to a Workplace

Type your user name and password

User name: admin

Password: ey

[T Show characters
[7] Remember this password

Domain (optional):

[ Connect |[ Cancel
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7. The PPTP VPN connection is created and ready to use.

— =
U E1= Connect to a Workplace
The connection is ready to use
| P
“ Connect now
- 4
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Customize Your Network
Settings

This chapter guides you on how to configure advanced network features.

This chapter contains the following sections:

« Change the LAN Settings

« Configure to Support IPTV Service

« Specify DHCP Server Settings

 Set Up a Dynamic DNS Service Account
« Create Static Routes

« Specify Wireless Settings

« Use WPS for Wireless Connection
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12.1. Change the LAN Settings

The router is preset with a default LAN IP 192.168.0.1, which you can use to log in to
the web management page. The LAN IP address together with the Subnet Mask also
defines the subnet that the connected devices are on. If the IP address conflicts with
another device on your local network or your network requires a specific IP subnet, you
can changeiit.

1. Visit http://tplinkwifi.net, and log in with the username and password you set for the
router.

2. Go to Advanced > Network > LAN.

3. Type in a new IP Address appropriate to your needs. And leave the Subnet Mask as
the default settings.

LAN

MAC Address: 00-0A-EB-16-E4-B8

IP Address: 192.168.0.1

Subnet Mask: 255.255.255.0 v
4. Click Save.

A Note:
If you have set the Virtual Server, DMZ or DHCP address reservation, and the new LAN IP address is not in the same
subnet with the old one, then you should reconfigure these features.

12.2. Configure to Support IPTV Service

| want to: Configure IPTV setup to enable Internet/IPTV/Phone service
provided by my Internet Service Provider (ISP).

How can 1. Visit http://tplinkwifi.net, and log in with the username and
| do that? password you set for the router.
2. Goto Advanced > Network > IPTV.

3. Ifyour ISP provides the networking service based on IGMP
technology, e.g., British Telecom(BT) and Talk Talk in UK:

1) Tick the IGMP Proxy checkbox and select the IGMP
Version, either V2 or V3, as required by your ISP.
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Done!

IGMP Proxy [ Enable

IGMP Version: V2 L4

2) Click Save.

3) After configuring IGMP proxy, IPTV can work behind your
router now. You can connect your set-top box to any of
the router’s Ethernet port.

If IGMP is not the technology your ISP applies to provide
IPTV service:

1) Tick Enable IPTV.
2) Select the appropriate Mode according to your ISP.

« Select Bridge if your ISP is not listed and no other
parameters are required, and then skip to Step 4.

« Select Custom if your ISP is not listed but provides
necessary parameters.

IPTV: ¥ Enable IPTV

Mode: Bridge v

Russia

LAN2: )
Singapore-ExStream

LANS: Malaysia-Unifi

LANG: Malaysia-Maxis

Custom

3) Afteryouhaveselectedamode, the necessary parameters
are predetermined. You can perform other configuration,
e.g. enter the IPTV Multicast VLAN ID and select the IPTV
Multicast VLAN Priority in Russia mode according to your
ISP.

4) For Russia, Singapore-ExStream, Malaysia-Unifi and
Malaysia-Maxis mode, connect the set-top box to the
predetermined LAN port. For Bridge and Custom mode,
select the LAN type and connect the set-top box to the
corresponding port.

5) Click Save.

Your IPTV setup is done now! You may need to configure your
set-top box before enjoying your TV.

@ Tips

Qos and IPTV cannot be enabled at the same time.
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12.3. Specify DHCP Server Settings

By default, the DHCP (Dynamic Host Configuration Protocol) Server is enabled and the

router acts as a DHCP server; it dynamically assigns TCP/IP parameters to client devices

from the IP Address Pool. You can change the settings of the DHCP Server if necessary,

and you can reserve LAN IP addresses for specified client devices.

1. Visit http://tplinkwifi.net, and log in with the username and password you set for the
router.

2. Go to Advanced > Network > DHCP Server.

» To specify the IP address that the router assigns:

Settings

DHCP Server: [ Enable DHCP Server

IP Address Pool: 192.168.0.100 - 192.168.0.199

Address Lease Time: 120 minutes. (1-2880. The default value is 120.)
Default Gateway: 192.168.0.1 (Optional)

Primary DNS: (Optional)

Secondary DNS: (Optional)

1. Make sure that the Enable DHCP Server checkbox is selected.
2. Enter the starting and ending IP addresses in the IP Address Pool.

3. Enter other parameters if the ISP offers, the Default Gateway is automatically filled
and is the same as the LAN IP address of the router.

4. Click Save.

» Toreserve an IP address for a specified client device:
1. Click Add in the Address Reservation section.
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Address Reservation

Add € Delete

Reserved IP i .
O 1D MAC Address Nildiooe Description Status Modify

MAC Address:
IP Address:
Description: (a-z, A-Z,0-9,-,

[] Enable This Entry

2. Click View Exsiting Devices or enter the MAC address of the client device.
3. Enter the IP address to reserve for the client device.

4. Enter the Description for this entry.

5. Tick the Enable This Entry checkbox and click OK.

12.4. Set Up a Dynamic DNS Service Account

Most ISPs assign a dynamic IP address to the router and you can use this IP address
to access your router remotely. However, the IP address can change any time and
you don’t know when it changes. In this case, you might apply the DDNS (Dynamic
Domain Name Server) feature on the router to allow you and your friends to access
your router and local servers (FTP, HTTP, etc.) using domain name without checking and

remembering the IP address.
A Note:
DDNS does not work if the ISP assigns a private WAN IP address (such as 192.168.1.x) to the router.

To set up DDNS, please follow the instructions below:

1. Visit http://tplinkwifi.net, and log in with the username and password you set for the
router.

2. Go to Advanced > Network > Dynamic DNS.

3. Select the DDNS Service Provider (NO-IP or DynDNS). If you don’t have a DDNS
account, select a service provider and click Go to register.
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Dynamic DNS

Service Provider: O NO-IP @ DynDNS Go to register...
Username: LisaDDNS

Password: esssssssss

Domain Name: lisa.ddns.net

Update Interval: 1 hour v

€3 Not launching

4.Enter the username, password and domain name of the account (such as
lisadns.ddns.net).
5. Click Login and Save.

@ Tips:
If you want to use a new DDNS account, please logout first, and then login with the new account.

12.5. Create Static Routes

Staticroutingis a form of routing that is configured manually by a network administrator
or a user by adding entries into a routing table. The manually-configured routing
information guides the router in forwarding data packets to the specific destination.

| want to: Visit multiple networks and servers at the same time.

For example, in a small office, my PC can surf the Internet, but
| also want to visit my company’s network. Now | have a switch
and another router. | connect the devices as shown in the
following figure so that the physical connection between my
PC and my company’s server is established. To surf the Internet
and visit my company’s network at the same time, | need to
configure the static routing.

Router 1 Router 2 PC1
VAN: 1 1
INTERNET
LAN: 192.168.0.1 LAN: 2
172.3C
Router 3
PC 2
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How can
| do that?

1. Change the router’s LAN IP addresses to two different IP
addresses on the same subnet. Disable Router 2's DHCP
function.

2. Visit http://tplinkwifi.net, and log in with the username and
password you set for the router.

3. Go to Network > Advanced Routing.

4. Click Add and finish the settings according to the following
explanations:

Static Routing

ndd @ Delete
O o DeN:l;;:tI;n Subnet Mask GD;t::”at Interface  Description Status = Modify
Network Destination: 172.30.30.1
Subnet Mask: 255.255.255.255
Default Gateway: 192.168.0.2
Interface: LAN . 4
Description: Office Network

Network Destination: The destination IP address that you want
to assign to a static route. This IP address cannot be on the same
subnet with the WAN IP or LAN IP of the router. In the example,
the IP address of the company network is the destination IP
address, so here enter 172.30.30.1.

Subnet Mask: Determines the destination network with the
destination IP address. If the destination is a single IP address,
enter 255.255.255.255; otherwise, enter the subnet mask of
the corresponding network IP. In the example, the destination
network is a single IP, so here enter 255.255.255.255.

Default Gateway: The IP address of the gateway device to which
the data packets will be sent. This IP address must be on the
same subnet with the router’s IP which sends out data. In the
example, the data packets will be sent to the LAN port of Router
2 and then to the Server, so the default gateway should be
192.168.0.2.
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Interface: Determined by the port (WAN/LAN) that sends out
data packets. In the example, the data are sent to the gateway
through the LAN port, so LAN should be selected.

Description: Enter a description for this static routing entry.
5. Click OK.

6. Check the System Routing Table below. If you can find the
entry you've set, the static routing is set successfully.

System Routing Table

Active Routes Number: 3

(s} MNetwork Destination Subnet Mask Gateway Interface
1 192.168.0.2 255.255.255.255 0.0.0.0 lan
2 172.30.30.1 255.255.255.255 192.168.0.2 lan
3 102.168.0.0 255.255.255.0 0.0.0.0 lan
Done! Open a web browser on your PC. Enter the company server’s IP

address to visit the company network.

12.6. Specify Wireless Settings

The router’s wireless network name (SSID) and password, and security option are preset
in the factory. The preset SSID and password can be found on the label of the router.
You can customize the wireless settings according to your needs.

Visit http://tplinkwifi.net, and log in with the username and password you set for the
router.

> To enable or disable the wireless function:

1. Go to Basic > Wireless.

2. The wireless radio is enabled by default, if you want to disable the wireless function of
the router, just clear the Enable Wireless Radio checkbox. In this case, all the wireless
settings will be invalid.

» To change the wireless network name (SSID) and wireless password:

1. Go to Basic > Wireless.

2. Create a new SSID in Network Name (SSID) and customize the password for the

network in Password. The value is case-sensitive.
A Note:
If you change the wireless settings with a wireless device, you will be disconnected when the settings are effective.
Please write down the new SSID and password for future use.
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» To hide SSID:

1. Go to Basic > Wireless.

2. Select Hide SSID, and your SSID won't display when you scan for local wireless
networks on your wireless device and you need to manually join the network.

» To change the security option:

1. Go to Advanced > Wireless > Wireless Settings.

Wireless Settings 2.4GHz | 5GHz
[¥| Enable Wireless Radio

Metwork Name (SSID): TP-LINK_E4B8 [] Hide SSID

Security: WPA/WPAZ2-Personal (Recommended) v

Version: @ Auto O WPA-PSK (O WPAZ2-PSK

Encryption: @ Auto O TKIP (O AES

Password: 56501254

Mode: 802.11b/g/n mixed -

Channel Width: Auto v

Channel: Auto v

Transmit Power: O Low (O Middle @ High

2. Select the wireless network 2.4GHz or 5GHz.

3. Select an option from the Security drop-down list. We recommend you don’t change
the default settings unless necessary. If you select other options, configure the
related parameters according to the help page.

In addition

« Mode - Select a transmission mode according to your wireless client devices. It is
recommended to just leave it as default.

« Channel Width - Select a channel width (bandwidth) for the wireless network.

« Channel - Select an operating channel for the wireless network. It is recommended
to leave the channel to Auto, if you are not experiencing the intermittent wireless
connection issue.

« Transmit Power - Select either High, Middle or Low to specify the data transmit power.
The default and recommended setting is High.
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12.7. Use WPS for Wireless Connection

Wi-Fi Protected Setup (WPS) provides an easier approach to set up a security-protected
Wi-Fi connection.

1. Visit http.//tplinkwifi.net, and log in with the username and password you set for the
router.

2. Go to Advanced > Wireless > WPS .

12.7.1. Setthe Router’s PIN

Router’s PIN is enabled by default to allow wireless devices to connect to the router
using the PIN. You can use the default one or generate a new one.

Router's PIN
Router's PIN:

PINM: 56501254

A Note:

1. If you want to enable/disable the WPS feature, go to System Tools > System Parameters > WPS, select or clear the
Enable WPS check box.

2. PIN (Personal Identification Number) is an eight-character identification number preset to each router. WPS
supported devices can connect to your router with the PIN. The default PIN is printed on the label of the router.

12.7.2. Use the WPS Wizard for Wi-Fi Connections

1. Select a setup method:

« Push Button(Recommended): Click Connect on the screen. Within two
minutes, press the WPS button on the client device.

«  PIN: Enter the client’s PIN, and click Connect.

WPS Wizard

Select 3 WPS connection method: () Push Button (Recommended] @& PIN

Enter the client's PIN:

2. Success will appear on the above screen and the WPS LED on the router will keep on
for five minutes if the client has been successfully added to the network.
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This chapter will show you the configuration for managing and maintaining your router.

This chapter includes the following sections:

» Set Up System Time

» Test the Network Connectivity

» Upgrade the Firmware

« Backup and Restore Configuration Settings
+ Change the Administrator Account

« Password Recovery

» Local Management

« Remote Management

» System Log

« Monitor the Internet Traffic Statistics
» Control LEDs
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13.1. Set Up System Time

System time is the time displayed while the router is running. The system time you
configure here will be used for other time-based functions like Parental Controls. You
can choose the way you prefer to obtain the system time.

Visit http://tplinkwifi.net, and log in with the username and password you set for the
router. Go to Advanced > System Tools > Time Settings.

» To get time from the Internet:

1.In the Set Time field, select Get automatically from the Internet.

Time Settings

Current Time: 06/10/2016 19:10:07

Set Time: @® Get automatically from the Internet (O Manually

Time Zone: (GMT) Greenwich Mean Time, Dublin, London -
NTP Server I: time.nist.gov

NTP Server II: time-nw.nist.gov (Optional)

2. Select your local Time Zone from the drop-down list.

3.In the NTP Server | fileld, enter the IP address or domain name of your desired NTP
Server.

4. |n the NTP Server Il fileld, enter the IP address or domain name of the second NTP
Server (Optional).

5. Click Obtain to get the current Internet time and click Save.

» To manually set the date and time:

1.In the Set Time field, select Manually.

Time Settings

Current Time: 06/10/2016 19:10:07

Set Time: O Get automatically from the Internet @& Manually
Date: 06/10/2016 MM/DDYYYY
Time: 19 » : 10 » : 07 w (HH/MM/SS)
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2. Set the current Date (In MM/DD/YYYY format).
3. Set the current Time (In HH/MM/SS format).

4. Click Save.

» To set up Daylight Saving Time:

1. Select Enable Daylight Saving Time.

Daylight Saving Time

[ Enable D Time
Start: 2016 Mar w 2nd w sun w 2 aM v
End: 2016 Nov w First w Sun  w 2 AM v

Running Status:

2. Select the correct Start date and time when daylight saving time starts at your local
time zone.

3. Select the correct End date and time when daylight saving time ends at your local
time zone.

4. Click Save.

13.2. Test the Network Connectivity

Diagnostics is used to test the connectivity between the router and the host or other
network devices.

1. Visit http://tplinkwifi.net, and log in with the username and password you set for the
router.

2. Go to Advanced > System Tools > Diagnostics.

Diagnostics

Diagnostic Tool: @ Ping O Traceroute

IP Address/Domain Name:

3. Enter the information with the help of page tips:
1) Choose Ping or Traceroute as the diagnostic tool to test the connectivity;

« Ping is used to test the connectivity between the router and the tested host,
and measure the round-trip time.
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- Traceroute is used to display the route (path) your router has passed to reach
the tested host, and measure transit delays of packets across an Internet
Protocol network.

2) Enterthe IP Address or Domain Name of the tested host.

4. Click Start to begin the diagnostics.

@ Tips:

Click Advanced, you can modify the ping count, ping packet size or the Traceroute Max TTL. It's recommended to
keep the default value.

The figure below indicates the proper connection between the router and the Yahoo
server (www.Yahoo.com) tested through Ping.

PING www.Yahoo.com (116.214.12.74): 64 data bytes

Reply from 116.214.12.74: bytes=64 ttl=50 seq=1 time=51.640 ms
Reply from 116.214.12.74: bytes=64 tti=50 seq=2 time=53.671 ms
Reply from 116.214.12.74: bytes=64 ttiI=50 seq=3 time=56.045 ms
Reply from 116.214.12.74: bytes=64 ttl=50 seq=4 time=57.857 ms

--- Ping Statistic "www.Yahoo.com" -—-
Packets: Sent=4, Received=4, Lost=0 (0.00% loss)
Round-trip min/avg/max = 51.640/54.803/57.857 ms

The figure below indicates the proper connection between the router and the Yahoo
server (www.Yahoo.com) tested through Traceroute.

traceroute to www.Yahoo.com (116.214.12.74), 20 hops max, 38 byta packets
1 219.133.12.1 (219.133.12.1) 19.556 ms 22.274 ms 22.024 ms
113.106.38.77 (113.106.38.77) 30.115ms 22.649 ms 20.931 ms

- % =

m

183.56.65.14 (183.56.65.14) 26.210 ms 29.428 ms 28.272 ms

* 202.97.60.25 (202.97.60.25) 29.272 ms 25.461 ms

202.97.60.46 (202.97.60.46) 27.335 ms 27.616 ms 28.272 ms

202.97.60.149 (202.97.60.149) 22.805ms 24.024 ms 24.711 ms

202.97.6.30 (202.97.6.30) 47.610 ms 54.452 ms 61.137 ms

r4105-s2.tp.hinet.net (220.128.6.110) 51.171 ms 50.515 ms 56.107 ms

220.128.11.190 (220.128.11.190) 60.950 ms 60.200 ms 60.419 ms -

O Mmoo R WM

1

L=}

13.3. Upgrade the Firmware

TP-LINK aims at providing better network experience for users.

We will inform you through the web management page if there’s any update firmware
available for your router. Also, the latest firmware will be released at TP-LINK official
website, you can download it from the Support page of our website www.tp-link.com

for free.

A Note:

1. Make sure you remove all attached USB storage devices from the router before the firmware upgrade to prevent
data loss.

2. Backup your router configuration before firmware upgrade.

3. Do NOT turn off the router during the firmware upgrade.
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13.3.1. Online Upgrade

1. Visit http://tplinkwifi.net, and log in with the username and password you've set for
the router.

®
2. When the latest firmware is available for your router, the update icon E will display
in the top-right corner of the page. Click the icon to go to the Firmware Upgrade

page.
Alternatively, you can go to Advanced > System Tools > Firmware Upgrade, and click
Check for upgrade to see whether the latest firmware is released.

Online Upgrade

Latest Version:

3. Focus on the Online Upgrade section, and click Upgrade.

Online Upgrade

Latest Version

4. Wait a few minutes for the upgrade and reboot to complete.

@ Tips:

If there's a new and important firmware update for your router, you will see the notification (similar as shown below)
on your computer as long as a web browser is opened. Click Upgrade now, and log into the web management page
with the username and password you set for the router. You will see the Firmware Upgrade page.

Hi, a new firmware is available for the router

®

P LUINK

cloud

13.3.2. Local Upgrade

1. Download the latest firmware file for the router from www.tp-link.com.

2. Visit http://tplinkwifi.net, and log in with the username and password you set for the
router.

3. Go to Advanced > System Tools > Firmware Upgrade.

4. Focus on the Device Information section. Make sure the downloaded firmware file is

matched with the Hardware Version.
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5. Focus on the Local Upgrade section. Click Browse to locate the downloaded new
firmware file, and click Upgrade.

Local Upgrade

New Firmware File:

6. Wait a few minutes for the upgrade and reboot to complete.

13.3.3. Restore Interrupted Upgrade after Power Failure

If your router cannot start up after an upgrade interruption due to power failure, follow
the steps below to restore the interrupted upgrade. Otherwise, your router cannot
work again.

1. Make sure you have the latest firmware file in your computer. If not, try another way
to connect your computer to the Internet and download the latest firmware file from
www.tp-link.com.

2. Connect your computer to the router with an Ethernet cable.

3. Visit 792.168.0.1 and you will see the following upgrade page.

System error. The router cannot start up normally.
Please upgrade your router. You can download the firmware file from www.tp-link.com.

New Firmware File:

4. Click Browse and select the downloaded firmware file.

5. Click Upgrade and wait for a few minutes until the router completes the upgrading
and restarts.

13.4. Backup and Restore Configuration Settings

The configuration settings are stored as a configuration file in the router. You can
backup the configuration file to your computer for future use and restore the router to
a previous settings from the backup file when needed. Moreover, if necessary you can
erase the current settings and reset the router to the default factory settings.
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1. Visit http://tplinkwifi.net, and log in with the username and password you set for the
router.

2. Go to Advanced > System Tools > Backup & Restore.

» To backup configuration settings:

Click Backup to save a copy of the current settings to your local computer. A'bin’file of
the current settings will be stored to your computer.

Backup

Save a copy of your current settings.

» Torestore configuration settings:

1. Click Browse to locate the backup configuration file stored on your computer, and
click Restore.

Restore

Restore saved settings from a file.

File:

2. Wait a few minutes for the restoring and rebooting.
A Note: During the restoring process, do not turn off or reset the router.

» Toreset the router to factory default settings:

1. Click Factory Restore to reset the router.

Factory Default Restore

Revert all the configuration settings to their default values.

2. Wait a few minutes for the resetting and rebooting.

A Note:

1. During the resetting process, do not turn off or reset the router.

2. We strongly recommend you backup the current configuration settings before resetting the router.
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13.5. Change the Administrator Account

The account management feature allows you to change your login username and
password of the web management page.

1. Visit http.//tplinkwifi.net, and log in with the username and password you set for the
router.

2.Go to Advanced > System Tools > Administration and focus on the Account
Management section.

Account Management

Old Username:

Old Password:

New Username:

New Password:

Confirm New Password:

3. Enter the old username and old password. Enter the new username and enter the
new password twice (both case-sensitive). Click Save.

4. Use the new username and password for the future logins.

13.6. Password Recovery

This feature allows you to recover your default login username and password in case
you forget them.

1. Visit http://tplinkwifi.net, and log in with the username and password you set for the
router.

2. Goto Advanced > System Tools > Administration and focus on the Password Recovery
section.

3. Select the Enable Password Recovery check box.

4. Specify a mailbox (From) for sending the recovery letter and enter its SMTP Server
address. Specify a mailbox (To) for receiving the recovery letter. If the mailbox (From)
to send the recovery letter requires encryption, select Enable Authentication and
enter its username and password.

@ Tips:

SMTP server is available for users in most webmail systems. For example, the SMTP server address of Gmail
is smtp.gmail.com. You can refer to their Help page to learn the SMTP server address.
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Generally, Enable Authentication should be selected if the login of the mailbox requires username and
password.

Password Recovery

™ Enable Password Recovery
From:
To:
SMTP Server:

[ Enable Authentication
Username:

Password:

5. Click Save.

You can click Test Email to test whether the configuration is successful. To recover the
default login username and password, please refer to FAQ.

13.7. Local Management

This feature allows you to limit the number of client devices on your LAN from accessing
the router by using the MAC address-based authentication.

1. Visit http://tplinkwifi.net, and log in with the username and password you set for the
router.

2. Go to Advanced > System Tools > Administration and complete the settings In Local
Management section according to your needs.

+ Allow all LAN connected devices to manage the router:

Toggle on Access for All LAN Connected Devices.

Local Management

Toggle On to enable the management for all devices on
LAN or keep it Off to enable the management for a
specific device.

Access for All LAN
Connected Devices:

« Allow specific devices to manage the router:
1) Toggle off Access for All LAN Connected Devices.
2) Click Add.
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Local Management

Toggle On to enable the management for all devices on

Access for All LAN 3 E: '
Chnhasad Bovias: | i@;_ ;’ggcﬁirck;:ﬁclg Off to enable the management for 2

add @ Delete

O 1D MAC Address Description Status Maodify

MAC Address: liew Existing Devices:
Description:

[] Enable This Entry

3) Click View Existing Devices and select the device to manage the router from
the Existing Devices list, or enter the MAC address of the device manually.

4) Specify a Description for this entry.
5) Tick the Enable This Entry checkbox.
6) Click OK.

13.8. Remote Management

This feature allows you to control remote devices’ authority to manage the router.

1. Visit http://tplinkwifi.net, and log in with the username and password you set for the
router.

2.Go to Advanced > System Tools > Administration and complete the settings in
Remote Management section according to your needs.

Remote Management

® Disable Remote Management
) Enable Remote Management for All Devices

_} Enable Remote Management for Specified Devices
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« Forbid all devices to manage the router remotely: Select Disable Remote
Management and click Save.

+ Allow all devices to manage the router remotely:
1) Select Enable Remote Management for All Devices.
2) Enter Web Management Port (1024-65535 or 80).
3) Click Save.

Devices on the Internet can log in to http://Router’s WAN IP address:port number (such as

http://113.116.60.229:1024) to manage the router.

@ Tips:

1. You can find the WAN IP address of the router on Basic > Network Maps > Internet.

2. Therouter’s WAN IP is usually a dynamic IP. Please refer to Set Up a Dynamic DNS Service Account if you want to log
in to the router through a domain name.

« Allow specific devices to manage the router remotely:
1) Select Enable Remote Management for Specified Devices.
2) Enter Web Management Port (1024-65535 or 80).

3) In Remote Management IP address, enter the IP address of the remote device
to manage the router.

4) Click Save.

Devices using this WAN IP can manage the router by logging in to http://Router’s WAN

IP:port number (such as http://113.116.60.229:1024).

@ Tips:

The router’s WAN IP is usually a dynamic IP. Please refer to Set Up a Dynamic DNS Service Account if you want to log
in to the router through a domain name.

13.9. System Log

When the router does not work properly, you can save the system log and send it to the
technical support for troubleshooting.
» To Save the System Log in Local:

1. Visit http.//tplinkwifi.net, and log in with the username and password you set for the
router.

2. Go to Advanced > System Tools > System Log.
3. Choose the type and level of the system logs according to your need.

4. Click Save Log to save the system logs to local.
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System Log
Log Filter:  Type= ALL w andLevel= ALL L4
) Refresh @ Delete All
1D Time Type Level Log Content
1 2015-11-02 15:42:37 Local Management  NOTICE  [14777]Accessable mode change: Devi
ces in the list.
r A . A
2 2015-11-02 15:40:45 Local Management  NOTICE | [299°] ”Ccessab'fm”;gde shangn: Al de
3 |2015-11-02 15:40:42 Local Management ~ NoTIcE | -0879] Accessable mode change: Devic
es in the list.
4 1970-01-03 18:20:01 IP & MAC Binding INFO [25481] Daemon connection succeeded
5 1070-01-03 18:20:01 IP & MAC Binding INEO [25481] Config interface initialization su

@ Mail Settings

cceeded

» To Send the System Log to a Mailbox at a Fixed Time:

For example, | want to check my router’s working status at a fixed time every day,
however, it's too troublesome to log in to the web interface every time | want to go
checking. It would be great if the system logs could be sent to my mailbox at 8 a.m.

every day.

1. Visit http://tplinkwifi.net, and log in with the username and password you set for the

router.

2. Go to Advanced > System Tools > System Log.

3. Click Mail Settings.

4. Enter the information with the help of page tips:
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{_x Mail Settings

From: zhangsan@hotmail.com
To: homezhang@hotmail.com
SMTP Server; smtp-mail.outiook.com
M E le Authenticatior
Username: zhangsan
Password: sessssnesnne
~| Enable Auto Mai
® Logat 08 w : 00 w (HH:MM)everyday
O Log every

1) From: Enter the email address used for sending the system log.

2) To: Enter the recipient’s email address, which can be the same as or different
from the sender’s email address.

3) SMTP Server: Enter the SMTP server address.

@ Tips: SMTP server is available for users in most webmail systems. For example, the SMTP server address of
Hotmail is smtp-mail.outlook.com. You can refer to their Help page to learn the SMTP server address.

4) Select Enable Authentication.

@ Tips: Generally, Enable Authentication should be selected if the login of the mailbox requires username and
password.

5) Username: Enter the email address used for sending the system log.
6) Password: Enter the password to login the sender’s email address.
7) Select Enable Auto Mail.

@ Tips: The router will send the system log to the designated email address if this option is enabled.

8) Setafixed time.The recipient will receive the system log sent at this time every
day.
5. Click Save.

13. 10. Monitor the Internet Traffic Statistics

The Traffic Statistics page displays the network traffic of the LAN, WAN and WLAN sent
and received packets, allows you to monitor the volume of Internet traffic statistics.

1. Visit http://tplinkwifi.net, and log in with the username and password you set for the
router.

2. Go to Advanced > System Tools > Traffic Statistics.
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3. Toggle on Traffic Statistics, and then you can monitor the traffic statistics in Traffic
Statistics List section.

Traffic Statistics

Traffic Statistics:

Traffic Statistics List

Refresh Reset All @) Delete Al

IP Address/MAC
Address

192.168.0.200/ 5
0-E5-49-1E-06- 0 0 0 0
80
192.168.0.20/ 40
-16-9F-BF-51-0C
192.168.0.155/ 0
0-14-78-43-45- 1 346 0 a
45
192.168.0.1/ 00-
0A-EB-13-09-19
192.168.0.123/ C
4-E9-84-23-06- 1 594 0 0
Ce
192.168.0.4/ 00-
OA-EB-13-01-02
192.168.0.100/ C
8-85-50-5D-02- o] o] 0 a
40
192.168.0.184/ C
§-85-50-5D-02- 0 0 0 0
40

Total Packets Total Bytes Current Packets Current Bytes Maodify

1 594 0 0

1 594 0 0

12 |2

Click Refresh to update the statistic information on the page.
Click Reset All to reset all statistic values in the list to zero.
Click Delete All to delete all statistic information in the list.
Click % to reset the statistic information of the specific device.
Click 17 to delete the specific device item in the list.

13.11. Control LEDs

The router LEDs indicate router activities and behavior. You can turn on or turn off the
LEDs from the web management page.
> To turn on or off the LEDs:

«  Press the LED button on the router (if available) about 2 seconds to turn on or
off the LEDs.

« Visit http://tplinkwifi.net, and log in with the username and password you set
for the router. Click the LED icon in the top-right corner of the page.
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» To turn off LEDs during Night Mode Period:

1)

Visit http://tplinkwifi.net, and log in with the username and password you set
for the router.

Go to Advanced > System Tools > System Parameters.
In the LED Control section, select the Enable Night Mode check box.

Specify a time period in the Night Mode Period according to your need, and the
LEDs will be off during this period.

Click Save to make the settings effective.

LED Control
Night mode: [ Enable Night Mode
Night Mode Period: 22 w |: DO w to| D6 w |: DO w | (HH:MM)
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FAQ

Q1.What can | do if | forgot my wireless password?

The default wireless password is printed on the label of the router. If the password has
been altered, please connect your computer to the router using an Ethernet cable and
follow the steps below:

1. Visit http://tplinkwifi.net.

2. Go to Basic > Wireless to retrieve or reset your wireless password.

Q2. What can I do if | forgot my login password of the web management
page?

The default username and password of the web management page are admin (in

lowercase). If your router supports Password Recovery and you have enabled it,

please follow the steps below to reset the password without resetting the router:
N Note: Make sure the Internet access is available before using this method.

1. Visit http://tplinkwifi.net.

2. Click Forgot password > Send Code, the verification code will be sent to the mailbox
you set.

3. Log into your mailbox to copy the verification code.
4. Paste the verification code on the window which pops up in Step 2.

5. Click Confirm (the default login username and password will be reset as admin after
the click).

6. Use admin (in lowercase) as both username and password to login.
@ Tips: Please refer to Password Recovery to learn how to configure Password Recovery.

If you have altered the username and password but Password Recovery is disabled:

1. Reset the router to factory default settings: press and hold the Reset button for about
7 seconds, and then release it;

2. Visit http://tplinkwifi.net, and enter admin (in lowercase) as both username and

password to login.
A Note: You'll need to reconfigure the router to surf the Internet once the router is reset, and please mark down your
new password for future use.

Q3.1 cannot log into the router’s web management page, what can 1 do?

This can happen for a variety of reasons. Please try the methods below to login again.

« Make sure the router connect to the computer correctly and the corresponding LED
indicator(s) light up.

« Make sure the IP address of your computer is configured as Obtain an IP address
automatically and Obtain DNS server address automatically.
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« Make sure you enter the correct IP address to login: http://tplinkwifi.net.
+ Check your computer’s settings:

1) Goto Start> Control Panel > Network and Internet, and click View network status
and tasks.

2) Click Internet Options on the bottom left.

3) Click Connections and select Never dial a connection.

o ; i
& Internet Properties m

| General I Security I Privacy I Content | Connections | Programs I Ad\ranoedl

To set up an Internet connection, dick Setup
Setup.

Dial-up and Virtual Private Metwork settings

3 Broadband Connection Add...

Add ¥PN...

Remove...

Choose Settings if you need to configure a proxy Settings
server for a connection,

@ Mever dial a connection

(7 Dial whenever a network connection is not present
() Always dial my default connection

Current Mone Set default

Local Area Metwork (LAN) settings

LAM Settings do not apply to dial-up connections., LAM settings
Choose Settings above for dial-up settings.

[ oK ][ Cancel ] Apply

4) Click LAN settings and deselect the following three options and click OK.
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" Local Area Network {I.Ah!}’:‘pettings
Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

[] Automatically detect settings
|:| Use automatic configuration script

Address

Proxy server

F Use a proxy server for your LAM (These settings will not apply to
dial-up or VPM connections),

Address: Pork: [ 80 Advanced

Bypass proxy server for local addresses

o) (o]

5) Goto Advanced > Restore advanced settings, click OK to save the settings.

ﬁ’. Internet ?lope'rti.f::s - -

| General I Security I Privacy I Content I Connections | Programs | Advanced |_

Settings

@ Accessibiity
[7] always expand ALT text for images
[7] Enable Caret EBrowsing for new windows and tabs
[7] Move system caret with focus/selection changes
[7] reset text size to medium for new windows and tabs
[¥] Reset text size to medium while zooming™®
[7] resetzoom level for new windows and tabs
[=] Browsing
Automatically recover from page layout errors with Compz
[7] Close unused folders in History and Favorites®
[¥] Disable script debugging ({Internet Explorer)
[¥] Disable script debugaing (Other)
[7] Display a notification about every script errar
[¥] Display Accelerator button on selection o

1| il | 3

-

*Takes effect after you restart Internet Explorer

Restore advanced settings ]

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default
condition.

‘You should only use this if your browser is in an unusable state.

[ ok || cancel || ooy

+ Use another web browser or computer to login again.

+ Reset the router to factory default settings and try again. If login still fails, please
contact the technical support.

A Note: You'll need to reconfigure the router to surf the Internet once the router is reset.
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Q4.1 cannot access the Internet even though the configuration is
finished, what can |1 do?

1. Visit http://tplinkwifi.net.

2. Goto Advanced > Status to check Internet status:

As the follow picture shows, if IP Address is a valid one, please try the methods
below and try again:

@ mtemet @ 1Pv4 | IPV6
MAC Address: 00-0A-EB-AC-88-16

IP Address: 50.40.0.91

Subnet Mask: 255:2595.255.0

Default Gateway: 59.40.0.1
Primary DMNS: 202.96.128.166
Secondary DMNS: 202.96.134.133

Connection Type: Dynamic IP

« Your computer might not recognize any DNS server addresses, please manually
configure DNS server.

1) Go to Advanced > Network > DHCP Server.

2) Enter 8.8.8.8 as Primary DNS, click Save.
@ Tips: 8.8.8.8 is a safe and public DNS server operated by Google.

Settings

DHCP Server: [/ Enable DHCP Server

IP Address Pool: 192.1568.0.100 - 192.168.0.199

Address Lease Time: 120 minutes. (1-2880. The default value is 120.)
Default Gateway: 192.168.0.2 (Optional)

Primary DMNS: 8.8.8.8 (Optional)

Secondary DNS: (Optional)

« Power cycle the modem and the TP-LINK router.
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3)
4)

Power off your modem and TP-LINK router, leave them off for 1 minute.

Power on your modem first, wait about 2 minutes until it gets a solid cable or
Internet light.

Power back TP-LINK router.

Wait another 1 or 2 minutes and check the Internet access.

+ Reset the router to factory default settings and reconfigure the router.

« Upgrade the firmware of the router.

« Check the TCP/IP settings on the particular device if all other devices can get Internet
from the router.

As the picture below shows, if the IP Address is 0.0.0.0, please try the methods below
and try again:

@ mtemet @ 1Pva | 1PV
MAC Address: 00-DA-EB-AC-88-16

IP Address: 0.0.0.0

Subnet Mask: 0.0.0.0

Default Gateway: 0.0.0.0
Primary DNS: 0.0.0.0
Secondary DNS: 0.0.0.0

Connection Type: MNone

+ Make sure the physical connection between the router and the modem is proper

« Clone the MAC address of your computer.

Visit http://tplinkwifi.net, and log in with the username and password you set
for the router.

Go to Advanced > Network > Internet and focus on the MAC Clone section.

Choose an option to your need (Enter the MAC address if Use Custom MAC
Address is selected), and click Save.

97



MAC Clone

@ Use Default MAC Address
Use Current Computer MAC Address

D) Use Custom MAC Address

@ Tips:

- Some ISP will register the MAC address of your computer when you access the Internet for the first time
through their Cable modem, if you add a router into your network to share your Internet connection, the
ISP will not accept it as the MAC address is changed, so we need to clone your computer’s MAC address to
the router.

+ The MAC addresses of a computer in wired connection and wireless connection are different.
« Modify the LAN IP address of the router.
R Note:

Most TP-LINK routers use 192.168.0.1/192.168.1.1 as their default LAN IP address, it may conflict with the IP

range of your existent ADSL modem/router. If so, the router is not able to communicate with your modem

and cause you can't access the Internet. To resolve this problem, we need to change the LAN IP address of the

router to avoid such conflict, for example, 192.168.2.1.

1) Visit http://tplinkwifi.net, and log in with the username and password you set
for the router.

2) Go to Advanced > Network > LAN.

3) Modify the LAN IP address as the follow picture shows. Here we take 192.168.2.1
as an example.

4) Click Save.
LAN
MAC Address: 00-0A-EB-16-E4-B8
IP Address: 192.168.2.1
Subnet Mask: 255.255.255.0 -

+ Power cycle the modem and the TP-LINK router.
1) Power off your modem and TP-LINK router, leave them off for T minute.

2) Power on your modem first, wait about 2 minutes until it get a solid cable or
Internet light.

3) Power back TP-LINK router.

4) Wait another 1 or 2 minutes and check the Internet access.
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+ Double check the Internet Connection Type.
1) Confirm your Internet Connection Type, which can be learned from the ISP.

2) Visit http://tplinkwifi.net, and log in with the username and password you set
for the router.

3) Goto Advanced > Network > Internet.

4) Select your Internet Connection Type and fill in other parameters with the help

of page tips.
5) Click Save.

IPv4

Internet Connection Type: | PPPoE v
Static IP

Username:
Dynamic IP

Password: )

1P Address: BigPond Cable
L2TP

Primary DNS:
PPTP

Secondary DNS: [ERVRERG]

(~) Advanced

6) Power cycle the modem and the TP-LINK router again.
« Please upgrade the firmware of the router.

If you've tried every method above but cannot access the Internet, please contact the
technical support.

Q5.1 cannot find my wireless network or | cannot connect the wireless
network, what can | do?

If you fail to find any wireless network, please follow the steps below:

« Make sure the wireless function of your device is enabled if you're using a laptop
with built-in wireless adapter. You can refer to the relevant document or contact the
laptop manufacturer.

« Make sure the wireless adapter driver is installed successfully and the wireless adapter
is enabled.

«  OnWindows 7
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If you see the message No connections are available, it is usually because the
wireless function is disabled or blocked somehow.

Clicking on Troubleshoot and windows might be able to fix the problem by
itself.

On Windows XP

If you see the message Windows cannot configure this wireless connection, this
is usually because windows configuration utility is disabled or you are running
another wireless configuration tool to connect the wireless.

Exit the wireless configuration tool (the TP-LINK Utility, for example).

Select and right click on My Computer on desktop, select Manage to open
Computer Management window.

Expand Services and Applications > Services, find and locate Wireless Zero
Configuration in the Services list on the right side.

Right click Wireless Zero Configuration, and then select Properties.

Change Startup type to Automatic, click on Start button and make sure the
Service status is Started. And then click OK.

If you can find other wireless network except your own, please follow the steps

below:

+ Check the WLAN LED indicator on your wireless router/modem.

« Make sure your computer/device is still in the range of your router/modem, move
closer if it is currently too far away.

+ Goto Advanced >Wireless > Wireless Settings, and check the wireless settings, double
check your Wireless Network Name and SSID is not hided.
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Wireless Settings 2.4GHz | 5GHz

[ Enable Wireless Radio

Metwork Name (SSID): TP-LINK_AD3A [] Hide 551D
Security: WPA/WPAZ-Personal (Recommended) v
Version: Auto (O WPA-PSK (O WPA2-PSK
Encryption: O Auto O TKIP @ AES

Password: 09871922

Mode: 802.11b/g/n mixed -

Channel Width: Auto A4

Channel: Auto -

Transmit Power: O Low (O Middle @ High

If you can find your wireless network but fail to connect, please follow the steps
below:

+ Authenticating problem/password mismatch:
1) Sometimes you will be asked to type in a PIN number when you connect to
the wireless network for the first time. This PIN number is different from the

Wireless Password/Network Security Key, usually you can only find it on the
label of your router.

Type the 8-digit PIN from the router display
it is not the general wireless password

PIM:

Back -: Mext Cancel

2) If you cannot find the PIN or PIN failed, you may choose Connecting using a
security key instead, and then type in the Wireless Password/Network Security
Key.

3) Ifit continues to show note of Network Security Key Mismatch, it is suggested
to confirm the wireless password of your wireless router.

N Note: Wireless Password/Network Security Key is case sensitive.
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« Windows unable to connect to XXXX / Can not join this network / Taking longer
than usual to connect to this network:

Check the wireless signal strength of your network, if it is weak (1~3 bars),
please move the router closer and try again.

Change the wireless Channel of the router to 1,6,or 11 to reduce interference
from other networks.

Re-install or update the driver for your wireless adapter of the computer.
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COPYRIGHT & TRADEMARKS

Specifications are subject to change without notice. TP-LINK ' is a registered trademark
of TP-LINK TECHNOLOGIES CO., LTD. Other brands and product names are trademarks
or registered trademarks of their respective holders.

No part of the specifications may be reproduced in any form or by any means or
used to make any derivative such as translation, transformation, or adaptation
without permission from TP-LINK TECHNOLOGIES CO., LTD. Copyright © 2016 TP-LINK
TECHNOLOGIES CO., LTD. All rights reserved.
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FCC STATEMENT

FS

This equipment has been tested and found to comply with the limits for a Class B
digital device, pursuant to part 15 of the FCC Rules. These limits are designed to provide
reasonable protection against harmful interference in a residential installation. This
equipment generates, uses and can radiate radio frequency energy and, if not installed
and used in accordance with the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference will not occur in a
particular installation. If this equipment does cause harmful interference to radio or
television reception, which can be determined by turning the equipment off and on,
the useris encouraged to try to correct the interference by one or more of the following
measures:

« Reorient or relocate the receiving antenna.
« Increase the separation between the equipment and receiver.

« Connect the equipment into an outlet on a circuit different from that to which the
receiver is connected.

« Consult the dealer or an experienced radio/ TV technician for help.

This device complies with part 15 of the FCC Rules. Operation is subject to the following
two conditions:

1. This device may not cause harmful interference.

2. This device must accept any interference received, including interference that may
cause undesired operation.

Any changes or modifications not expressly approved by the party responsible for
compliance could void the user’s authority to operate the equipment.

Note: The manufacturer is not responsible for any radio or TV interference caused by
unauthorized modifications to this equipment. Such modifications could void the
user’s authority to operate the equipment.

FCC RF Radiation Exposure Statement

This equipment complies with FCC RF radiation exposure limits set forth for an
uncontrolled environment. This device and its antenna must not be co-located or
operating in conjunction with any other antenna or transmitter.

“To comply with FCC RF exposure compliance requirements, this grant is applicable to
only Mobile Configurations. The antennas used for this transmitter must be installed to
provide a separation distance of at least 20 cm from all persons and must not be co-
located or operating in conjunction with any other antenna or transmitter.”

The device is restricted in indoor environment only.
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Canadian Compliance Statement

This device complies with Industry Canada license-exempt RSS standard(s). Operation
is subject to the following two conditions:

1. This device may not cause interference, and

2. This device must accept any interference, including interference that may cause
undesired operation of the device.

Le présent appareil est conforme aux CNR d’'Industrie Canada applicables aux appareils
radio exempts de licence. Lexploitation est autorisée aux deux conditions suivantes:

1. l'appareil ne doit pas produire de brouillagecet appareil doit accepter toute
interférence, y compris celles susceptibles de provoquer un fonctionnement non
souhaité de lI'appareil.

2. l'utilisateur de I'appareil doit accepter tout brouillage radioélectrique subi, meme si
le brouillage est susceptible d'en compromettre le fonctionnement.

Caution:

The device for operation in the band 5150-5250 MHz is only for indoor use to reduce

the potential for harmful interference to co-channel mobile satellite systems.

Avertissement:

Le dispositif fonctionnant dans la bande 5150-5250 MHz est réservé uniquement pour

une utilisation a l'intérieur afin de réduire les risques de brouillage préjudiciable aux

systemes de satellites mobiles utilisant les mémes canaux.

Radiation Exposure Statement:

This equipment complies with IC radiation exposure limits set forth for an uncontrolled
environment. This equipment should be installed and operated with minimum distance
20cm between the radiator & your body.

Déclaration d’exposition aux radiations:

Cet équipement est conforme aux limites d’exposition aux rayonnements IC établies
pour un environnement non contrélé. Cet équipement doit étre installé et utilisé avec
un minimum de 20 cm de distance entre la source de rayonnement et votre corps.

Industry Canada Statement
CAN ICES-3 (B)/NMB-3(B)

Korea Warning Statements:

ol FAEH = 28T AaEA TheAde] =
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NCC Notice

T
WiE RTRE R RS M e B
F Tk KERIFEEE IS ZRYRAIEER - JEEFR] - A F] - EERE A
BB IR ~ IR F FEes T 2 R EETEE -
FUufk (RTPERAIHER L A SR BRI Z e L HEEERT » & AE T
RGN - JEXL R - I 2 R T SEEEH - pITHERRERE - IR
EBEREIFEZRGERE - R HERTE AT EEBEEIE - REELUKE
R M e g < B -
BSMI Notice
ErE DEA G )R = =N
o 50 FH SR RS BRI B e 25 B AE P HRUAR 78 1 AR BRI R 58 A o
RN th Z H 5B e IR AR - SE 00 FRAG ~ WERE R SR AETT
=P
- EENE - BRI KEH MRS R R R AL L
fe g B GE it m BV - DAMECRASZE VIR E P SEE P 1R BN - 57774658
B SR -
A I AN EE i BN SEAT BRI T - BRIFAIESE AVEE - & RN v A E
HRAMLES -
s NERAETTRIGL - AN EEHBTTHEAREm - SFHHREESE AT
TTIEETAE -
Safety Information

« When product has power button, the power button is one of the way to shut off the
product; when there is no power button, the only way to completely shut off power
is to disconnect the product or the power adapter from the power source.

- Don't disassemble the product, or make repairs yourself. You run the risk of electric
shock and voiding the limited warranty. If you need service, please contact us.

« Avoid water and wet locations.
« Adapter shall be installed near the equipment and shall be easily accessible.

+ The plug considered as disconnect device of adapter.

Explanations of the symbols on the product label

Symbol Explanation

-— DC voltage

106



RECYCLING

This product bears the selective sorting symbol for Waste electrical and electronic equipment
(WEEE). This means that this product must be handled pursuant to European directive 2012/19/
EU in order to be recycled or dismantled to minimize its impact on the environment.

User has the choice to give his product to a competent recycling organization or to the retailer
when he buys a new electrical or electronic equipment.

1
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Caracteristicas principales

Marca

Linea

Modelo

Modelo alfanumerico

Color

Voltaje

Procesador

Memoria RAM

Capacidad de disco SSD

Resolucion de la pantalla

GPU

Lenovo

AIO

IdeaCentre AIQ 3 24A1LCE

24A1CB

Blanco

1oV

Intel Core 15-12450H

16 GB

512 GB

1920 px x 1080 px

Integrated Intel Iris Xe

Graphics

Otros

Mombre del sistema

operativo

Version del sistema

operativo

Con Bluetooth

Con puerto USB

Cantidad de puertos
uUsB

Tipos de puertos USB

Con Wi-Fi

Con puertio ethernet

Con puerto HDMI

Con conexion
Thunderbolt

FreeDO5

10

Si

Si

Usb 2.0, USB 3.2

Si

Si

Si

Mo



Armor Pad

Features

Color: Black

Size and Weight

[TTITTE:Y . [ ——— 1

Height: 213.0 mm

Width: 128.8 mm

14mm

Specs

BUY NOW



Depth: 14.0 mm

Weight: 560 grams
Armor Pad

actual product

Charging and battery
7650mAh Large Battery

Built-in lithium-ion polymer battery

USB Type-C
Supports 18W charging

Battery Life

Standby Time

Up to 414 Hours

Talk Time

Up to 41 Hours

Features

Specs

BUY NOW

* Typical value. Actual capacity may vary slightly. This capacity is the nominal battery capacity. The actual battery capacity for each individual product may be slightly

above or below the nominal battery capacity.

* Non-removable battery, Removing the battery may cause damage to the device,

* Use with original charger and data cable, the max charging power can reach 10W. The

refer to the actual use.

Rugged

Splash, Water and Dust Resistant

Rated IP68 (maximum depth of 1.5 metres up to 30 minutes) under IEC

standard 60529

Rated IP69K under IEC standard 60529

MIL-STD-810H Certification

actual charging power will intelligently change with different scenarios, please



*Armor Pad is splash, water, and dust resistant and was tested under controlled laboratory conditions with a rating of IP68 under IEC standard 60529 (maximum depth

of 1.5 meters up to 30 minutes). Charger and accessories are not water-resistant. Splash, water and dust resistance are not permanent and might decrease as a result

Armor Pad Features Specs BUY NOW

Display
8.0-inch (diagonal)

All-screen LCD Multi-Touch display with IPS technology
Resolution: 1280 * 800 HD+

Brightness: 500 nits

*With a rounded corners design on the display, the diagonal length of the screen is 8.0 inches when measured according to the standard rectangle (the actual viewable

area is slightly smaller).

*The resolution measured as a standard rectangle, with a rounded corners design, the effective pixels are slightly less.

Processor
MediaTek Helio G25

CPU: MT6762V/CB

CPU architecture: 8*Cortex-A53, 12nm

CPU frequency: Octa(8) Core, up to 2.0GHz
GPU: IMG PowerVR GE8320

GPU frequency: up to 650MHz

Storage and RAM
4GB+64GB

RAM: 4GB memory



Flash storage: 64GB storage

microSD card Up to 256GB

Armor Pad Features Specs BUY NOW

*The Virtual Memory Expansion can be activated in Settings and adds up to 4GB of RAM. Some software may not be compatible with this feature.

*SD card needs to be purchased separately. Recommended to use Class 10 memory cards, other memory cards are not guarantead lo be fully compatible.

Rear Camera
13MP Main Camera

Hi1333, 79.3°, f/2.2
Photo resolution: up to 3120x4160 pixels

Video resolution: up to 1920x1080 pixels

LED Flash

Rear camera video features

1080P recording 30fps

720P recording 30fps

480P recording 30fps

*The actual photo and video resolution may vary depending on the shooting mode.

*The camera software functions are subject to actual presence, some functions and names may vary depending on the software version.

Front Camera
5MP selfie camera

GS5K5E2, 1.12um, 3P, 83.3°, f/2.0

Front camera video features



1080P recording 30fps

720P recording 30fps

Armor Pad Features Specs
|

*In different photo modes, the number of pixels may be slightly different, please refer to the actual situation.
*The actual photo and video resolution may vary depending on the shooting mode.

*The camera software functions are subject to actual presence, some functions and names may vary depending on the software version,

Audio
Dual-Speaker Sound System

Immersive Stereo Sound

1217 Box

Underwater Photography

Supports to take photos & video recording
Supports to start/end operation underwater

Supports to quickly switch shooting modes underwater

Unlock Options
Supports Fingerprint Unlock

Side-Mounted Fingerprint, Integrate power key and fingerprint sensor

together
Capacitive Touch Sensor

Response speed: Up to 0.1s

BUY NOW



Supports the enroliment of 5 sets of fingerprint

Supports Face Unlock

Armor Pad Features Specs BUY NOW

Network

Supports use of dual SIM cards from different carriers

Both cards can access 4G/3G connectivity simultaneously

Dual Nano SIM; either card can be set as the primary card
Supports 4G/3G/2G
Supports VoLTE HD calling

Supported network bands

4G Network

LTE-FDD: B1/2/3/4/5/718/12/17/19/20
28A/28B
TDD-LTE: B38/40/41

3G Network
WCDMA: B1/2/4/5/8
2G Network

GSM: B2/3/5/8

*Dual 4G requires the support of local carriers services, and may not be available in all regions
*Only supports single SIM for communication service, which means when one of the SIM cards is in calling, the other SIM card will not be able to connect.

nly certain regions and telecom oparators support VolLTE

Connectivity



WLAN

Supports protocols: 802.11 a/b/g/n/ac

Armor Pad Features Specs BUY NOW

Bluetooth

Supports Bluetooth 5.2

Navigation and positioning
Supports multiple positioning systems

GPS
GLONASS
Beidou

Galileo

uSmart Expansion
Endoscope EO1

uSmart EO2 Endoscope

uSmart CO1 Supermicroscope

*For more devices that are compatible with uSmart Expansion Connector, you are recommended to refer to our accaessories list. Expansion devices require additional

purchases

NFC
Supports Google Pay

Supports Transit, Loyalty Cards, Gift Cards and Plane tickets

'5'-Z|J[:-|u;|1e|,l by L",;r;e,nJ-Iss Fay, you should download -’,:',r;nc_:ls—: Pay o use it f:;r:-nc_;lr,! Pay available countries and regions please refer to https:/ipay.google.comfabout



Armor Pad Features Specs BUY NOW

B o —

Pure Android System

No ads



Buttons

1 imbh # (Dt e e Cnmeme TFIQIM
Armor Pad Features Specs BUY NOW

i LED Notification Light

Earpiece Receiver|

Speéker . Microphone
Type-C Charging Port Headphone Jack

13MP Rear Camera  Rear Flash ;:__. ~_ Custom
: ' Volume + --- 3564 Key
Volume - ---- 5% -~ Power Key
§ -—~ NFC
== Pressure Relief Hole
uSmart ___
Connector

wleFone

Sensors
Acceleration Sensor, Proximity Sensor, Light Sensor, Gravity Sensor,

Geomagnetic Sensor, Pedometer

Multimedia



, Video 3GP/MP4/MOV/FLV/MKV/AVI/3GP
|
MP3/AMR/AAC/FLAC/MID/MKA
Anidin
Armor Pad Features Specs BUY NOW

Image BMP /GIF /JPG /PNG
Ebook TXT/HTML

Ports

USB 2.0, Type-C
OTG Function: Supported

3.5 mm Headphone Jack

Card slot
Three(3), Nano SIM+Nano SIM+microSD

SAR
Maximum 10g SAR

We will update the data soon

Language support

Indonesian, Malay, Catalan, Czech, Danish, German, Estonian, English,
Spanish, Filipino, French, Croatian, Iltalian, Latvian, Lithuanian, Hungarian,

Dutch, Norwegian, Polish, Portuguese, Romanian, Slovak, Finnish, Swedish,



Vietnamese, Greek, Turkish, Bulgarian. Russian, Serb, Ukrainian, Armenian,

Hebrew, Urdu, Arabic, Persian, Hindi, Bengali, Thai, Korean, Burmese,

Armor Pad Features Specs BUY NOW

In the box
Ulefone Armor Pad

AC Power Charger (EU plug)

USB-A to USB Type-C 2.0 Charger Cable (1M)
Protective Film (Pre-installed)

SIM Needle

Multi-languages User Manual

Warranty Card

Charging Instruction Card

Safety Prompt card

Multi-function Instruction Card

*The standard charger is EU type, if you need other chargers please purchase them separataly.
*May vary in different market, Subject to the actual product,
*The apperance of package and accessories may be different, but the function remain the same, please refer to the actual.

« The tablet pictures and screen content on the above are for illustration only. The actual tablet (including but not limited to appearance,
color, size) and screen (including but not limited to background, Ul, and graphics) may be slightly different. Please refer to the actual
product.

« The data on the page are theoretical values from Ulefone lab based on specific test environment (see details at specific description). In
actual use, there may be slight differences due to product differences, software versions, use conditions and environmental factors, so
please refer to actual situation as final.

« The preceding specifications are theoretical values based on product design. Some features and specifications may vary across markets.

To provide accurate product information, specifications, and features, Ulefone may make real-time adjustments to the preceding



specifications, so that they match the product performance, specifications, indexes, and components of the actual product. Product
information is subject to such changes and adjustments v ¥ t 0 _e. Q
¢ The Android® word mark and logos are registered trademarks owned by Google.

« The Bluetooth® word mark and logos are registered trademarks owned by Bluetooth SIG, Inc.

Armor Pad Features Specs BUY NOW

PRODUCTS

Rugged Phone Armor Series
Rugged Phone Armor X Series
Smartphone Note Series
Rugged Tablet Armor Pad
Accessories

Thermal Camera Applications

SUPPORT
Support Centers

User Manuals

ABOUT
About Us
Contact Us
News

Where to Buy

© 2024 Ulefone Global.
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CONTRATO DE COMPRAVENTA No. 5.5-31,3/019 DE 2021
ISte1)] ATANTE: Uity ZIEe HOPLY
CONTRATISTA; MICROINGENIERIA APLICADA SAS
NIT: 900481154-3
VALOR: CUARENTA Y DOS MILLONES OCHOCIENTOS CUARENTA MIL

PESOS M/CTE ($42.840.000). IVA INCLUIDO.

Entre los suscritos, CIELO PEREZ SOLANO, mayor de edad, identificada con cédula de
ciudadanfa 34.570.235 de Popayan, debidamenle autorizada para celebrar el presente,
segun articulo 5 del Acuerdo 064 de 2008 y el articulo Primero Numeral 1 y 2 de la Resolucion
311 del 27 de mayo del 2020, en su cardcter de Vicerreclora Administrativa de la Universidad
del Cauca, enle universilario auténomo del orden nacional, vinculado al Ministerio de
Educacion Nacional, con régimen especial, con personeria juridica, autonomla académica,
administrativa y financiera, NIT, 891500319-2, quien para los efectos de este conltrato se
denominard LA UNIVERSIDAD, y de la otra JUAN CARLOS GOMEZ HOLGUIN, mayor de
edad, identificado(a) con cédula de ciudadania No. 76.303.950 expedida en Popayan, quien
abra en su calidad de Representante Legal de la sociedad MICROINGENIERIA APLICADA
S.A.S., identificada con NIT 900481154-3, legalmenle constituida por documento privado
ntimero 1 del 25 de noviembre de 2011 de la asamblea de accionistas, registrado en esta
camara de comercio bajo el nlimero 29220 del libro IX, segdn consta en el cerlificado de
existencia y representacion legal expedido por la Camara de Comercio del Cauca, expedido
el dia 04 de octubre de 2021, parte que en adelante se denominard EL CONTRATISTA,
celebramos el presente contrato de COMPRAVENTA previas las siguientes consideraciones:
1) El Acuerdo 064 de 2008, emanado def Consejo Superior Universitario establece el régimen
contractual y los principios que rigen los contratos que celebra la institucion. 2) El Acuerdo
064 de 2008 o Estatuto de contralacién de la Universidad del Cauca, dentro de los tipos de
contratos estableci6 en el articulo 33 el contrato de compraventa. 3) Ef articulo 50 del Acuerdo
064 de 2008, eslablecié como requisitos precontractuales de contratacién directa para
procesos menores a 50 SMMLV los siguientes: a) Minimo una colizacién y b). Justificacién
escrita del solicitante, definiendo su conveniencia y oportunidad. 4) El Laboralorio de Fisica
fundamente su necesidad, carencia y limitaciones que presta respeclo de los recursos de
soporte para la realizacién de la parte praclica de asignalturas lo que hace necesario dotar
espacio con &l propésito de acompadiar la realizacion de las actividades académicas, ya que
actualmente solo se dispone de equipos para soportar la realizacién de practicas. Es
importante resaltar que acceder a estos recursos, conlribuye de manera directa y notable a
respaldar los procesos de alta calidad que se realizan en nuestra universidad y mejorar los
indicadores de esta gestién. 5§) Una vez recibida fa cotizacién por parle del representante
legal de MICROINGENIERIA APLICADA 5.A.S,, la cual se encuentra ajustada a lo dispuesto
por el Acuerdo 064 de 2008 y a las necesidades de la inslitucidn, las partes acuerdan suscribir
el presente contrato el cual se regiré por fas siguientes clausulas:

CLAUSULA PRIMERA -OBJETO: ADQUISICION DE MAQUINAS SEMIAUTOMATICAS
PARA EL LABORATORIO DE FISICA, DE ACUERDO CON EL SIGUIENTE CUADRO DE
CARACTERISTICAS Y ESPECIFICACIONES TECNICAS:

Hucia nna Universidad comprometidy con la paz tervitorial

Viceroclorla Adminislrativa
Calle 4 No, 5 - 30 Segundo Plso. Ediliclo Adiministrativo Popaydn - Colombla
Conmuticlor 8209800 Exty. 1121-1122-1124-1130

viceadm@unicauca.edu.co www.unicauca,edu,co
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ITEM DESCRIPCION ALOR

Disefic y conslrucclén de una maquina semlautomatica para el
Laboratofio de Fisica. Un Sistema cuyo proceso la emplea como una
Planta de Calda Libre pera el desarrolio de praclicas remotas. Un

rmecanismo de movimiento con acluador electromecanico que permita el
da {a cabera an cada una

sxacmdento de un brazo para by abl

de 5 alluras predelerminados y un dispositivo con actuador Inecanico
para soltar un balin de 50gr en acero inoxidable, de forma que, mediante
sensores electronicos, sea posible validar fa posicion y calcular el tiempo
de vuelo, lacilitando ademads la recoleccién del balin y el reinicio del

1 experimento. Con una tolba de carga para cargar hasta 100 balines. Esla | $12.000.000,00
maquina cuenta con allmentacién eléctrica, mecanismos elaborados en
acero sae 1045 calibrado, rodamientos estandar, accesorlos en ABS.
Eslard inmersa dentro de una cabina de 80 x 90;cm, elpborada en perfil', ; , 5
gslruciural y Iq;nlna cold rofled con fluminacion U})o led de luz blanca fria: R .
tncluye puerta abatibli: en ac{ﬂlco tipo cristal. con inanija cromada;
bmpadue esplimoso, cpn instalicion de conexidnes adaplables. a la red:
#lécliiga y salida de dalos. Incorpora el sislema slechrénico e’mbebidq
para |4 recolegcién deilos datgs de Ips sensofes y ¢l manejp de los : ;

ycluadores. & ; : i .
Disedd .y cousiiiceioy_de uia maguina_spmiautomatica [para el
[:aboralorio de’Fisica. Un Sislema ‘cuyo procego Ta-afmplea oo ing’
{lanta ge L&y je Hooke para practicasrémotas, con attuadoreq para un
inovimiznlo elactromecinlico y riariual asistido, jiue petmila la ubicacior
y, elongacion de lres reportes con difefentes canslariles de’elgsticidad;
cada upo a su lempo,; lodo sobre urja pase Jde sersores qfte hardr P
posible validar (a distaniia de eléngacicn y |p fyierza aplicada, paclendg ; ‘
2 ademas posible iniciar, parar, ‘liberar | fuerza y: dar rejniclo dal | $1:.000.600.00
ekperimento tarilas veces como sea necasaylo. Eslard fnmersa Aenlro dp ! R
una catina de K0 x 90 cm, efaborada an perfi| pelryctiral y fanina cold . :
réiled con Humifiacion tijo led de'luz blanea [fly. Incluye puerty abatibly
ef acrlfico lipo ‘cristal, Gon manije crpmada, mpagup espunioso, Goj
instalacipn de c,snexiones adaplables a la red g Actrlcay salida Ye dalos. ‘
Incorpora el sislema elgctrénicoiembablde para ia Tpooleggion de loy . ‘ :
| dalos dg los serisores y vl mapejy da lor aclu ores, i R S e :
Disefio 'y conglruccién” de ling ,maqu{h
Laboralyrio de §lsica. Un Sistenia cityd pro
Pianta dg Movinzento Paiahdlico pjard pric
para provocar uty movimianto alegliame
de lanzamiento gnlie 30y 60 grados e’
otio mecanismo eleclronipcanico fiue d
indxidable a vejuntad del usuarla
luipinosds en log piinjos te dispaio. Merllan
3 posible validar el puntp da’calda, adp: !
bafin y €l reiniclp del éxperimanlo, |
) 0 s
Id 10

fomatica’ pera ¢
0 |a pmplea £omo’ ung
molas, con un ac‘luaqg_r_

ue fije el dnguls

de gngﬁ(ja
08 seqisqres, g
n recolaicion del

ReipIA de haq'lsg o

cremada, em
a ta red elécldga
embebido para la r
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CLAUSULA SEGUNDA -VALOR: Para los efectos legales y fiscales, el valor del presente
conltrato se fija en la suma de CUARENTA Y DOS MILLONES OCHOCIENTOS CUARENTA

MIL PESOS M/CTE ($42.840.000). IVA INCLUIDO.

GLAUSULA TERCERA ~FORMA DE PAGO: LA UNIVERSIDAD pagard Al CONTRATRITA
el valor del contrato 100% contra entrega, previa cerlificacién de recibido a satisfaccién por
parte del supervisor del conlralo y la presentacidn de jos siguientes documenlos. 1. Factura,
expedida de conformidad con la ley o documento equivalente. 2. Certificacién de pago
expedida por el supervisor del conlralo. 3. Acla de Recibo a Satisfaccion. 4. Evaluacion de
proveedor. 5. Certificacion del Representante Legal, sobre el pago de los aportes a los
Sistemas de Seguridad Social y parafiscales (Caja de Compensacion Familiar, SENA e
ICBF), cuando a ello haya lugar, de conformidad con lo establecido en el articulo 50 de la Ley
789 de 2002 y demés normas concordantes. PARAGRAFO: La Universidad pagara al
CONTRATISTA el valor del conlrato, consignando en la Cuenta Ahorros Damag No,
197000053839 de| BANCO DAVIVIENDA, o en la cuenla bancaria que el contratista/
vendedor acredite medianle presentacion de certificacion expedida por la entidad financiera

correspondiente.

CLAUSULA CUARTA -PLAZO: El plazo de ejecucién del contrato sera de UN (01) MES,
contados a partir de la fecha de cumplimiento de los requisitos de ejecucion.

CLAUSULA QUINTA —SOMETIMIENTO A RUBROS Y GIROS PRESUPUESTALES: Los
pagos que en virtud de este contrato obligan a la Universidad, se hara con cargo al Certificado
de Disponibliidad Presupuestal Namero D412-202101581 de fecha 01 de octubre de 2021,
expedido por la Divisién de Gestién Financiera.

CLAUSULA SEXTA -OBLIGACIONES DEL CONTRATISTA: Tendrd a su cargo las
siguientes obligaciones: 1) Cumplir a cabalidad con cada una de jas clausulas del presenle
contrato. 2) Enlregar la tolalidad de los elementos contratados dentro del plazo establecido
en el presente proceso, de acuerdo con las caracterislicas técnicas exigidas por la Entidad.
3) Garantizar la calidad de los elementos eniregados. 4) Reemplazar los elementos(s) o
insumos que presenlen defeclos en su calidad sin coslo adicional para la Entidad, dentro de
un tiempo razonable, previo al requerimiento por parte del supervisor del contrato. 5) El
CONTRATISTA debera estar al dia en el pago de los aportes a los sistemas de seguridad
social en salud, riesgos laborales y pensiones, e igualmente eslar al dia en el pago de los
apories parafiscales duranie la vigencia del contrato (Caja de Compensacion Familiar, ICBF
y SENA) y allegar a la UNIVERSIDAD para el tramite de pagos las cerificaciones
correspondientes. 6) Acalar las instrucciones que para el desarrollo del contrato le imparta la
UNIVERSIDAD por conducto del supervisor del Contrato. 7) Informar oportunamente al
supervisor del conlrato sobre las imposibilidades o dificultades que se presenten en la
ejecucién del mismo y ofrecer alternativas para garantizar la buena ejecucién del contrato. 8)
Suscribir los documentos conlractuales necesarios para la ejecucion. 9) Entregar la garantia
de los equipos adquiridos. 10) Las demas que sean necesarias para dar cumplimiento al

objelo contractual.
CLAUSULA SEPTIMA —OBLIGACIONES DE LA UNIVERSIDAD: 1) Aprobar la pdliza que
garanliza el cumplimiento del contrato. 2) Suministrar oportunamenie la informacion

suficienle y requerida por la conlralista para la ejecucién del conlralo, 3) Aprobar por
intermedio del supervisor la enlrega de los elementos e insumos objelo del contralo. 4)

Haciu una Universidud comprometida con la paz lerritorial
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Efectuar los trdmiles nacesarios para el pago denlro de los plazos establecidos. 5) Realizar
el pago previa presentacion correcla por parte de la contratisla, de fos documentos requeridos

y acorde conlos plazos establecldos por la UNIVERSIDAD. 8) Las demas ¢ue sean necesaria
1

ad=t oontraio,

acords con s naluy

CLAUSULA OCTAVA -DOCUMENTOS DEL CONTRATO: Forman parte integral del
presenle conlrato: 1) Certificado de Disponibilidad Presupuestal, 2) Oficio de solicitud de
CDP, justificacién de conveniencia y oportunidad. 3). Oferla del conlratista. 4) Certificado de
antecedentes judiciales, fiscales y disciplinarios. 6) matriz de riesgos. 7) Estudios previos.

CLAUSULA NOVENA —SUPERVISOR: La Supervision del presenle contrato eslaré a cargo
del servidor universitarlo que para el efecto designe la Vicerreclora Adminisirativa o quien
haga sus veces, quien deberd asumir las funciones y responsabilidades de supervisor
conforme el Acuerdo 064 de 2008 y demds normas complementarias.

CLAUSULA DECIMA —FUNCIONES DEL SUPERVISOR: Las mismas funclones del
Supervisor de ta Universidad del Cauca, que se encuentran eslablecidas en el Acuerdo 064
de 2008, Capitulo Ii, Arliculos del 12 al 19, las cuales entre olras son: 1) Promover la correcla
ejecucion del contrato. 2) Informar oportunamente a las instancias compelentes las
irregularidades o incumplimientos por parle del CONTRATISTA. 3) Impartir recomendaciones
e indicaciones por escrito a la CONTRATISTA, 4) Remilir a la carpeta original Jos documentos
que acrediten el cumplimiento del objeto contractual. 5) Ejercer los seguimientos, conlroles y
evaluaciones de la ejecucion contractual. 8) Las demas que se deriven de sus funciones.

CLAUSULA DECIMA PRIMERA ~GARANTIAS: EL. CONTRATISTA deberd conslituir a
favor de LA UNIVERSIDAD DEL CAUCA, en una Compafiia de Seguros legalmente
sestablecida en Colombia, ouya pojiza malriz este aprobada, por la supegintendencia
‘financigra, una.garantia Unica “entre: particulares”, de conformidad con Jo eslipuladg en ei
;Acuerdo No. 064 de fOOB, gie ampgre ig siguiente: a)., Cumplimiento: El valor de gsta
garantia sera del veinfe por ciento (20%) del valor total dl contralo y ef contratista detiera
otorga;'la gon uha vigencia ighal al plazo del contrglo gatanlizado mas dos (2§ meses.; b).
Calidagd y corrécto funcionamiento; Ef valor de esta garantia sera del cincuenta pot cignto
(50%) del valor lotal del conlyato. El ‘contratista debera olorgarla con una vigepcia igual al
plazo del contrato-garantizady y-umt)-afié-més—PARAGRAFO-RRIMERO: - Las-garanlias.
anteriofes’ deberd rerjovarlag EL CONTRATISTA oporlynamente cuando sea necesario
hacerla. Si EL GONTRATISTA no rerjovare et 0 oG UR{dad s gatanas ‘gstipuladas.por,
razon de gste contralo; de sus prérrogas, adiciones, modificaciones, efc, (LA UNIVERSIDAD
directaimenle sdlicitara a la Compaiila de Seguros tlicha tenovacion, ¢
jas prinfasirespéclivas a los sdldos pepdientes a favir de L CONTRATISTA. PARAGRAFO
SEGUNDO: Lag gararitias del preserite coptralo nd eximpn AL CONTRATISTA de gupplir
ton el abjglo contractupl, : : : N LR
: P f ; : : ) Y

! ; . . :

. : : ! ! : .. : . ! N Lo
{LAUSULA DECIMA SEGUHDA ~CESION Y SUBCONTRATQS: EL. CONTRATISTA no’

podréa cader ni subconlfatar lo# derechos y pbligaclanes emaniadas del presente coplraly en
hersong natural o juridica, sin el consentirpien(o_ previo 'y expraso de LA UNIVERSIDAD,
hudiendo &sta riiservatie las tzonesique tbriga pard negdr la ceslon, % .- 4 A i
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CLAUSULA DECIMA TERCERA -APORTES A LA SEGURIDAD SOCIAL: EL
CONTRATISTA debe presentar una certificacion (expedida por el Revisor Fiscal, cuando éste
exisla de acuerdo con los requerimientos de la Ley, o por el Represenlante Legal, cuando no
se requiera Revisor Flscal), en la aqus se indinue que se encueniran al dia en el pago de los
aportes de sus empleados a los sisternas de salud, riesgos prolesionalas, pensiones y
aporles a las Cajas de Compensacién Familiar, Instituto Colombiano de Bieneslar Familiar y
Servicio Nacional de Aprendizaje SENA, dicho documento debe cerlificar que ha realizado el
pago de los aportes correspondientes.

CLAUSULA DECIMA CUARTA -DOMICILIO: Las partes declaran que, para todos los
efeclos legales, fijan la ciudad de Popayan como domicilio contractual.

CLAUSULA DECIMA QUINTA —-MULTAS: En caso de incumplimiento a cargo DEL
CONTRATISTA, LA UNIVERSIDAD podré exigir mullas diarias sucesivas equivalentes al uno
por ciento (1%) del valor del contrato, sin que en su conjunto excedan el 10% del valor lotal
del mismo.

GLAUSULA DECIMA SEXTA —PENAL PECUNIARIA: En caso de incumplimiento, sin
perjuicio de la imposicién de mullas, La UNIVERSIDAD podra exigir AL CONTRATISTA una
sancion equivalente al veinte por ciento (20%), del valor total del contrato como sancién
anticipada de perjuiclos.

CLAUSULA DECIMA SEPTIMA -CAUSALES DE TERMINACION: Las causales de
lerminacion del contraio se encuentran establecidas en el articulo 53 del Acuerdo 064 de
2008, las cuales, entre olras son: 1) Vencimienlo del plazo. 2) Muluo acuerdo. 3)
Incumplimiento de fas obligaciones estipuladas por parle DEL CONTRATISTA. 4) Fuerza

mayor o caso foriuito.

GLAUSULA DECIMA OCTAVA —PROCEDIMIENTOS PARA LA APLICACION DE
SANCIONES, MULTAS Y DECLARATORIAS DE INCUMPLIMIENTO: La aplicaclon de
sanciones, mullas y declaralorias de incumplimiento se realizara conforme al procedimiento
eslablecido en el paragrafo del artfculo 85 del acuerdo 064 del 2008, adicionado por el
Acuerdo superior 017 del 21 de junio de 2011.

CLAUSULA DECIMA NOVENA —INHABILIDADES E INCOMPATIBILIDADES; EL
CONTRATISTA afirma que no se encuentra incurso en las inhabilidades, incompatibilidades
o prohibiciones para contratar con LA UNIVERSIDAD.

CLAUSULA VIGESIMA — DECLARACIONES DE LA CONTRATISTA: EL CONTRATISTA
hace las siguientes declaraciones: 1 Conoce y acepla los documentos del proceso. 2. Tuvo
la oportunidad de solicitar aclaraciones y maodificaciones a los documentos del proceso y
recibié de LA UNIVERSIDAD respuesla oporiuna a cada una de las solicitudes. 3. Se
encuentra debidamente facultado para suscribir el presente conirato. 4. EL CONTRATISTA
al momenlo de la celebracion del presente conlrato no se encuentra en ninguna causal de
inhabilidad, incompatibilidad o prohibicién. 6. Se encuentra a paz y salvo con sus obligaciones
laborales frente a los sistemas de seguridad social inlegral y parafiscales. 6. El valor del
contralo incluye todos los gaslos, cosios, derechos, impuestos, tasas y demas contribuciones
relaciopnados_con el cumplimiento de| objelo del presepie contralo, 7. EL CONTRATISTA
durante la ejecucién del presenle conlralo realizaré lodas las actividades necesarias para la

Hacia sna Universidad comprometida cou ln paz territorial
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ejecucion. 8. EL CONTRATISTA maniliesta que los recursos que componen su patrimonio
no provienen de lavado de aclivos, financiacion del lerrorismo, nareolréfico, caplacién legal
de dineros y en general de cualquier aclividad ilicita; de igual manera manifiesta que los
recursos recibidos en desarrolio de este conlrato, no serdn destinados a ninguna de las
aclividades anles descrilas.

CLAUSULA VIGESIMA PRIMERA —INDEMNIDAD: EL CONTRATISTA mantendré indemne
a LA UNIVERSIDAD conlra todo reclamo, demanda, accién legal y coslos que puedan
causarse o surgir por dafios o lesiones a personas o bienes ocasionados por EL
CONTRATISTA durante la ejecucion del abjelo y obligaciones del conlralo. En caso de que
formule reclamo, demanda o accién legal en conira de ta UNIVERSIDAD por asunlos que
segtin los contralos sean responsabilidad DEL CONTRATISTA, se e comunicara lo més
pronio posible de eflo para que por su cuenta adopte oporlunamente las medidas previstas
por la ley para mantener indemne a la UNIVERSIDAD DEL CAUCA y adelante los lramites
para llegar a un arreglo del confliclo. Si LE VENDEDOR no asume debida y oportunamentle
la defensa de la UNIVERSIDAD DEL CAUCA, ésla podra hacerlo directamente, previa
comunicacion escrita ALVENDEDOR, quien pagara lodos los gaslos en que la enlidad incurra
por tal molivo. En caso de que asi no lo hiciere, LA UNIVERSIDAD lendra derecho a
descontar {ales erogaciones de cualquier suma que adeude EL. CONTRATISTA por razén de
los servicios molivo del contrato,

CLAUSULA VIGESIMA SEGUNDA -DE LA SOLUCION DE CONTROVERSIAS: La
Universidad y ELL. CONTRATISTA buscaran la solucion de sus controversias dentro del
desarroilo contraclual, de forma agil, rapida y directa, y para el efecto, a través de la Oficina
Juridica de la Universidad, quien acudira al empleo de mecanismos de conciliacion,
transaccion o cualquier forma extrajudicial.

CLAUSULA VIGESIMA TERCERA ~ En el marco de las direclrices nacionales establecidas
en Resolucion No. 385 de 2020 mediante la cual se declara la emergencia sanitatia, prorrogada
acluaimente por la Resolucidn No. 1315 del 27 de agosto de 2021 hasta el 30 de noviembre del
mismo afio, Resolucion No. 777 del 02 de junio de 2021 por medio de la cual se definen ios
crilerios y condiciones para el desarrollo de las aclividades econdmicas, sociales y del Estado y
se adopla el prolocolo de bioseguridad para la ejecucion de eslas, el Decrelo 1026 del 31 de
agosto de 2021, por el cual se imparten instrucclones en virlud de la emergencia sanitaria
generada por la pandemia del Coronavirus COVID -19, y el mantenimiento del orden puiblico,
se decrela el aislamiento selectivo con distanciamiento individual responsable y la reactivacion
acondmica segura, LA DIRECCION UNIVERSITARIA ha adoplado diferentes eslralegias para
fortalecer la prevencion del COVID 19. En este sentido, el interesado en el presente proceso,
ademas de lo anlerior, deberan observar los lineamientos establecidos en la Resolucion R -
0463 de 2021 en la cual se regula el relorno presencial a aclividades laborales administrativas
de manera progresiva dentro de los espacios fisicos de la Universidad del Cauca, a parlir del 07

de septiembre de 2021.

CLAUSULA VIGESIMA CUARTA — REVISION JURIDICA: E revisor (a) juridico(a) con su
vislo bueno da fe de que lodo lo establecido en el presente contralo, esta acorde con el
ordenamiento juridico vigenle y demas normas universitarias, razén por la cual recomienda
la suscripcién del mismo por parle del representanle legal de la Universidad del Cauca u

Ordenador del Gasto.
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CLAUSULA VIGESIMA QUINTA ~PERFECCIONAMIENTO Y EJECUCION: El presente
cpntral_o‘se perfecciona con la firma de las partes. Para su ejecucion requiere del registro de
d!sponlbllidad presupuestal, la constitucidn y aprobacion de las garantias. EL CONTRATISTA
dlspgne de un término de dos (2) dias habiles en los cuales debera conslituir las garantias
solicitadas LA UNIVERSIDAD no reconocerd suma alguna si su ejecucion se inicia sin el

cumplinianio de jos citados requisiios.

Para constancia se firma en Popayan, a los veinticinco (26) dfas del mes de octubre de 2021.

LA UNIVERSIDAD N ELVENDEDOR

. ¥
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No. 76.303.950

Vicerrectora Administrativa e
R de MICROINGENIERIA APLICADA S.A.S.

Elabord; Delgy Leandra Martlnez Maca
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CONTRATO DE SUMINISTRO NO. 5.6-31.6/049 DE 2019

CONTRATANTE: UNIVERSIDAD DEL CAUCA,

CONTRATISTA: MICROINGEMIERIA APLICADA S.A.S.

MIT: 800481154-3

VALOR: CIENTO ONCE MILLONES SEISCIENTOS MIL PESOS
MICTE  ($111.600.000), INGLUIDO IVA,

Entre los suscritos, JOSE LUIS DIAGO FRANCO, mayor de edad, identificado con
cédula de ciududania ndmero 10,635,

B34 evpedida an Popaydan, obrando en su calldad de Reclor y Representante Legal
de la Universidad del Cauca, ente univaersitario auténomo del orden nacional,
vincufado al Minislerio de Educacién Macional, con régimen especial, con
personeria juridica, aulonomia académica, administraliva y financiera, Nit,
891.500.314-2, quien para los efectos del presente se llamara LA UNIVERSIDAD,
de una parte y de la olra VICTOR MANUEL GOMEZ HOLGUIN tamblén mayor de
adad, identificado con cédula de ciudadania niimero 76.324.962 de Popayan, quien
obra en nombre y representacién legal de la sacledad MICROINGENIERIA
APLICADA 8.A.8. identificada con NIT 900481154-3, conslituida rmedianie
documento privado No. 1 del 25 de noviembre de 2011 de la msamblea de
acclonislas, registrado en la Cadmara de Comercio del Cauca bajo el niimero 28220
del libro X del registro mercanlil el 1 de diciembre de 2011, seglin consta en ef
certificada de existencla y represenlacién legal expedido por la Cémara de
Cornercio dal Cauca sl dia 11 de diclembre e 2019, parte que en adelanie se
ftamard EL CONTRATISTA, hemos canvenido en celebrar el prasenta contrato que
se reqira por el Acuerdo ntimero 084 de 2008 v las disposiciones legales que la
reglamenten, madifiquen o adicionen, previas las siguienles consideraciones: 1) El
Acuerdo 064 de 2008, emanado del Consejo Superior Universitario establece el
régimen contractual v los principlos que rigen los contratos que celebra a institucion.
2} Con el fin de madermizar y valorizar las instalaciones del Jaboralorio de hidraulica
en lo relativo a tres (3) plantas de generacidn de energfa hidraulica, la Universidad
requisre equipos e instrumentos industriales de medicidn que ademas de entregar
datos para hacer calculos manuales, eslardn conectados a una plalaforma
autamalizada que permitira el apravechamisgnto del |aboratorio y los equipos por
parte de los investigadores de la Maestria en Automatica e Ingenieria Hidraulica a
hidrologica, ademas de los estudiantes de pregrado de las Facultades de Ingenieria
Civil e Ingenierla en Electronica y Telecomunicaciones. 3) El objeto de este contrata
se encuenifra denlro de fas excepcionas para contratar por oferta plblica, de
conformidad con o dispuasto en el numeral & dal articulo 46 del Acuerdo 064 de

2008. En consecuencia, se acuerda:

CLAUSULA PRIMERA - Objeto: SUMINISTRO, INSTALACION Y PUESTA EN
FUNCIONAMIENTO DE UNA SERIE DE EQUIPQS, ARMARIOS, CANALETAS,
INSTRUMENTOS, ENTRE OTRQS, CONDUCENTES A LA AUTOMATIZACION
DE LA SECCION DE GENERACION HIDROELEGTRICA (CIRCUITOS PELTON Y
KAPLAN) DEL LABORATORIO DE HIDRAULICA DE LA FACULTAD DE
INGENIERIA CIVIL DE LA UNIVERSIDAD DEL  CAUCA, conforme las
especificaclones técnicas establecidas porla Universidad y la propuesla presenlada
por el conlratisia, la cual hace parle inlegrante del presente contrato.

cLAUSULA SEGUNDA —~ Especificaciones Técnicas:
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" DESCRIPGION UND | CANT. | VRUNIT. | VR.TOTAL.
1| SUMINISTRO DE EQUIPOS B
Suminislro de Analizadores de redes
elécticas DMG 800 - LOVATO + -
1.01 Modulo EXP 10 13 fadbus TCP UN 3 $2.279.399 $6.838.197
Suminisra  de  Translormador  de
1.02 | corriente para mediclon de polencia Un 9 $203.421 $ 1.830.789
Stuminislen . da Phosniy Conlact N
| Industiial Ethernet Swilch FI Swilih 81 YTy S
1.0 16TX ) UN t $2.144.294 $2.144 204
“Suministro de  Cable  UTP RJ45
1.04 | (PATCHORD) 4 paares 8 hilog - CAT 52 | MTS 30 $ 106.305 $3.189.150
Surninistro de Teininales para cable
1.05 | UTP RJ 45 CAT 5° Un 10 $ 34.078 % 340.780
Suministro de PC + Monitor 15 in Touch | R
Industrial FANLESS montaje en Panel !
1.06 ADVANTECH - TPC- 1551 T-E3AE UN | $10.300.278 | $10.300.278
Surministro de Ublquith UNIFI UAP-AC-
1.07 | M-PRO - Wireless Bridge UN 2 $ 788.793,00 $1.573.586
Suminisiro de Adaptador USB - HART
1,08 | HM-MT-USB-010031 UN 1 $1.627.367 $1.627.367
Suminislro de Calibrador de preston
manual Fluke 700PTP-1 Pneumallc .
1.09 Test Pump UN 1 $7.658.199 $7.658.199
Suministro  de  Instrumento . Digital ’
1.10 | pateén Fluke 70G UN 1 55.408,603 35,408,603
Suminisiro de Fluke 768 ProcessMeler, |
Combined  MUltimeter &  Loop . -
111 GCalibrator, 4 and 20 Ma UN 1 $3.955.8680 $3.955.969
_ Suminlsiro de Servidor lipo rack DELL
Power Edge R340 - Sin licancla de ;
1,12 Windavs UN 2 $12.541.238 | 526.082.476
Suministro de VMware  vSphers
1.13 | Essentials Kil - Licencia Softwara UN 1 $2.729.334 $2.720.334
j “Suminiglro de Rack gabipete de piso | ¢ f ; : ;g o
:_ (150cm)  con' rodachinas © para | ( b e E |
3"14 <inslalaq;ion de sarvidnres‘; éJN o $1.914.550 | . $1'9.14’5‘;'50
; : 3 } \ PR
| suminivtro de bwilch ds, 18 pueros g
¢
(15 rla);'L’IM: 1OI1ODIJIIb])s pafa monlaje en UN 4 $362.910,00 | $2382810,00
- smnmlm de Mulliloma pdfa rack de |7 AR
1.16 | servidoses : N | %319 081,00 | -$319.091.00
i P . i ¢ -.\',(:4 AR B ‘}‘ u"‘-',:‘r o et .

e
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Suministro de Moanitor LCD 19 " +
Yeclado + Mouse
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$ 604.422,00

$ 604.422,00

SUBTOTAL

§75.899.955

INSTALACION Y PUESTA EN
FUNCIONAMIENTO DE EQUIPOS

2.01

Conslricclén & iaslalacibn  en
laboratorio de hidraulica de fablero de
control en acera inoxidable NEMA 4%,
de 1.22 mis de alla, 1.14 mls de ancho,
080 nts de ;lzuhﬁm_‘id,nf Pruscta con
perforaciones; una para monitor de 15
(aplicacion HMI), perforaciones para
elemenlos de madicion de energia de
90x90ram o segin medidads de los
equipos, conexiones idnependlentas
para cada instrumento de medlclén, 24
sefales de 4-20 mA, en 3 blogues de
brones porta fusibles con llre de
inslrumentacion, blogue de B salldas
andlogas todsa los lermihales de
cables marquilados, breaker principal
de acomelida de 20A a dos polos
120VAC, Barrale o bloque de
distribuclén de fases y neutros, barreje
de llerra  eléctica y fiena  de
instrumentacion independientes,
tomacorriente de 120 VAC, conductos
para cables en canaleta ranurada de
46x60mm, diagramas vy planos de
conexiones Asulid, Adscuacion de
canexion eléckica de dos molores
existeles. intalacién  de  vardador
POwerFlex 400 con  elemnetos
existentas y sunistrados por el cliente.

2.02

lnstalaclon Montaje en conduletas y
Graza sobre piso para cableado hasta
lablero de conlrol y montaje de
instrurnentos en canexiones  de
pracaso lo cual comprende: 38 metros
lineales de conduclos para cables da
2", instalacion de 10 astil de anclaje
con manifold en valvilas de bola para
instrumentos de madicién y transmisién
en preslén diferenclal PDIT {Deltabar
E+HiHoneywell) y presidn PIT (Cerabac
E+H), instalacién de conexiones a
proceso mediante tubing de cobre de
3/8" hasta manifold de vélvulas de bola.

UN

UN

$5.019.248

$5.019.248

$4.497.081

$4.497.081

lnstalacion y Puesta en funcionamlento
de equipo para transmision y medicién
de presion Carbar T PMP131 / Cerhar
TPMC131 .

UN

$ 161.507,00

$ 1.363.663

Inslatacidn y Puesta en funclonamlento
de equipo para transmisian y medicién
de presién Diferencial  TRAPD-19D
Deltabar S / (1) Honeywell ST3000

UN

$ 289.646,00

$ 1.737.878
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Instalacion de Plalaforma  Rockwell
software en servidores; Faclory Talk
View hinl Server Helwork, Factory Talk
View Sile Edilion Client (10 clienles),
conflguracion de servidor de dominla y
de directorioc FTViwe, lnslatacin y
copflguracion de servide de puntos
histéricos. Desarrollo de aplicacion HMI . . .
Server para monilores  de  la Un L § 2.456.417 $ 2.456.417
instrumnetacién  del  laboralorio  de
Hidraulica. Desarroflo da logica ladder

para mnnitorm de vmmh!as en PLC
} e aga Y

2.08

{unwm(nnwnlu e

del
todo el sistema,

Inslalacién y puesta en funcionamlento
de plalaforma VMware ESX en

servidor fisico para Implementar 6
2.06 | servidores virluales (Veenter, | UN { % 2.807.333 $2.807.333

HMiServer,  Direcloriv,  Historicos,
Dalaserver).

SURTOTAL $ 17.801.518

TOTAL ANTES DE IVA $93.781.513

VA . 19% | §17.818.467

VALOR TOTAL DEL PRESUPUESTO $“1'6°°'°g

CLAUSULA TERCERA - Valor: Para efeclos legales y fiscales, el valor del presente
contrato sa eslima en la suma de CIENTO ONCE MILLONES SEISCIENTOS MIL

PESOS MICTE ($111.600.000), INCLUIDO IVA.

CLAUSULA CUARTA — Anticipo: La Universidad enfregara al contratista el quince
por clenle (15%) del valor iolal del coniralo, en calidad de anuclpo con la
presenlacion de los siguientes documentos: 1. Acla de Inicio. 2. Plan de Inversion
del anticipo 3. Aprobacion de la garantla Uinica por parte de la Universidad. 4. Copia
del conlrato debidamente legalizado. 5. Certificacion del Represenlante l.egal o del
Revisor Fiscal segin el caso, sobre el pago de los aportes a los Sislemas de
Seguridad Social y parafiscales {Caja de Compensacion Familiar, SENA e ICBF),
cuando a ello haya lugar, de conformidad con lo establecido en el articulo 50 de la

Ley 789 de 2002 y demas nomas concordantes,

CLAUSULA QUINTA — Forma de pago: La Universidad del Cauca pagara el valor
del conlrato, en pesos colombianos, mediante pagos parciales, previa presentacion
de los siguientes doctimenlos:

« Faclura o documento equivalente de conformidad con la ley.

¢« Acla de ingreso de los hienes suministrados al aimacén de la Unjversidad del
Cauca.

- Cerlificaciones de cumplimienlo y el acla de recibo a salisfaccian expedidas por
parte del supervisor, en las que se consignardn las cantidades ejegutadas, los
pvé-oios unitarios y los vajores tota!es dei los equipos enlregados e mslaladov

“ Cedmcacion expedida pjor el; revisor fiscalio representaqlp leq«;l dorjde’ se
ceftifique fa afilidcién obtigatoria y pagd aclualizado del peisonal que vequ?era
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ah desarrollo del contrato, al Sislema General de Seguridad Social y

parafiscales conforme a la Ley.
». Evaluacion de proveedor suscrita por el supervisor del confrato, con el pago

final.
« Acta de liquidacién final.

La UNIVERSIDAD sélo adquiere obligaciones con el contratisla y bajo ningin
motivo o circunslancia aceplard pagos a lerceros.

.os pagos serdn Ganm;hd()“ en peso mlomblanob a fravés de la consignacion en

sooentidades fnaoclorm

o cuenie bancwia Ll 3 coniratista seial

sistema automdlico de pagos, prewos los descuentos de ley, por m!crmpdlo de Ia
Universidad.

CLAUSULA SEXTA - Plazo: El plazo estimado para la ejecucion del contrato se
establace en tres (3) meses y quince (15) dias calendarin, contados a parlir de la
facha de suscripcidn del acta de inicio.

CLAUSULA SEPTIMA - Disponlbilidad Presupuestal: LA UNIVERSIDAD, pagara
el valor del presente coptralo con cargo a los cerlificados de disponibilidad

presupuestal descritos a continuacién:

No. CDP Fecha COP? Valor
D412201900842 01 de abril de 2019 $16.740.000
Cerliflcado de Disponibilidad | Segin  acuerdo  consgjo
vigenclas  futuras  Na. | superior No. 080 det 27 de $94.860.000
201900029 noviambre de 2019 o

CLAUSULA OCTAVA - Obligaciones del Contratista:

El contratista, ademas de estar obligado al cumplimiento del objelo contraclual, de
acuerdo con Ips bienes a suministrar establecidos en las especificaciones téonicas,
debera cumplir con las siguientes obligaciones:

a. Entregar e inslalar la totalidad de los elementos conlratados dentro del plazo
estahlecida en el preseinta conlrato, de acuerdo con las caracteristicas técnicas
exigidas por la entidad y segiin lo establecido en la colizacin.

b. Hacer entrega en perfecto estado de la lolalidad de los equipos requeridos.

¢. Garanlizar la calidad de los elementos entregados, dejando a disposicién y a
favor de la Universidad la garantia del fabricante, de acuerdo con las Normas

. Técnicas y especificaciones descrilas.

d. Reemplazar los elementos o materiales que presenten defeclos en su calidad

sin coslo adicional para la Entidad, dentro del téimino que determine el

supervisar designado por la Universidad. De no lener disponihilidad, el

CONTRATISTA a su costa deberd ramplazar en su infegridad el elemento o

material que compone el objeto canfractual por uno nuevo, de Idénticas o

superiores calidades a las entregadas.

e. El servicio incluye adecuaciones eléctricas e hidraulicas y el suministro de
pequedos insumas como son {ornillos, empaques y cable, Indispensables para
la realizacion del frabajo.

f. E! Disefo considera propiedades del fluido y condiciones de proceso
suministradas.
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g. Los Productos y Trabajus colizados fienen garanila de 12 meses contia
defectos de instalacion y fabrica a parlir de la fecha de compra,

h. Brindar un curso de capacitacion en el manejo de los equipes.

i, Constituir la garantla tnlca de cumplimiento requerida por la Entidad dentro de
los tres (3) dias habiles siguientes al perfeccionamiento del conlralo.

i, Allegar a la UNIVERSIDAD, para el tramijte del pago, certificacién  del
representante legal o del revisor fiscal segln el caso, sobre el pago de los
aportes al Sisterna de Seguridad Social {salud, pensidn y rlesgos laborales) y
parafiscales (Caja de Compensacion Familiar, SENA e ICBF), de los empleados
del CONTRATISTA, de conformidad con o establecido en el articulo 50 dela

SHGIGIIRNIC

Loy 7080 da 2000, y deinds nonmas o

k. Acalar las instrucciones que para el desarrollo del conlralo le impaila la
UNIVERSIDAD por eonducto del supervisor del Contrafo.

. Infarmar oporlunamente al supervisor del contrato sobre las imposibilidades o
dificullades yue se presenten en la ejecticidn del mismo y oftecer allernalivas
para garanlizar la buena ejecucion del contrato.

m. Suseribir Ios documenlos contractuales necesarios para la sjecuclon y el acta
de liquidacion, si hubiere lugar.

n. Las demds que sean neccsarias para dar cumplimiento al objeto cohlractual o
gue se hayan indicado en la oferta o anexos, :

CLAUSULA NOVENA - Ohligaciones de la universidad:

a) Aprobar la poliza que garantlza el cumplimiento del conlralo

b} Suministrar opertunamenle la informacion suficlente y requerida por el contratlisla
para la ejecucion del conlrato. :

c) Aprobar por intermedio del supervisor la recepcion de los elemenlas
suministrados objelo del contrato.

d) Efectuar los {rémites necesarios para el pago.

) Realizar los pagos previa presentacién correcta por parle del conlratisia, Jos
documenlus requeridos y acorde con los plazos eslablecidos por la
UNIVERSIDAD.

f) Liguidar el contrato en caso de que apligue.
g) Las demas que sean necesarias, acorde con la naluraleza del conlrato.

CLAUSULA DECIMA - Multas: En caso de mora o incumplimiento parcial de las
obligaciones a cargo de EL CONTRATISTA, LA UNIVERSIDAD, le impondra multas
diarias sucesivas equivalentes al 0.5% del valor det Contrato, sin que en su conjunto
excedan el 10% del valor total del contrato,

CLAUSULA DECIMA PRIMERA - Penal pecuniaria: En caso de incumplimiento o
declaratoria de caducidad del contrato sin perjuicio de la imposicién de muitas, La
UNIVERSIDAD podra imponer al CONTRATISTA mediante resolucion molivada,
una sancion equivalente al diez por ciento (10%), del valor del contrato como
eslirmacién anticipada de perjuicios. El Valor de Ja cliusuta penal pecuniaria se
lomaré del saldo a favor del CONTRATISTA, si lo hublere o de fas garantias
constituidas y si eso Gilimo no fuere posible, se cobrard por jurisdiccion coacliva.

CLAUSULA DECIMA SEGUNDA - PROCEDIMIENTOS PARA LA APLICACION
NE SANCIONES, MULTAS Y DECLARATORIAS DE INCUMPLIMIENTO: La
aplicacion de sanciones, multas y declaralorias de incumplimiento se realizara
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conforme al procedimiento establacido en el paragrafo del articulo 85 del acuerdo
064 del 2008, adicionado por el Acuerdo superior 017 del 21 de junio de 2011.

CLAUSULA DECIMA TERCERA - CADUCIDAD: LA UNIVERSIDAD, podré
dectarar la caducidad de este conirato sl se presenta alguno de los hechos
constitutivos de incumplimiento de las obligaciones a cargo da EL CONTRATISTA,
que afecte de manera grave y directa la ejecucion del conirato, segin lo estahlecido
en el Acuerdo 084 de 2008, articula 75.

CLAUSULA DECIMA CUARTA - INI IABII IDADES E INCOMPATIBILIDADES: L
CONTRATISETA daclara bhaja fa ddad del juramentn, que ne e eactienii
INCUISO en ninguna Causal de Inhdhl(hiad i inc nm[mhhlll(ldd conforme al ariiculo 74
del Acuerdo 064 de 2008.

CLAUSULA DECIMA QUINTA - SUPERVISION: La supervisién del presente
contrato la realizara el Profesional designado por la Universidad del Cauca, quien
asumira las funciones, de acuerdo g lo eslablecido en el acuerdo 064 det 2008.

CLAUSULA DECIMA SEXTA - FUNGIONES DEL SUPERVISOR: Las Funciones
del supervisor de la Universidad del Cauca, se encueniran establecidas en el
Acuerdo 084 de 2008, Capitulo 1, Artfculos del 12 al 19, las cuales entre otras son:
1) Etaborar et acta de iniclo, la cual debe estar suscrita por EL GONTRATISTA y el
supervisor. 2) Promover la correcla ejecucidn del confrato, 3) Informar
oporfunamente a las instancias competentes las imegularidades o incumplimientos
por parte da ELL. CONTRATISTA. 4) lmpartir recomendaciones e indicaciones por
ascrito al CONTRATISTA. 5) Remilir a la carpela original los dacumentos que
acradilen el cumplimiento del objelo contractual. 6) Ejercer los sequimienios,
controles y evaluaciones de la ejecucion contraciual. 7) Elaborar el Acta de
Hiquidacién del contralo, la cual debe ser firmada por el supervisor, EL
CONTRATISTAy el Representante Legal de la Universidad u Qrdenador del gaslo.
8) Las demas que se deriven da sus funciones.

CLAUSULA DECIMA SEPTIMA - GARANTIAS: EL. CONTRATISTA deberd
constituir a favor de la Universidad dal Cauca de acuerdo con las disposiciones
legales vigentes, en una compafifa de seguros, legalmenle establecida, una
garaniia a FAVOR DE ENTIDADES PARTICULARES que incluya: a) Garantia de
Cumplimiento: Equivalenie al veinle par ciento (20%) del valor total del contrato,
con vigencia igual a la del contrato y (2) dos meses mas. b) Calidad y correcto
funcionamiento: Por el cincuenta por ciento (50%) del valor del caonirato y con un
tiempo de duracién del contrato y un (1) afic mds. c) Salarios y prestaciones
sociales: Por el diez por ciento (10%) del valor del contrato y con un tiempo de
duracién del contrato y tres (3) afos més. d). Buen manejo del anticipo: por el
lOO% det valor def anlicipo y con un tiempo de duracién del contralo y dos meses
méas". PARAGRAFOQ: Estas garantias no eximen al contratista de que cumpla con
al objefo contraclual,

CLAUSULA DECIMA OCTAVA - CESION Y SUBCONTRATOS: EL
CONTRATISTA no podra ceder ni subcontratar los derechos y abligaciones
emanadas del presente conlrato en persona natural o juridica, sin el consentimiento
previo y expreso de LA UNIVERSIDAD, pudiendo esta reservarse las razones qus
tenga para negar la cesion.
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CLAUSULA DECIMA NOVENA - INTERPRETAGION, MODIFICACION Y
TERMINACION UNILATERAL: LA UNIVERSIDAD puede terminar, modificar y/o
inlerpretar unilateralmente el Contrato, de acuerdo con el articulo 75 de) Acuerdo
064 de 2008, cuando lo considere necesario.

CLAUSULA VIGESIMA - DOMICILIO: Para todos los electos legales se fija como
domicilio del presenle contrato la Ciudad ce Popayan.

CLAUSULA VIGESIMA PRIMERA - APORTES A LA SEGURIDAD SOCIAL

SRAL L CORNTRATISTA se ohlign 2 piesentm cerlifivacion en la cual se

N
indique ef page de los aporles a fos Sislemas de Seguridad Social Inlegral (salud,
pension y riesgos laborales) del personal vinculado a la ejecucion del canirato de
acuerdo con la ley y cumplic con los aportes parafiscales del SENA, CAJA DE
COMPENSACION FAMILIAR, BIENESTAR FAMILIAR, en el fugar donde se ejecuta
ef conlrato. Estos documentos deberan ser presentados por  EL CONTRATISTA,
al momento de la celebracion del contrale, durante Ja vigencia, a mas tardar a la
firma del acla de recibo a satisfaccion, PARAGRAFO. El incumplimierito de esla
obligacion serd causal para la imposicion de multas sucesivas hasla fanlo se de
cumplimiento, previa verificacion de la mora, mediante liquidacion efectuada por la
enlidad administiadora. Cuando durante 1a ejecucion del conlrato o a la fecha de
fiquidacién se observe la persistencia de esle ineurnplimiento por dos meses, la
enfidad estalal dard aplicacion a la cldusula excepcional de caducidad
adiminislrativa, conforme a lo establecido en el arllculo primero de la Ley 828 de
2003, modilicatorio del pardgralo segundo del arliculo 50 de la Ley 780 de 2002,

CLAUSULA VIGESIMA SEGUNDA - LIQUIDACION DEL CONTRATO: La
liquidacién del Contralo se sujetard a los términos y oportunidades eslablecidos en
el articulo 65 del acuerdo 064 del 2008, modificado por el acuerdo superior 021 del
2018.

CLAUSULA VIGESIVMA TERCERA - DECLARACIONES DEL CONTRATISTA: E
Conlralista hace las siguientes declaraciones: 11.1 Conoce y acepta los
Documentos gue hacen parte del contrato. 11.2 Tuvo Ja oportunidad de solicitar
aclaraciones y modificaciones a los Ducumenlos quie hacen paile del contrato y
recibié de LA UNIVERSIDAD respuesta oporluna a cada una de las soliciludes. 11.3
Se encuentra debidamente facultado para susctibir el presenle Conbralo. 11.4 El
Contratista al momento de la celebracion delf presente Contralo no se encuentra en
ninguna causal de inhabilidad, incompatibilidad y prohibicién. 11.5 El Conlratista
esta a paz y salvo con sus obligaciones laborales frente & los sistemas de seguridad
social integral y paraliscales. 11.6 El valor del Conlrato incluye todos los gaslos,
coslos, derechos,- impueslos, lasas y demds conlribuciones relacionados con el
cumplimiento del objelo del presenle conlrato. 11.7 El Conlratista durante la
vigencia contraclual realizara todas las aclividades necesarias para la ejecucién.
11.8 El Coniratista manifiesla que los recursos gue componen su palrlimonio no
provienen de tavado de activos, financiacién del terrorisnio, narcotrafico, caplacion
ilegal de dineros y en general de cualquier aclividad ilicita; de igual manera
manifiesta que los recursos recibidos en desarrolio de ésle conlralo, no seran
deslinados a ninguna de las actividades anles descritas.

CLAUSULA VIGESIMA CUARTA - INDEMNIDAD: El Conlrafista mantlendra
indemne a la Unlversidad contra todo reclamo, demanda, accion legal y coslos gque
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puedan causarse o surgir par dafos o lesiones a personas o hienes ocasionados
por EL CONTRATISTA o su personal durante la ejecucién del objeto y obligaciones
del contrato. En caso de que formule reclamo demanda o accion legal contra la
UMIVERSIDAD par asunlos que segin los contratos sean responsabilidad del
GCONTRATISTA, se le comunicara lo mas pronta posible de sllo para que por su
cuenta adople oportunamenle las medidas previslas por la ley para mantener
indemne a la UNIVERSIDAD DEL CAUCA vy adelante los lramiles para llegar a un
arreglo del conflicto. Si el contratista no asume debida y oporlunamente la defensa
de UNICAUCA, ésta pndra’ hacerla direclamente, pravia camunicaclon escrita al
romrallsla quign pagard {odos lns gastos en que la enlidad incurra por {al motivo.
Fn caso e gue aut oo o hiciere sl confratisla, UNICAHOA tendrd derncha o
debCl)lﬂdl ldle:, erngaciones de cualquier suma que adeude al conbralisia por razén
de los servicios motlva del contrato.

CLAUSULA VIGESHIMA QUINTA — PERFEGGIONAMIENTO Y LEGALIZACION:
El presente conltrato se perfecciona con la firma de las parles. Para su legalizacion
EL CONTRATISTA debera constituir las garantias previstas en la clausula décima
seplima, las que deben ser aprahadas por la Universidad del Cauca y pagar el valor
correspondiente a la Estampilla “Universidad del Cauca 180 anos”.

Para constancia se firma en Popayan, a los veintiséis 26 dias del mes de diciembre
del 2019

LA UNIVERSIDAD// 7 EL CONTRATISTA
vl
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JOSE LUIS D]Ag{@ FRANCO\?) VICTOR MANUEL GOMEZ HOLGUIN

Reclar /

Pioyscto: Adrlana M. Pusauz B/ﬂk, "
Ravisé: Cielo Pérez Soldno o~
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