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Otenable

Tenable, Inc.

6100 Merriweather Drive
Columbia MD 21044
(40) 872-0555
www.tenable.com

Deliver To

Parques Nacionales Naturales de C...
Calle 74 Number 11 - 81, Piso 1

Bogota DC 110231

Colombia

Category Qty Units
New 1

300 | TONE

LICENCIAMIENT

Via email llega licenciamiento adquirido segun siguiente documento:

Order Fulfillment

Order Date
Sales Order #

Delivery Date
Delivery Method
Customer

PO #

Reference Information
Registered Contact Email

Start Date
d Dat

R824 contact

Redes Seguridad

12/18/2024
364981

12/21/2024

Electronically Downloaded
794468

CO156714

Q-1370498

redes seguridad@parquesnacio...
12/21/2024

12/20/2026

Registered Contact Email
redes seguridad@parquesnacionales gov.co

Tenable One Tenable Vulnerability Management,
Tenable Security Center Plus, Tenable Security
Center Director, Tenable Identity Exposure,

Tenable Cloud Security Standard and Enterprise,

Tenable CIEM, Tenable Web App Scanning, OT
Security, Attack Surface Management, Lumin
Exposure View and Attack Path Analysis.
Number of Tenable Web App Scanning has limits
based on the actual asset count purchased
Annual Subscription based on number of Assets.

Start Date End Date  Serial #
12/21/2024 | 12/20/2026 | 242112300090
24211230009
2,2421123000
95242112300
097

Mediante reunion via team
segun siguiente imagen:

Otenable

Workspace

Tenable Products

D

Identity Exposure

se accedio al TENANT donde se aprecian

Discover and prioritize weaknesses
Within your existing Active Directary

domains and reduce your exposure,

Vulnerability Management

Scan assets for vuinerabilties, view
and refine results and refated data,
and share this information with an
unlimited set of users or groups.

Analysis and Prioritization Guidance

oc= Inventory
Lo B

B Qe

(=

e @ O o

Attack Surface Management

Understand your external attack

surface.

Cloud Security

Ermetic technology.

Unified Cloud Native Application
Protection Platform (CNAPP) bullt on

R

-~ Salir

RN

FB

PCIASY
Allow you take comprehensive scans of Web App Scanning
your networks 5o you can identify and Scan web applications to understand SC
‘address wulnerabiities and ensure the true security risks without
your organization complles with PCI disrupting ar delayin the appications
DSS. C
W8

Attack Path Analysis o Lumin
Embrace the attacker's persoective to. -~ Assess your Cyber Exposure tisk and =

- Ly = €SP 9388.m

sdaBEeLo00RO®RAR AR L bt
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Se realiza explicacion del modelo del licenciamiento “elastico” de TENABLE ONE:

Producto Licencias Relacion Activos

Tenable.VM 100 1.00 100
Tenable.WAS 100 1.00 100
Tenable.CS - CIEM 100 3.00 300
Tenable.CS - Standard 100 5.00 500
Tenable.CS - Enterprise 100 7.50 750
Tenable.AD 100 0.50 50
Tenable.OT 100 1.50 150
Tenable.ASM - Frec. Quincenal 100 (1 1) 25
Tenable.ASM - Frec. Diaria 0.50 50
Total =

Minimo de licencias: -

Adistec

Santiagf Del fampo (Extémo)

> C % cloudtenable.com/tio/app html#/li asset-li Bgrx &0 & @
5 Tablero de sequimie.. [J AUDITORIAS [ ENTRENAMIENTO [ PROYECTOS [ JOBS [ USCS [ INVERSIONES [ INVESTIGACION [ Importados & Calculadora de subr... » [ Todos los marcadores
= Otenable vunerabilty Management License Information ¢« ouickactions v~ P /@ & 528 (o)

AssetLicense ] Account Details
G

Tenable One Enterprise

4%
Used
Updated: De r
E Assets included in subscription 300}
Assets used 12
Assets remaining 288
Expires On December 21, 2026
N
Show More
>
Femando Bolivar Buitrago (Extemo) EE Q Bisqueds Q:‘ﬁ g O & A 1 E e 9‘9 9 ﬂ @ L) FI SN0 fii Rl 2]401126260;
4
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Se validan los tipos de agentes disponibles:

Otenable Downloads i

Tenable Nessus Downloads / Tenable Nessus Network Monitor

Tenable Nessus Agent

Tenable Nessus Network Monitor Jump to: Release *
Tenable Nessus Network
Monitor

NNM 6.5.0 GA [ View Release Notes ~
Tenable Security Center
Tenable Cloud Security @ 6:5.0-nnm-6.5.0-e57.x86_64.rpm NNM 6.5.0 for Red Hat ES 7.0/ CentOS 7 (64- 348MB  Sep 23,2024 Checksum

bit)

Integrations
Sensor Frety ® 6.5.0-nnm-6.5.0-es8.x86_64.rpm NNM 6.5.0 for Red Hat ES 8.0-8.9 / CentOS 80- 351 MB  Sep 23, 2024 Ehecksum

8.5 (64-bit) / OL8 (Red Hat Compatible Kernel
(RHCK) Only)

Tenable Log Correlation

Engine
Tenable Core
@ 65.0-nnm-6.5.0-e9.x86_64.rpm NNM 6.5.0 for Red Hat ES 9.0-9.4 (64-bit) 298MB  Sep 23,2024 Checksum
Tenable OT Security
Tenable (dentity @ 65.0-nnm-6.5.0-x64.exe NNM 6.5.0 for Windows Server 2012, Server 272MB  Sep 23,2024 Checksum
Exposure 2016, Server 2019, Server 2022, 7, 8 and 10 (64-
bit)

Frictionless

Se realiza lanzamiento de escaneo de vulnerabilidades:

= Otenable VunerabiityManagement  Scans > Selecta Scan Template > CreateaScan 7 Quick Actions G’ & & 88
&6 Schedule »
oo
0] Notifications
EMAL RECIPIENTS) SMS RECIPIENT(S)

M rede: 20V.CO Example: (302) 555-1212, +44 770 ( 461
© &
i3

Add Filters
@ User Permissions ®
=
=

& Default No Access v

- Save & Launch Conce

v

CET—— s 8 Q s M e O iAuBEBEL,PROR®AAMAF AR L
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®

= Otenable vunerabiity Management  Scans > Selecta Scan Template > Createa Scan ¢ Quick Actions (9 [9 & 8 @
oo Internal Scanner - Disabled v |7 -
(0] @ PNNC_SERVIDORES . | Default
s
I
()
192.168.50./24
& parquesnacionales. gov.co, kiic.parquesnacionales.gov.co, senda.parquesnaclonales.gov.co, mapas.parquesnacionales.govico, k1
&

Add P;I(-
=
B Schedule >
B i
Notifications

B Qs M@ ociuBOLOBEORGVAR R e SO

3. VALIDACION WEB APPLICATTION SCANNING

Se realiza explicacion de los diferentes tipos de escaneos a realizar sobre aplicaciones WEB:

= (Otenable vunerabiity Management  Scans > Selecta Scan Template # Quick Actions o XN @

8828

Select a Scan Template =
Web Application  User Defined

8 Results

82 8items 1tosors Page 1 of 1
58

Q API BB Config Audit & Logishell ,O Overview
A scan that checks an AP for ~ Acompliance audit of security - Detection of Apache Logdj CVE Ascan that outlines URL paths
‘ @ vulnerabilities. guidelines for web applications. 2021-44228. and builds a site map.
=
& =3 P \ Quick Scan @ Scan @ ssuis
(& A WAS scan used for PCI ASV A quick scan for web A scan that checks a web An audit of web application
scans. applications application for vulnerabilities. Implementation of SSL/TLS.

e @ oo M E O L AUBOLOBOR®HBMAY 0 D cus tin

Seguridad, Administracion y Gestion de Servicios Acreditados de T.I
www.pcm-ti.com - soluciones@pcm-ti.com

XX



%

CON SELURIDAD SU MEIOR SERVICIO DET)
P MEros Lide

= @tenable Vulnerability Management Scans > SelectaScanTemplate > CreateaScan ¢ Quick Actions v GP @ i 888 @

566

Create a Scan - Web App Overview o
©SETT\NGS

Settings
m
@ score
@ General
@ ASSESSMENT
NAME
ik @ENs | Example: Daily WAS Scan REQUIRED
DESCRIPTION

@ CREDENTIALS

e: Scan Description
N

(P
% FOLDER

| My Scans v |

SCANNER TYPE

| Cloud WAS Scanner v |
(54

SCANNER
X Next Cancel
v

T s Qe 48 @ O =

ESP 10:102. m.
& Gn TO® uone

4. VALIDACION ATTACK SURFACE MANAGEMENT

C 2% asm.cloud.tenable.com,
#8 Tablero de seguimie.. [ AUDITORIAS [T ENTRENAMIENTO [ PROYECTOS [0 JOBS [ USCS [ INVERSIONES [T INVESTIGACION [ Importados &b Calculadora de subr » [ Todoslos marcadores
s o - — n &
Otenable Attack Surface Management parquesnacionales.gov.co-6858 (7] (P B 2 B v B B ??) @O @
&«
ional 6858 Total Assets Domains Subdomains B
parquesnacionales.gov.co- 2 2
®
Team: monitoreo.tic 391 1 75
2

Legacy filtering Enter filter query 110 25 of 391 Page1of16 »

Host Severity P Record Type Ports AS! Screenshot
Sort by Asset Count - High to Low Select All » parquesnacionales.gov.co = :%ggglg g;i | ifers MX Go
s . _q parquesnacionales.gov.co . = 2606:4700:50::adf5:3a9¢c,
| Ry » parquesnacionales.gov.co None 173.45.56.156, +2 others SOA cL
w reservas.parquesnacionales.qo... Low 108.157.229.2 CNAME AM -
Host P
N 108.157.229.29 CNAME AM = c
reservas. parquesnacionales.gov.co 108.157.229.29
reservas.parquesnacionales.go... Low 108.157.229.18 CNAME AM N
test- GO
glpi.parquesnacionales.gov.co tow 85227:9000 CNAME PL
» parquesnacionales.gov.co (None 2606:4700:50::adi5:3a9c, NS oL

108.162.193.119, +4 others

Quaes PO O W AUEBOLSOBO®

ESP 10:362.m.
A0 G RO® e
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VALIDACION

53 Col
Add Google Workspace
@ Ap
Customer ID
c Sarvica A t y B Billing
reate a Service Accoun COlrwOhhp @
for Tenable Cloud 1 * @ Account
Security
Service Accoun... Account settings
ermeticapp(E @
Configure Domain Wide P Adein roles
Delegation
User Mail
monitoreo.tic @) Profile
Provide Organization
Details Name Customer ID
ErmeticCustomer1 C038gdric
Service account impersonation permissions not granted. Ensure that “iam.serviceAccounts.actAs" is granted to the Tenable service ¢ Back
account.

6. VALIDACION LUMIN

Ha empezado por usted. Informe a todos de
que se les esta grabando, Directiva de

G % cloud.tenable.com,
rivacidad
# Tablero de seguimie.. [ AUDITORIAS [J ENTRENAMIENTO [J PROYECTOS [ JOBS [J USCS [ = dos & Calculadora de subr.

= (tenableone | Lumin Exposure View =

Exposure Cards News
@ New Custom Card {g} Q
Overall Score @ v
Score Score (Beta) ]
—— Global Exposure Card
12 Assets « Last Update: 24 Dec 2024 at 09:43 + Details v
Categories: sLA
g0 95.0%
v QOverall score - &
Your score is inside target. Web
Exposure Management - = Joco Applications is critical.
Computing Resources 500 Benchmarks
B :
ZID l‘) B Total Population B Industry: Other
T 20 347/1000 3301000
B
Categories: SLA u o .
AT T

Mo MpE@OTAUBOLSOERORNAN
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O @ 020503 D & & © EB 8 8

Separar  Chat  Gente Partipar Reacconar  Vista  Nows  Sabs  Apfcaciones  Mis Cimara Micrc

Gmail X | i Recibidos (9.060) % (15) Aprovisiona: ® X | 3 Coreo: Femando ¢ Tenable One

@ Lagrabacienss haiicado X
Ha empezado por usted. Informe a todos de

< C % doudtenable.com st st Direciv e

B8 #8 Tablero de seguimie.. [ AUDITORIAS [) ENTRENAMIENTO [ PROYECTOS [ JOBS [ USCS — jos & Calculadora de subr. 3 Todos los marcadores

= Lumin Exposure View = | Global Exposure Card BACKTOTOP A

Exposure Cards News

a7/ 100U 2907 100U

() New Custom Card & Q B

253/1000
Change
Overall Score @~ 2
The score remains the same
Global Exposure Card
Asset Risk Breakdown
253
E © 253 o P o P —
253 0% Assets with Critical Risks 0% Assets with High Risks n
Total Per Category =] s
Categories: SLA
2 (I 95.0% Target K n] o
67% Assets with Med/Low Risks
=
S e ———
Exposure Management - = D
Computing Resources
ZID
s .20 3 T
5 v Trend - &
Categores: SLA - -
am = A Ha - ] ESPAN S 1125a.m.
BE  Q Bisqueds M @ O D AW S B EBO -4 Fl O L L e

LICENCIAMIENT

Se realiza validacion del estatus del licenciamiento consumidos una vez ejecutados los diferentes
escenarios de pruebas de funcionamiento de la solucion:

C % cloud:tenable.com

5 Tablero de seguimie.. [) AUDITORIAS [ ENTRENAMIENTO [ PROYECTOS [ JOBS [J USCS [ INVERSIONES [ INVESTIGACION [ Importados ¢ Calculadora de subr.

= Otenable vunerabiity Management  License Information N ¢ Quick Actions @P & s 8@

AssetLicense ) Account Details

S

Iy : = -

Tenable One Enterprise -

0

Container UUID: 3¢966700-bf5f-4d75-b38c- HH - .

c4B68€756ae6 hed Vulnerability g Cloud Security -
0

Last Updated: December 24, 2024 at 09:59 AM UTC Used Used
- Details Management e e
080
B Assets included in subscription 300 Licenses allocated 280 Licenses allocated 0

Assets used 12 Licenses used v " Licenses used v 0
@ Assets remaining 288 Licenses remaining 269 Licenses remaining N/A

Expires On December 21, 2026 License ratio 1 License ratio 5
g Tenable assets allocated 280 Tenable assets allocated 0

Usage Breakdown and Trend (3 Tenable assets used i Tenable assets used 0
&

M MTD ANl m
View Trend View Trend

300

” —————
B Q sosquede Mg @ oL iAuBEBBOLSPEORAT DR s
9
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C % doud.tenable.com,

#8 Tablero de seguimie.. [J AUDITORIAS [J ENTRENAMIENTO [ PROYECTOS [ JOBS [ USCS [ INVERSIONES [ INVESTIGACION [ Importados & Calculadora de subr... [ Todos los marcadores

= Otenable Vulnerability Management License Information ¢ Quick Actions @ @ & @

AssetLicense £ Account Details

-
Tenable One Enterprise .
)
Container UUID: 3¢966700-bf5f-4d75-b38c- Ak Viewnend Mewiltend
4868e758a€6
@ Last Updated: December 24, 2024 at 09:59 AM UTC
Details v
s Web Application Attack Surface
080 & 5% 0%
Assets included in subscription 300 Scannmg sed ”anagement oad
Assets used 12
Assets remaining 288
@ Expires On December 21, 2026 Licenses allocated 20 Licenses allocated 0
Licenses used 1 Licenses used v 0
= ” _— — Licenses remaining 19 Licenses remaining N/A
= Sage Brcakcown an et License ratio ; | License ratio 0.25
3 - Tenable assets allocated 20 Tenable assets allocated 0
- Tenable assets used ] Tenable assets used 0 [N
{% 1M MTD ﬂ m
X 300
@& 0 View Trend View Trend A
m - A M BP 1025, m
e m Q Bisqueda m ¢ O @& A4 f [ ﬂ @ L A0 G OB e

C % doud.tenable.com,

ff Tablero de sequimie.. [) AUDITORIAS [ ENTRENAMIENTO [ PROYECTOS [ JOBS [ USCS [ INVERSIONES [ INVESTIGACION [ Importados M Calculadora de subr...

= @tenable Vulnerability Management License Information ¥ Quick Actions GP @ < 888 @
AssetLicense & Account Details
ASSET mciuded In subscription 300 T
Assets used 12
D Assets remaining 288
Expires On December 21, 2026
Usage Breakdown and Trend (4 View Trend View Trend

&
1

Identity Exposure

M MTD ﬂ m 0%
o= Used
&
300
=
= Licenses allocated 0
v 7
- 200 Licenses used N/A
@ Licenses remaining N/A
License ratio 0.5
s 100 Tenable assets allocated 0
Tenable assets used N/A
0
b 1001 10116, 1101 W6 a1 A21B
2024 .
- a 5 BP 10252, m.
Fernando Bolvar Buitrago (Extemo) Q Bisqueda 248 @o @A BSLS OO O R4 A9 n RO

10
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