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NOTA DE PROPIEDAD

La informacién y datos contenidos en todas las pdginas de este documento de naturaleza
comercial, técnica o financiera elaborado por BOYRA es informacion confidencial y privilegiada
de BOYRA, y Sistema Integrado de Emergencia y Seguridad Metropolitana (SIES-M). La citada
informacion se facilita a Sistema Integrado de Emergencia y Seguridad Metropolitana (SIES-M)
bajo las mds estrictas obligaciones de confidencialidad, en el bien entendido que éste no la
usard sin permiso de BOYRA, para propdsitos distintos al uso interno del presente proyecto.
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1. OBJETIVO

Este documento detalla la infraestructura del Tenant de Cortex XDR Pro sies-

m.xdr.us.paloaltonetworks.com de Palo Alto Networks, incluyendo su plataforma, componentes

y configuracién implementada en para SIES-M.

2. RESUMEN EJECUTIVO
|

SIES-M ha adquirido 200 licencias de agentes para la soluciéon de Cortex XDR Pro de Palo Alto
Networks en conjunto con el add-on de Host Insights, permitiendo tener una visibilidad completa
del comportamiento del usuario y la actividad de endpoints, y simplifica la investigacién de
amenazas al correlacionar los logs de los sensores para revelar las causas vy lineas de tiempo
alrededor de las amenazas o actividades sospechosas. La aplicacion también permite realizar
acciones de respuesta inmediata y finalmente, para detener futuros ataques, se definen reglas

para detectar y responder a actividades maliciosas.
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3. DETALLE DEL LICENCIAMIENTO

La siguiente tabla detalla el nimero de licencias adquiridas para el uso de la solucién de
Proteccion Avanzada — Cortex Pro vy sus respectivos addons adquiridos.

Tenant ID SIES-M
URL https://sies-m.xdr.us.paloaltonetworks.com/

Region United States - Americas
(PNl B o 0220980000024432

Mo e Pro per endpoint 200
I Add-ons: Host Insights

X
LICENSE (4
CQORTEX xDR
Advanced endpoint protection, data
collection and response
AGENTS

Active e

- AT I )

Expires on Oct 1510 2020 o
EMDPOIMNTS USAGE
Installed Agents Data Collection Enabled

0% [0/200] 0% [0/200]
ADDONS (E
*Activation of Identity Analytics has been moved to Analytics Configuration Page.
-~ e . Host Insights - 200 agents
‘:O:. C?’TPL e it -@- Usage: 0% [0/ 200]
‘v Click here to expand your free quota = - e e e
Expires on Oct 13th 2026
@ Forensics
Click here to enable free access
Licenciamiento
Eoyra 5.A. Dqg 61 C Bis 24-34 Tel. (57-1) 7 02 34 70
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4. ARQUITECTURA DE LA SOLUCION

La arquitectura de Cortex XDR es ilustrada en la siguiente imagen.

Cortex XDR ‘42'

Cortex DataLake

Nube de
Inteligencia de PAN

Next Generation Firewalls
x Otros (VM Broker, Cloud
y Third-Party Data)

Endpoints con
Agente de XDR

Topologia de la red

El despliegue incluye los siguientes componentes:

e Infegracion con WildFire, nube de inteligencia de PAN.
e Endpoints con agente de Cortex XDR.

La siguiente tabla detalla las versiones actuales de la solucién Cortex XDR:

CORTEXXDR  yiversion ~ SERVER VERSION WILDFIRE SERVER

VERSION

v3.8.0-3896- | master-v3.8.0-5168- -
Cortex XDR V3.8 gc022a50fa g94le6 wildfire.paloaltonetworks.com

Boura. S-A. Dq 61 C Bis 24-44 Tel. (57-1) 7 03 34 70
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ABOUT

Cortex XDR V3.8
Role: Account Admin

Ul VERSION:
Version: v3.8.0-3896-gc022a50fa
Branch: master
Commit 1D: c022a50fa21661425ebed 55534947 26ad 3b716
Update Time: Mov 12th 2023 13:01:21

SERVER VERSION:
Version: master-v3.8.0-5168-g941e6
Branch: master
Commit ID: 941e6a57323bb0?83317ed15cee?5fdec/32ed57
Update Time: Moy 12th 2023 10:21:32
Cortex XDR Project ID: 1002558825718
Cortex XDR ID: 6233360943671060754
Cortex XDR URL: https:/sies-m.xdr.us.paloaltonetworks.com
HOL Content Version: master-fb0a
Palo Alto Metworks Latest Content Version: 1180-74451
WildFire Server: wildhre.paloaltonetworks.com

This product includes Geolite2 data created by MaxMind, available
from https:fwww.maxmind.com

Detalle del versionamiento de Cortex XDR

Eoyra 5.A. Dqg 61 C Bis 24-44 Tel. (57-1) 7 03 34 70
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5. CONFIGURACION CORTEX XDR
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La configuracion actual de los componentes de Cortex XDR serd detallada en esta seccion.

5.1. SETTINGS

5.1.1. ACCESS MANAGEMENT

Se muestra a continuacién los roles configurados para la gestion de Cortex XDR.

ROIES Found 16 results

ROLE NAME

Mesa de Ayuda SIES-M
Super user

Scoped Endpoint Admin
Privileged Investigator
IT Admin

Account Admin

Viewer

Deployment Admin
Instance Administrator
Investigator

Privileged IT Admin
Security Admin
Privileged Responder
Responder

Privileged Security Admin

Investigation Admin

CREATED BY

S e

bo bo bo Jo ho Jo Jo ho o o o o o e

helpdesk@boyra.com

tecnologia.sies@medellin.gov.co

Palo Alto Networks

Palo Alto Networks

Palo Alto Networks

PFalo Alto Networks

Palo Alto Networks

Palo Alto Networks

Palo Alto Networks

Palo Alto Networks

Palo Alto Networks

Palo Alto Networks

Palo Alto Networks

Palo Alto Networks

Palo Alto Networks

PFalo Alto Networks

'@) Type your search here

DESCRIPTION

Perfil para los analistas de Mesa de Ayuda

Rol ereado para el deploy de XDR

Mccess only to product areas that support endpoint scoped based access control (SBAC) - Endpoint Administration, Action C...
Can view and triage alerts, incidents and rules, and the view profiles and policies and Analytics management screens.

Can manage and control endpoints and installations, configure brokers, view profiles and policies, and view alerts.

The user(s) have full access to the given app(s), including all instances added of the appls) in the future. App Administrator ca..
Can view the majority of the features of the XDR app for this instance.

Can manage and control endpoints and installations, and configure brokers.

The user(s) have full access to the app instance for which this role is assigned. The Instance Administrator can also make othe...
Canview and triage alerts and incidents

Can manage and control endpoints and installations, configure brokers, create profiles and policies, view alerts, and initiate Li..
Can triage and investigate alerts and incidents, respond (excluding Live Terminal), and edit profiles and policies.

Can view and triage alerts and incidents, access all response capabilities, and configure rules, policies, and profiles.

Can view and triage alerts, and access all response capabilities excluding Live Terminal.

Can triage and investigate alerts and incident, respond, and edit profiles and policies.

Can view and triage alerts and incidents, configure rules, and view the profiles and policies and Analytics management screen...

Roles

Boura 5.A.
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Se muestra a continuacion los usuarios configurados para la gestién y el acceso al tenant de

Cortex XDR.

Use rs Found 15 results

USER NAME It
Adolfo Leon Ramirez
Alejandra Restrepo
Anibal Posada
Cristian Morales
Duvan Beleno

Ever Lopez
Giovanny Puerta
Guido Escobar
Guillermo Henao
Help Desk Boyra
Juan Gabriel Pulgarin
Mateo Herrera
Tecnologia Sies
Victor Osorio

Wilmar Palacios

EMAIL

adolfo.ramirez@medellin.gov.co

alejandram restrepo@medellin.gov.co

anibal posada@medellin.gov.co

cristian.morales@medellin.gov.co

duvan.beleno@medellin.gov.co

ever.lopez@medellin.gov.co

giovannypuerta@medellin.gov.co

guido.escobar@medellingov.co

guillermo.henao@medellin.gov.co

helpdesk@boyra.com

juang.pulgarin@medellin.gov.co

mateo.herrera@medellingov.co

tecnologia.sies@medellin.gov.co

victor.osoriog@medellin.gov.co

wilmar.palacios@medellin.gov.co

USER TYPE

CSP

CspP

CSpP

Csp

CSpP

Csp

CSpP

Csp

CSpP

Cs5P

CSP

Cs5P

CSP

Cs5P

CSP

@ Actions ~

DIRECT ROLE

Account Admin

Mesa de Ayuda SIES-M
Mesa de Ayuda SIES-M
Account Admin

Mesa de Ayuda SIES-M
Account Admin

Mesa de Ayuda SIES-M
Mesa de Ayuda SIES-M
Mesa de Ayuda SIES-M
Account Admin
Account Admin

Mesa de Ayuda SIES-M
Account Admin
Mo-Role

Mesa de Ayuda SIES-M

Usuarios

Boura 5.A.
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5.1.2. GENERAL

Se muestra a continuacion la configuracion realizada para Server Settings de Corfex XDR.

Server Settings

Keyboard Shortcuts

Astifact and Asset Views

Quick Launcher

Timezome

Amencas/Bogota (UTC - 5)

Timestamp Format

MM Do YYYY HH:mmess

Email Contacts
Define the list of contact emalls for Cortex XDR communication

CISTRIBUTION LIST [0] =A00
x

Scoped Server Access

Disabled (I Enablad

Boura. S-A. Dq 61 C Bis 24-44 Tel. (57-1) 7 03 34 70
http:/ / veww.boyra.com Booota, D.C. - Colombia info@boyra.com
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XL Configuration

Ihese sattings contral yvour XOL queries in the syster

A Ihis change will impact the default behavior of all your XGQL configurations except for BIOCs

Case Sensitivity [case_sensitive) (CJp

Define the incidents target MTTR per incident severity

Critical o days and & hours
High 0 daysand 12 hours
Medium 1 days and 0 hours
Low 2 days and 0 hours

Impersonation Role

Role
Read-only -

Server Settings.

Boura. S-A. Dq 61 C Bis 24-44 Tel. (57-1) 7 03 34 70
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Se muestra a continuacion la configuracion realizada para Security Settings de Cortex XDR.

Security Settings

Session Expiration
Configure expiration time period

User Login Expiration
8 hours

Dashboard Expiration

As user login expiration (8 hours) e 7 Days

Allowed Sessions

Approved Domains
Disabled {Default] Alow server aofecs Lo users from the following domams ondy

Approved IP ranges
DliSfrbl-m ,"ll:)ej',-_]uuj Alow server aocess Lo dedicated extermal [P ranges from which o wser can log ir

User Expiration

Lusable aceess for users that haven't lagged in for a long period of time

Deactivate Inactive User
Disahled (Defaiilt)

Allowed Domains

DOMAIN MAME (0] <ADD

st domain b4

Security Settings.

Boura. S-A. Dq 61 C Bis 24-44 Tel. (57-1) 7 03 34 70
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Se muestra a continuacion la configuracion realizada para Agent Configuration de Cortex XDR.

Agent Configurations

Global uninstall pas:
Set the default

Define Password Passwerd Strength

Confirm Password -— e o e

our organization

# Enable bandwidth control

Mbps [Megabits per

XDR Calculator for Recommended Bandwidth

Numb

of Agents 244
we recommend you to allocate the minimum of 20 Mbps.

| Enable minor content version updates

To enforce immediate protection against the latest threats, enabie minor content updates.

Otherwise, the content updates in your netwerk occur only on major releases. -

Agent upgrade
© Cortex XDR agenl

and number of par

ade sche

w Cortex XDR agent release roflout. anly o
grades continue to be deployed across your

ired

ingie batch of agents is
twork with the number of

* Amount Of Parallel Upgrades Duiring the first week of @ ne:

500 | After that. a

* Days In Week
7 days sefected

Schedule From To

. Ay Specific

nt Versions
srtex XUH Agent Ver

Enable Critical Environment Wersions to be Created and Installed in the Tenant

gulated environments and do not contain all update: d to restrict the use of these w to the requirec

Viersions are des|

Advanced Analysis

Conf alert data and apply Advanced Anal
Enable Cortex XDR to automatically upload defined alert data files for advanced analysis. Advanced Analysis increases the Corlex XDR exploit protection module accuracy
+ Automatically apply Advanced Analysis exceptions to your Global Exceptions list. This will apply all Advanced Analysis exceptions suggested by Cortex XDR. regardless of the alert data file source -
san

Agent Stat!
Contf

wtex XDR Agent license revocation and deletion
* Connection Lost (Days)

30

Agent Deletion (Days)
180

Boura. S-A. Dq 61 C Bis 24-44 Tel. (57-1) 7 03 34 70
http:/ / veww.boyra.com Booota, D.C. - Colombia info@boyra.com
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Informative BTP Alerts

Note: If you have any Cortex XDR filters, starring policie:

les, log forwarding queries, or automations rufes configured for XSOAR / 3rd party SIEM, we advise you update those to support the changes before activating the feature (for

example, change the query to include the previous descri the new description, instead of looking for an exact match)

Cortex XDR Log Collection

Configure Cortex XDR ta eollect lags te maintain

+ | Enabie Cortex XDR agents Lo coflect logs necessary to malntain the stabilty of your Cortex XDR agent and improve performance - L

Hast Name: Host IP{IPv only)

Time Interval

Agent Configuration.

5.1.3. INTEGRATIONS - CLOUD IDENTITY ENGINE

Se muestra a continuaciéon la configuracién realizada para la integracién con el Cloud Identity
Engine y Cortex XDR.

Cloud Identity Engine

#%+ Cloud Identity Engine

@ Secretaria De Seguridad y Convivencia De Medellin

Region: Americas

Cloud Identity Engine - Cortex XDR.

Boura. S-A. Dq 61 C Bis 24-44 Tel. (57-1) 7 03 34 70
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Directories

idad y Convivencia De Medellin | Tenant ID: 4342553699437995520

Displays status information for the directories, including when the last sync occurred. You can also synchronize, add, or remove directories.

Secretaria De Segu

On-Premises

Sync Changes Full Sync
Directory Name Netbios Type Sync Status Last Change Detected Users Computers Groups Containers ou's Actions
segsiesm local segsiesm Active Directory o Success 546 141 y 131 36 o

»
1 Results

Cloud Identity Engine — Directory Sync.

Agents & Certificates

Secretaria De Seguridad y Convivencia De Medellin | Tenant ID: 4342553699437995520 Download New Agent (vL.8.0-426) CF
After you configure a Cloud Identity agent, view the agent's status and the domains it is monitoring.

Click here to learn more about agents.

Agent Id Version Monitoring Domains Status Last Updated Certificate
o s SyncAD A
S v180-426 segsiesm.local & Orline o 0DCDAEP187FA306978FILCA

1 Results

Cloud Identity Engine — Agents & Certificates.

5.1.4. CORTEX XDR - ANALYTICS

Se muestra a continuacion la configuracion realizada para la activacion del Analytics Engine y
el Identity Analytics.

Cortex XDR - Analytics

Analytics engine is active!

Analytics Engine is continuously profiling user and device behavior, triggering Analytics-based alerts.

Active

A Add Windows DHCP lags to enhance the Analytics Engine

Featured in Analytics

Identity Analytics

Improved suspicious user activity visibility a
in XDR Analytics type alerts. Learn more

Cortex XDR — Analytics.

Boura. S-A. Dq 61 C Bis 24-44 Tel. (57-1) 7 03 34 70
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5.1.5. BROKER VMS

Se muestra a continuacion la correcta sincronizaciéon y el detalle de la configuracién del servidor
asignado como Broker VM y sus respectivos porcentajes de uso en los recursos de este.

B ro ke r V M S Found 1 result

DEVICE MAME 1t T STATUS T CLUSTER NAME T VERSION T CONFIGURATION STATUS
e OGNCX3B7R Connected 21.1.12 Up to date
APPS CPU USAGE T MEMORY USAGE T DISK USAGE

o Local Agent Settings
10% 21% 0% (1.7GB/346.4GB)

Broker VMs — Servidor Z34QJMQM.

Adicionalmente, se muestra las aplicaciones activas

APPS

® Local Agent Settings = + Add

Local Agent Settings
® Connected

Active Connections: 0
Resources:

CPU: 0.03%

Memory: 0.69%

Disk: 29.7MB

Configure

Deactivate

Boura. S-A. Dq 61 C Bis 24-44 Tel. (57-1) 7 03 34 70
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5.1.6. EXCEPTIONS CONFIGURATION
Se muestra a continuacidn las excepciones configuradas en base al andlisis de los incidentes que
se presentaron en el momento de realizar a la implementacién de Cortex XDR.
o . JOR

g

COMMENT

DESCRIPTION

NAME

Alert Exclusions

MODIFICATION TIME [

EXCLUSION ID

Alert Exclusions.

No se realizé ninguna exclusion a raiz de alguna alerta o incidente detectado por Cortex XDR.
o

USER EMAIL DESCRIPTION RULE SCOPE

CONDITIONS

IOC/BIOC Suppression Rules

MODIFICATION DATE 4

RULE NAME

IOC/BIOC Suppresion Rules.
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5.2. ENDPOINTS & ENDPOINTS GROUPS

Al momento se tiene un total de 37 endpoints con el agente de Cortex XDR instalado.

3 7 * 26 | Connected

« 11 | Disconnected
AGENTS

Endpoints.

Se muestra a continuacién que tipo de sistemas operativos se tiene en la consola y la versién de
la agente instalada en estos endpoints.

rating System Type Distribution Agent Version Breakdown (Top 5)
e ="
/. £

« 31)8.3.1.52065
« 34| ER Windows « 3 |83.049434

37 «2 | @& macOS 37 « 1 |8.3.02663

AGENTS 1 | A Lnux AGENTS « 1 (8402701

«1 1831124201

Operation System & Agent Version Enpoitns
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Se muestra a continuacion los 1 Endpoints Groups configurados en la plataforma.

Endpoint Groups s e ¢

LAST UPDATED T GROUP NAME A\ GROUR TYPE A\ DESCRIPTION T FILTER MEMBERS COUNT

Mar 8th 2023 16:14:40 VPN Users SIES-M I Static Proteccitn para usuarios VPN GP SIES-M endpoint in VOSORIOG, JORGEGARCIA, CMORALEG AND status != Uninstalled 3

Endpoints Groups.

5.3. PREVENTION POLICIES

5.3.1. PROFILES

Se muestra a continuacién los Prevention Profiles tipo Exploit para Windows configurados en la
plataforma, incluyendo el perfil Default.

PLATFORM TYPE [ - T v ASSOCIATED TARGETS r SUMMARY T USAGE COUNT

8 Windo

Browser Exploits Protection - Repart
Log ploits Pre jon - Repart

Known Vulnerable Processes Protection - Report
Operating Systemn Exploit P
Exploit Protection for Additiona
Unpatched Vulnerabilities Protection

# Exploit Visibility operating system contains Win

o not modify system settings

Browser Exploits Protection - Block
il nit: jon - Block
Known Vulnerable Processes
Operating System Exploi
Exploit Protection for Addition: £S5E5

# Exploit Enforcement operating system contains Windows

tem settings

Logi
Known Vulnerable Proce:
Operating System Exploi
Exploit Protection for Additi
Unpatched Vulnerabilities Protection - Do not modi

& Exploit Default Any

m settings

Prevention Profiles Exploit Windows.

Se muestra a continuaciéon los Prevention Profiles tipo Exploit para macOS configurados en la
plataforma, incluyendo el perfil Default.

PLATFORM TYPE NAME \ ASSOCIATED TARGETS T SUMMARY
& macos(l)

Browser Exploits Protection - Block
Logical Exploits Protection - Block
=% Exploit Default Any Known Vulnerable Processes Protection - Block
Operating System Exploit Protection - Block
Exploit Protection for Additional Processes - Disabled

Prevention Profiles Exploit macOS.
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Se muestra a continuacion los Prevention Profiles tipo Exploit para Linux configurados en la
plataforma, incluyendo el perfil Default.

PLATFORM TYPE NAME T  ASSOCIATED TARGETS T SUMMARY
A Linux (1)
Known Vulnerable Processes Protection - Block
= Exploit Default Any Operating System Exploit Protection - Block
Exploit Protection for Additional Processes - Disabled

Prevention Profiles Exploit Linux.

Se muestra a continuacion los Prevention Profiles fipo Malware para Windows configurados en la
plataforma, incluyendo el perfil Default.

PLATFORM TYPE NAME T ASSOCIATED TARGETS T SUMMARY
B8 Windows(3)

Portable Executable and DLL Examination - Report
Office Files with Macros Examination - Report
Global Behavioral Threat Protection Rules - Report
Respond to Malicious Causality Chains - Enabled
Ransomware Protection - Report

Malicious Child Process Protection - Report
Endpoint Scanning - Enabled

+ 8 more

£ Malware Visibility operating system contains Windows

Portable Executable and DLL Examination - Block
Office Files with Macros Examination - Block
Global Behavioral Threat Protection Rules - Block
Respond to Malicious Causality Chains - Enabled
Ransomware Protection - Block

Malicious Child Process Protection - Block
Endpoint Scanning - Enabled

+ 8 more

£ Malware Enforcement

= operating system contains Windows

Portable Executable and DLL Examination - Block
Office Files with Macros Examination - Block
Global Behavioral Threat Protection Rules - Block
Respond to Malicious Causality Chains - Enabled
Ransomware Protection - Block

Malicious Child Process Protection - Block
Endpoint Scanning - Disabled

+ 8 more

£ Malware Default Any

Prevention Profiles Malware Windows.
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Se muestra a confinuacién los Prevention Profiles tipo Malware para macOS configurados en la
plataforma, incluyendo el perfil Default.

PLATFORM TYPE NAME v ASSOCIATED TARGETS T SUMMARY
& macos(1)

Global Behavioral Threat Protection Rules - Block
Endpoint Scanning - Disabled
Mach-O Files Examination - Block
Credential Gathering Protection - Block
£ Malware Default Any Anti Web, Protection - Block
Financial Malware Threat Protection - Block
Cryptominers Protection - Block
+1 mare

Prevention Profiles Malware macOS.

Se muestra a continuacién los Prevention Profiles tipo Malware para Linux configurados en la
plataforma, incluyendo el perfil Default.

PLATFORM TYPE NAME T  ASSOCIATED TARGETS T SUMMARY
A Linux(1)

Global Behavioral Threat Protection Rules - Block
Endpoint Scanning - Disabled
ELF Files Examination - Block

- Reverse Shell Protection - Block

£ Malware Default Any Local File Threat Examination - Enabled
Credential Gathering Protection - Block

shell Protection - Block

+ 2 more

Prevention Profiles Malware Linux.

Se muestra a continuacion los Prevention Profiles fipo Restrictions para Windows configurados en
la plataforma, incluyendo el perfil Default.

PLATFORM TYPE NAME T ASSOCIATED TARGETS T SUMMARY
BB Windows (3)

Executable Files - Report
Network Location Files - Report

‘@ Restrictions Wisibility operating system contains Windows Removable Media Files - Report
Optical Drive Files - Report
Custom Prevention Rules - Disabled

Executable Files - Disabled
Network Location Files - Disabled
=@ Restrictions Enforcement operating system contains Windows Removable Media Files - Disabled
Optical Drive Files - Disabled
Custom Prevention Rules - Disabled

Executable Files - Disabled
Network Location Files - Disabled
“@ Restrictions Default Any Removable Media Files - Disabled
Optical Drive Files - Disabled
Custom Prevention Rules - Disabled

Prevention Profiles Restrictions Windows.
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Se muestra a contfinuacion los Prevention Profiles fipo Restrictions para macOS configurados en
la plataforma, incluyendo el perfil Default.

PLATFORM TYPE NAME T ASSOCIATED TARGETS T SUMMARY

& macos(1)

*@ Restrictions Default Any Custom Prevention Rules - Disabled

Prevention Profiles Restrictions macOS.

Se muestra a continuacion los Prevention Profiles tipo Restrictions para Linux configurados en Ia
plataforma, incluyendo el perfil Default.

PLATFORM TYPE NAME T  ASSOCIATED TARGETS T SUMMARY \

A Linux (1)

“@ Restrictions Default Any Custom Prevention Rules - Disabled

Prevention Profiles Restrictions Linux.

Se muestra a continuacién los Prevention Profiles tipo Exceptions para Windows configurados en
la plataforma, incluyendo el perfil Default.

PLATFORM TYPE NAME T ASSOCIATED TARGETS T SUMMARY T USAGE COUNT T
28 Windows(2)

Process Exceptions -0

Support Exceptions - 0

Behavioral Threat Protection Rule Exc..

zathering Protection Rule ...

h Exceptions Enforcement operating system contains Windows Anti Wehshell Protection Rule Excepti 1
Financial Threat Protection ...
Cryptominers Protection Rule Excepti...

Process Exceptions - 0
Support Exceptions - 0

Behav hreat Protection Rule Exc..
. Default (No operating system contains 1 Credential Gathering Protection Rule ...
“i Exceptions Exceptions] I Anti Webshell Protection Rule Excepti... 2
REATE, plindoe Financial Malware Threat Protection ..

Cryptominers Protection Rule Excepti...

+ 5 more

Prevention Profiles Exceptions Windows.
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Se muestra a continuacion los Prevention Profiles tipo Exceptions para macOS configurados en la

plataforma, incluyendo el perfil Default.

PLATFORM TYPE NAME T

& macos(1)

Default (No

. Any
Exceptions)

“i Exceptions

ASSOCIATED TARGETS

SUMMARY T USAGE COUNT T

Process Exceptions - 0

Support Exceptions - O

Behaviaral Threat Protection Rule Exc..
Credential Gathering Frotection Rule ... i
Anti Webshell Protection Rule Excepti. 1
Financial Malware Threat Protection ...
Cryptominers Protection Rule Excepti...

+ 2 more

Prevention Profiles Exceptions macOS.

Se muestra a continuacién los Prevention Profiles tipo Exceptions para Linux configurados en la

plataforma, incluyendo el perfil Default.

PLATFORM TYPE NAME T

A Linux (1)

= Exceptions Default (No Exceptions) Any

ASSOCIATED TARGETS

h 4 SUMMARY T USAGE

Process Exceptions - 0

Support Exceptions - 0

Behavioral Threat Protection Rule Exception - O
Credential Gathering Protection Rule Exception - O
Anti Webshell Protection Rule Exception - O

Financial re Threat Protection Rule Exception - O
Cryptominers Protection Rule Exception - O

+ 3 more

Prevention Profiles Exceptions Linux.

Se muestra a continuacién los Prevention Profiles tipo Agent Settings para Windows configurados
en la plataforma, incluyendo el perfil Default.
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PLATFORM TYPE NAME T ASSOCIATED TARGETS T SUMMARY T USAGE COUNT
B8 Windows(3)

Disk Space - 5000MEB
User Interface - Some Enabled
Agent Security - Enabled
operating system contains 1 Windows Security Center Integration ...
3 Agent Settings Agent Pro o Alert data dump fil - Fu 2
Windours Automatically upload alert data dump...
XDR Cloud License - Auto-Detect

+ 7 more

Disk Space - 5000MB

User Interface - Some Enabled

Agent Security - Enabled
Agent Pro Broker Windows Security Center Integration ... N
VM Alert data dump file size - Full v
Automatically upload alert data dump...
XDR Cloud License - Auto-Detect
+ 7 more

2 Agent Setfings

Disk Space - 5000MB
User Interface - Some Enabled
Agent Security - Enabled
Windows Security Center Integration ...
2, Agent Settings Default Any Alert data dump fil - Fu 1
Automatically upload alert data dump...
XDR Cloud License - Auto-Detect

+ 7 more

Prevention Profiles Agent Settings Windows.

Se muestra a continuacién los Prevention Profiles tipo Agent Settings para macOS configurados
en la plataforma, incluyendo el perfil Default.

PLATFORM TYPE NAME T ASSOCIATED TARGETS v SUMMARY v USAGE COUNT
o macos(1)

Disk Space - 5000MEB

Agent . "
20 Settings Default Any

d License - Auto-
¥DR Pro Endpoints - Disabled
+ 6 more

Prevention Profiles Agent Settings macOS.

Se muestra a continuacion los Prevention Profiles tipo Agent Settings para macOS configurados
en la plataforma, incluyendo el perfil Default.

PLATFORM TYPE NAME T ASSOCIATED TARGETS T SUMMARY T USAGE COUNT
A Linux(1)

Disk Space - 5000MB
Automatically upload alert data dump file - Disabled

Collect prevention data - Enabled
n XDR Cloud Li - Auto-Detect
3, gt Defaul 4 i
@ Settings erauit Any Compliance collection - Disabled

XDR Pro Endpoints - Disabled
Content auto update - Enabled

+ 5 more

Prevention Profiles Agent Settings Linux.
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5.3.2. GLOBAL EXCEPTIONS

No se cred ninguna Global Exceptions en el tfranscurso de la implementacion.

5.3.3. PREVENTION POLICY RULES

Se muestra las Prevention Policy Rules configuradas para Windows, incluyendo la politica

Windows Default.

PLATFORM NAME T TARGET

BR Windows(3)

Enforcement Windows operating system contains Windows

Visibility Windows operating system contains Windows

Windows Default Any

Prevention Policy Rules - Windows.

A continuacidn, se muestra el detalle de la politica Enforcement Windows.

* Policy Name
Enforcement Windows

Description Exploit Malware
Enforcement . Enforcement . Enforcement
Agent Settings Exceptions
Agent Pro »  Enforcement

Restrictions

Prevention Policy Rules Enforcement Windows
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A continuacién, se muestra el detalle de la politica Visibility Windows.
* Policy Name
Visibility Windows
Description Exploit Malware Restrictions
Visibility - Visibility - Visibility
Agent Settings Exceptions
Agent Pro - Default (No Excepti...
Prevention Policy Rules Visibility Windows.
A continuacién, se muestra el detalle de la politica Windows Default.

Policy Name

Windows Default

Description

Default Policy Rule for all Windows agents Exploit Malware Restrictions
Default ’ Default . Default
Agent Settings Exceptions
Default ’ Default (No Excepti...

Prevention Policy Rules Windows Default.

Se muestra las Prevention Policy Rules configuradas para macOS, incluyendo la politica macOS
Default.

PLATFORM MNAME T TARGET

& macOos(1)

macO5 Default Any

Prevention Policy Rules - macOS.

5.A. Dqg 61 C Bis 24-44 Tel. (57-1) 7 03 34 70
http:/ / veww.boyra.com Booota, D.C. - Colombia info@boyra.com



Documento — Archivo
ra =— INFORME TECNICO

f

@

comunica tus suefios

A continuacién, se muestra el detalle de la politica macOS Default.

Fecha Aprobacion Version

20/02/2017 V3.0
CODIGO
EP-F-07

Policy Name

nacOS Default

Description
Default Policy Rule for all macOS agents

Exploit
Default

Agent Settings
Default

Malware Restrictions
Default +  Default
Exceptions

Default (No Excepti...

Prevention Policy Rules macOS Default.

Se muestra las Prevention Policy Rules configuradas para Linux, incluyendo la politica Linux

Default.

PLATFORM NAME T TARGET
A Linux (1)
Linux Default Any
Prevention Policy Rules - Linux.

A continuacién, se muestra el detalle de la politica Linux Default.

Policy Name

Description

Default Policy Rule for all Linux agents Exploit Malware Restrictions
Default Default . Default
Agent Settings Exceptions
Default Default (No Excepti...

Prevention Policy Rules Linux Default.
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Se muestra las Prevention Policy Rules configuradas para Android, incluyendo la politica
Android Default

PLATFORM MAME T TARGET
i Android (1)
Android Default Any
Prevention Policy Rules - Android.
A continuacién, se muestra el detalle de la politica Android Default.

Policy Name

Android Default

Description

Default Policy Rule for all Android agents Malware Agent Settings

Default ’ Default

Prevention Policy Rules - Android Default.

Se muestra las Prevention Policy Rules configuradas para iOS, incluyendo la politica iOS Default.

PLATFORM MAME T TARGET
ER ios(1)

05 Default Any

Prevention Policy Rules —iOS.

A continuacidn, se muestra el detalle de la politica i0OS Default.

Policy Name

i05 Default

Description

Default Policy Rule for all iO5 agents Malware Agent Settings
Default .+ Default

Prevention Policy Rules iOS Default.
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5.4. EXTENSION POLICIES

5.4.1. PROFILES

Versidn
V3.0
CODIGO
EP-F-07

Se muestra a continuacion los Extension Profiles tipo Device Exceptions para Windows

configurados en la plataforma, incluyendo el perfil Default.

PLATFORM Tvpe NAME T | ASSOCIATED TARGETS v summary T USAGE COUNT
2 Windows (2)

& Device Exceptions

2 Device Exceptions

0.202 AND endpoint name !~ E200363047 AND SC_ACCESO AND DESKTOP-0%! IN AND

GRABACIONES
KRAKENO1 AND MUJEROS AND FEBO AND JUNO AND NEPTUNO AND group name: up_neq VPN

Default Any

2 exceptions

Extension Profiles Device Exceptions Windows.

Se muestra a continuacién los Extension Profiles tipo Device Exceptions para MacOS configurados
en la plataforma, incluyendo el perfil Default.

PLATFORM TYPE

& macos (1)

A

NAME T ASSOCIATED TARGETS T SUMMARY

= Device Exceptions Default Any

T USAGE COUNT

Extension Profiles Device Exceptions macOS.

Se muestra a continuacién los Extension Profiles tipo Device Configuration para Windows
configurados en la plataforma, incluyendo el perfil Default.

JR—" o

22 Windows (2)

2 Device Configuration

&2 Device Configuration

NAME T ASSOCIATED TARGETS

ip address '~ 172.16.100.106 AND 172.16.100.126 AND 172.16.100.127 AND 172.16.1

00.202 AND endpoint name !~ E200363047 AND 5C

Block Extensions

"CESOAND DES|

-Devices Conf KRAKENGO1 AND MUJEROS AND FEBO AND JUNO AND NEPTUNO AND group names

Users SIES-M

Default Any

SUMMARY

Disk Drives - Block
CD-ROM Drives - Blo..

Floppy Disk Drives - B...

T

Windows Portable De...

Custom Device Types ...

Disk Drives - Allow
CD-ROM Drives - All..

Floppy Disk Drives - A...

Windows Portable De...

USAGE

Extension Profiles Device Configuration Windows.
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Se muestra a continuacién los Extension Profiles tipo Device Configuration para macOS

configurados en la plataforma, incluyendo el perfil Default.

ASSOCIATED TARGETS T SUMMARY T USAGE COUNT

PLATFORM TYPE NAME Y

& macos (1)

Disk Drives - Allow
CD-ROM Drives - All.. 1
Floppy Disk Drives - A...

|i?_ Device Configuration Default

Extension Profiles Device Configuration macOS.

5.4.2. EXTENSION POLICY RULES

Se muestra las Extension Policy Rules configuradas para Windows, incluyendo la politica Windows

Default.

PLATFORM T NAME T TARGET

28 Windows(2)
z Block Extensions Policy ip address = 172 14100106 AND 172.14.100.126 AND 172....

Windows Default Any

Extension Policy Rules - Windows.

A continuacién, se muestra el detalle de la politica Block Extensions Policy.

* Policy Name

Block Extensions Polit

Host Firewall

Device Configuration Device Exceptions
Default (Host Firew...

Description
Block Extensions -D... - GRABACIONES

Disk Encryption
Default

Extension Policy Rules Block Extensions Policy.
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A continuacién, se muestra el detalle de la politica Windows Default.
Policy Name
Description
Default Protection Policy Rule for all Windows agents Device Configuration Device Exceptions Host Firewall
Default v Default v Default (Host Firew...

Disk Encryption
Default

Extension Policy Rules Windows Default.

Se muestra las Extension Policy Rules configuradas para macOS, incluyendo la politica macOS
Default.

PLATFORM NAME T TARGET

@ macOs(1)

mac5 Default Any

Extension Policy Rules - macOS.

A continuacién, se muestra el detalle de la politica macOS Default.

Policy Name
macOS Default

Description
Default Protection Policy Rule for all macOS agents Device Configuration Device Exceptions Host Firewall
Default v Default Default (Host Firew...

Disk Encryption
Default

Extension Policy Rules macOS Default.
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5.5. DETECTION RULES

5.5.1. 10C Rules

Se muestra a continuacion los 14 I0C Rules configurados en la plataforma.

Versidn
V3.0
CODIGO
EP-F-07

\.“\ |OC RU|eS Found 14 results

o QU

RULEID Y MODIFICATION TIME | Y INDICATOR TYPE SEVERITY T # OF ALERTS T

16 Feb 6th 2023 19:33:50 WWW.NOray.com.mx Domain Name 0

15 Feb 6th 2023 19:31:17 72516112 P 0

14 eb 6th 2023 14 36897863583f26458 7613003 Has [ ci | 218

13 eb 6th 2023 14:44:16 Has [ ci | 15

12 eb 6th 2023 14:43:54 19545¢B376607hce 5052103769 Has [ ci | 168

10 Feb 6th 2023 14:41:34 C50e37079502668f23177541226b6619d1€108361cF060dd 52561172094 3ea Hash 2

8 Feb 6th 2023 13:38:56 143198.17291 P 0

7 Feb 6th 2023 11:51:33 47cc0fBeab2eae663b40¢1hddRBA TH6 14661905a7dA3705027106755c898 Hash 2

6 Feb 6th 2023 11:50.03 £5627cTh3e95¢75c9 56453203204 209edBes 786a1598047026023d03cdce Thed Hash 1

3 Feb 2nd 2023 1455103 1410219015139 7dbd0dfde0e 3908b264c9 10618 1febcB230cA3da080b69944 Hash 37

4 Feb 2nd 2023 14:51:03 fadaT6c586a12f32ddm1d5295h2e157F4b45274bb081260ac4015778cel09c Hash %

5 Feb 2nd 2023 14:51:03 917e115c0403e29b4388e0d 17 5cbfac3e7e40cal 742299fbdb353847db2de7c2 Hash 6
Jan 11th 2023 09:10:21 p [ e | 455

2 Jan 10th 2023 17:14:1% 169.254.245.237 P KN ]

IOC Rules.
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5.5.2. BIOC Rules

Se muestra a continuacién los 375 BIOC Rules suministradas directamente por el fabricante.

[Slatus-tmmeﬂ} W B Reet

V\ BIOC RUIES Faund 375 out of 375 results | ¥ Content uptodate @ Import Rules

MODIFICATION TIME 4 T NAME ToTYRE T BEHAVIOR T EXCEPTIONS T SEVERITY

Nov 19th 2023 03:20:06 Network Packet Capture: tshark/tcodump Discovery Process | action type = execution AND target process name = tcpdump, tshark | AND Host | host os = linux | 0 m
Nov 19th 2023 03:20:06 Remole system discovery Reconnaissance dataset =xdr_data | filter event_type = PROCESS and event_sub_type = PROCESS_START and (action_process_image_name ="arp'... 0 w
Nov 19th 2023 03:20:06 PowerShell reverse shell Execution Network | action type = outgoing, fafled AND remote port = 4444 | AND Process | initiator emd = “web'downloadstring” ps1", "we. 0 m
Nov 19th 2023 03:20:06 Potential web shell installation Persistence File | action type = create, AND file path = / " php, " asp, /vy il aspx, Avar/www/h... 0 m
Nov 191h 2023 03:20:06 Microsoft Office spawns curl/wget on a macOS device Exfilration Process | action type = execution AND target process name = curl wet | AND Process | nitated by = Microsoft Excel, Micrasoft W, 0 ==
Nov 19th 2023 03:20:06 Injection into ping.exe Fvasion Process | action type = injection AND remote process name = ping.exe | AND Process | cgoname = csrss.exe AND winiprvse.exe A... 0 m
Nov 19th 2023 03:20:06 Windows Firewall disabled via Registry Tampering Registry [ action type = creale_regisliy_key, sel_registry_value AND registry value name = donolallowexceptions, enablefirewall AN... 0 w
Nov 19th 2023 03:20:06 Possible Oracke enumeration via tnscmd10g Discovery Process | action type = execution AND target process name = tnscmd10g” | AND Hast | host os = finu | 0 “
Nov 19th 2023 03:20:06 Kernel medules loaded via command-fine tool Persistence Process | action type = execution AND target process cmd = 'ksplice" AND target process name = insmod | AND Process | initiated... 0 m
Nov 191h 2023 03:20:06 Query starlup programs using wric exe Discovery Process | action type = execution AND target process cmd = slortup AND target process name = wic exe | 0 ==
Nov 19th 2023 03:20:06 Credential dumping via LaZagne Credential Access Process | action type = execution AND target process cmd = "LaZagne.py” | AND Host | host os = linux, macos, windows | 0 “
Nov 19th 2023 03:20:06 Netcat shell via named pipe Execution Process | action type = execulion AND target process name = mififo, mknod | AND Process | iitfated by = 'sh | 0 w
Nov 19th 2023 03:20:06 Exchange process writing asp files Infiltration File | cetion type = create, write AND file path =~ [\ V\aspet_client\i|\\f \\ht \\awalLauthi|[\\fr... 0 “
Nov 19th 2023 03:20:06 Hidden file and directory creation Fvasion File | action type = create, rename AND file name = .* AND file path =~ /10" /# | AND Host | host os = finux | 0 m
Nov 191h 2023 03:20:06 Unsigned process makes connections over DNS porls Exfilration Network | action type = oulgoing, faled AND remote part = 53 | AND Process | os parent signature = Unsianed, N/A, Weak Hash, . g ==
Nov 19th 2023 03:20:06 Clearing logs by executing cat /dev/null Tampering Process | action type = execution AND target process cmd = cat'/dev/null” AND target process name = cat | AND Host [ host os = ... 0 m
Nov 19th 2023 03:20:06 Process attempls Lo kill aknown security/AV teol Evasion Process | action type = execution AND target process cmd = " nwscman.exe”, " fortissivpndaemon.exe’, * bullguardbhvscanner.exe”.... 0 m
Nov 1th 2023 03:20:06 Browser downloads an hta or applcation fle Execulion File | etion type = ceate, wite AND file name = *hi, " applcation | AND Process | initated by = explore exe, chvome.exe, frefox 0 ==
Nov 19th 2023 03:20:06 Autostart Registry key created by a commonly abused process Persistence Registry | action type = create registey key, rename registry key, set_ registry value AND registry key name = “software\Microsoft\.. 0 m
Nov 191h 2023 03:20:06 Manipulation of Applnit DLL loading st Perdstence Registry | action type = all AND os actor process signature vendor '= Malwarebyies e AND Symantec Corporation AND AppSense . 0 ==
Nov 19th 2023 03:20:06 Manipulation of 'BootExecute’ Registry run key Persistence Registry | action type = all AND registry key name = *\Control\Session Manager AND registry value name = Boot Execute | AND Ho... 0 m
Nov 19th 2023 03:20:06 Possible C2 via dnscat2 Evasion Process | action type = lion AND target p = dnszat2 | AND Host | hestos = finux | 0 “

BIOC Rules.
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5.6. INCIDENT RESPONSE
5.6.1. BLOCK LIST

Se muestra a continuacion el listado de é Hash pertenecientes al Block List configurado en la
plataforma.

) Block List funas e erride Report mode
HASH T STATUS T COMMENT T
47cc0lBeab2eae?663b401 1bd4BBaS 716 114661905a7d33705027 1067 55cE78L Enabled Malware en investigacion
917e115cc403e29b4388e0d175cbfac3e7e40cal742299fbdb353847db2de 7c2 Enabled C:A\ProgramData\BCO7.tmp Ransomware (Lockbit confirmar}
b4a76c586a12132ddib1d5295b2e 1757 14b45a74bb081a60acd4 0157 78ce009c Enabled C:\Windows\swe.exe Ransomware (realizar inteligencial
141b21901513%7dbd0dide0e3904b264c9 10618 1febc B23M0c 33daFB0bET 44 Enabled CAWINDOWSAPSEXESVC.exe - Ransomware CUBA (por confirmar)
dB84a23e06203304c M9 9eb1Fe597a692d7ddeld583079e565d57c9d7T2Mb3c699 Enabled G:\SALA DE GRABACIONES 1'disco LOCAL DMNFORMACION IT. HENACQ\Planeacion\TEU PROGRAMAS\AutoPlay' Docsh...
610b44ef2964375bfc1bf571e13e92155856eabacB70674 5ea040da2ed4Beald Enabled DiiverPack-17-Online_1931%07389.1658032784__kdnDsépgxdakmpa.exe (malicioso)

Block List — Action Center.

5.6.2. ALLOW LIST

Se muestra a continuacién el listado de 5 Hash pertenecientes al Allow List configurado en la
plataforma.

v ) AI |DW LISt Found 5 results

HASH T STATUS T COMMENT T
51a74eeb29e3alf1bfcefa37 debb2bdbee?la252e495e%27d91705563c 7edela Enabled
a541589d99726a9b5529Bedcalds6349c9914db0M03db097230ed 246670012959 Enabled

01Bd7 49176921 24deedaBa7e6302200d219d79004%ad 951214 cedead 1bdads Enabled
Af2Bd4Th409419831e61416897414338302331414 3421 1ababbed38e4c983 Enabled

758784314e849f4b%4aa08bB0c 5366260461 26085cB8f0ed 1 3ce0f472102dac Enabled

Allow List — Action Center.
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5.6.3. SCORING RULES

Cortex XDR utiliza “stitching logic” para recopilar y asignar alertas a incidentes en funcién de un
conjunto de reglas que tienen en cuenta diferentes atributos de alerta, como SHA256 de archivos
involucrados y direcciones IP. Los incidentes que se muestran en la Tabla de incidentes se pueden
priorizar de acuerdo con estos atributos de alerta.

Cuando se activa una alerta, Cortex XDR hace coincidir la alerta con cada una de las reglas de
incidentes personalizadas que cred. Si la alerta coincide con una o mds de las reglas, la alerta
recibe la puntuacion definida por cada regla. Una regla de incidente también puede contener
una subregla que le permite crear una jerarquia de reglas. Cuando existe una subregla, si la
misma alerta coincide con una o mds de las subreglas, la alerta también recibe la puntuacién
definida por cada subregla. De forma predeterminada, se aplica una puntuaciéon solo a la
primera alerta que coincide con la regla y la subregla definidas. Denfro de cada incidente,
Cortex XDR agrega los puntajes de alerta y asigna al incidente un puntaje total.

Se realiza una configuraciéon de reglas de scoring, que permite priorizar los incidentes reportados
por la consola, de acuerdo con la descripcién descrita en la siguiente tabla.

User Scoring Rules @D

RULE MAME DESCRIFTION SCORE

vitial access [oategory contains In AMD severity ~ Low) OR [alert name contains Locol Analysis, Wildfire AND action - Detected (Scann,.. 15

ETP y ransomwarne module cortmins Bei

mitre att&ck bactic contoins TAMDDE - Lotersd Movernent
category contains OV

mitre att&ck tactic cortoir

mitre att&ck tactic comtoir 15
mitre atthck tactic o 15
mitre att&ck tach el
mitre att&ck tactic comtoin: TA Persistence AND severity |- Low 30
om fireveall alert source = fion AND rule id comtains X 100
alert source | it AMD mitre attéci toctic contains TADODZ - Exscution AND severity /= Lo 30
alert source = XOR / A0
rontains featured host - e 100
contains featured host - Mo 10
[mitre att&ck tactic conte E tion AND severity = Low] OR joction = Prevended [Block), Prevented [Blocked), Preversed | 15
mitre att&ck tachic cortoins T e AND severity = Low a
action = O ter a
cmtEgory O a
alent source ~ Comelstion AND severity — High 100

Reglas de scoring configuradas.
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6. PENDIENTES

El cliente completara al 100% el despliegue de los agentes de Cortex XDR en los diferentes
endpoints de la compania. Una vez se confirma el cierre de las actividades, se notifica que los
agentes faltantes quedan a cargo del drea de Tl de la Secretaria. Es importante tener presente
que esta implementacion es complementaria a la ya ejecutada en el ano 2022, por lo tanto,
tienen claro el proceso de despliegue. De igual manera Boyra estard atento a cualquier
eventualidad.

7. RECOMENDACIONES
-

e Readlizar monitoreo constante de las nuevas versiones de las Broker VM y realizar su
respectiva actualizacién en base al Release Note entregado por el fabricate.
https://docs-cortex.paloaltonetworks.com/r/Cortex-XDR/Cortex-XDR-Release-
Notes/Broker-VM

e Confinuar con el despliegue de agentes de Cortex XDR en los endpoints de la
compania y de esta manera brindar mds informacién para la Analytics Engine y el
Identity Analytics.

e Activar Sinlge Sign-On para la autenticacion.

e Tener presente que Cortex XDR cuenta con control de ancho de banda que por
defecto esta configurado en 200 Mbps, este valor se puede ajustar a los recursos que
maneja actualmente la red y de este modo evitar saturacién y lentitud en las
operaciones diarias por causa del agente de Cortex.
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