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EMPRESA CDA DEL VALLE

CONTRATO N.°: CDAV-079-2026

INFORME DE ACTIVACION DE WAZUH Y NETGATE PFSENSE
JUNIO 25 DEL 2026

1. Objeto del Contrato

El presente contrato tiene como finalidad la provision e implementacion de una
solucion integral de infraestructura tecnolégica basada en:

¢ Netgate: Dispositivo firewall pfSense para gestion de seguridad y conectividad
de red.

e Wazuh: Plataforma de seguridad de cddigo abierto utilizada para la deteccion
de amenazas, monitoreo de integridad, analisis de logs y respuesta ante
incidentes (SIEM/XDR) en infraestructuras IT. Cuenta con suscripcién de
soporte profesional, que brinda asistencia técnica especializada,
actualizaciones priorizadas y acompafamiento para la correcta
implementacién, operacion y optimizacién de la solucion.

2. Estado Actual del Contrato

e Fase del proyecto: Finalizada

e Estado del sistema: Estable

e Actividad actual: Informe mensual.
e Cumplimiento del contrato: Si

3. Resumen del Desempeno Técnico

Durante este periodo se ha monitoreado el estado operativo y el licenciamiento de
los sistemas sin detectar incidencias significativas:
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etgate (pfSense):

e PFS-1

Flisense +

Status / Dashboard + 0

Netgate Services And Support System Information

Name
Contracttype pfSense TAC Professional
24 Hour SLA, Ticket
Support start  2026-04-27
Supportend 2027-04-27
Support renewed  2026-04-27

Support status  ACTIVE

PFS1.cdavgov.local

User

&P @192.1 68. Sy (Local Database Fallback)

Netgate pfSense Plus
Serial: 2M281403JD
Netgate Device ID: 2781946¢5f5d2bda1833

System

Vendor: HP
Version: U22
Release Date: Mon May 21 2018

NETGATE GLOBAL SUPPORT TAC PROFES:

Thank you for choosing a Netgate Global Support TAC PROFESSIONAL support
subscription. Our 24/7 worldwide team of support engineers is the most qualified to
diagnose your issue and resolve it quickly, from the branch office to enterprise —
on-premises to the cloud. For non-critical issues, a ticket is appreciated. Also, check Version
out the NETGATE RESOURCE LIBRARY for videos, documentation, and more!

Current: default
Next: default

23.09.1-RELEASE (amd64)
built on Fri Jan 10 10:07:00 -05 2025
eeBSD 14.0-CURRENT

* Upgrade Your Support e Open a Support Request

* Netgate Global Support FAQ » Official pfSense Training by Netgate

Obtaining updd

e PFS-2
Status / Dashboard

Netgate Services And Support [ X x]

Contract type

24 Hour SLA
Support start  2026-04-27
Supportend 2027-04-27
Supportrenewed 2026-04-27
Support status ACTIVE

NETGATE GLOBAL SUPPORT TAC PROFESSIONAL

Thank you for choosing a Netgate Global Support TAC PROFESSIONAL support
subscription. Our 24/7 worldwide team of support er

is the most to
diagnose your issue and resolve it quickly, from the branch office to enterprise —

on-premises to the cloud. For non-critical issues, a ticket is appreciated. Also, check
out the NETGATE RESOURCE LIBRARY for videos, documentation, and more!
e Upgrade Your Support

e Open a Support Request
e Netgate Global Support FAQ e Official pfSense Training by Netgate
e Netgate Professional Services e Visit Netgate.com

For critical support needs, please call 512-646-4100. You MUST have

your Netgate Device ID (NDI) from your firewall in order to validate support for
this unit. Write down your NDI and store it in a safe place

~
=~
System Information P —Xx]
Name PFS2.cdavgov.local
User admin@192.168.10.129 (Local Database)
System Netgate pfSense Plus
Serial: 2M281403J9
Netgate Device ID: f6¢c807effc54c628b22d
BIOS

Vendor: HP
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e PFS-3

Flisense +

Status / Dashboard

System Information

Netgate Services And Support

Name PFS3.cdaviocal
User 26min®192.168 (I (Local Database)
System QEMU Guest

Netgate Device 1D: 292924805809d8212192

BI0S Vendor: SeaBIOS
Version: rel-1.16.3-0-gabed6b7010a-prebulit.qgemu.org
Release Date: Tue Ape 12014
Thank you for choosing a Netgate Global Support TAC PROFESSIONAL support Boot Method. BIOS
subscription. Our 24/7 woridwide team of support engineers is the most quaiified to
GAYNOSe yOur issue and resoive it quickly, from the branch office 10 enterprise

SUPPORT TAC PROFESSIONAL

pt Environment  Current: default

Next: default
on-premises 10 the doud. For non-critical issues, a ticket is appreciated. Also, check
out the NETGATE RESOURCE LIBRARY for videos, documentation, and more! Version 26.03-RELEASE (amdéd)
] o 4 202
« Upgrade Your Support * Open a Support Request built on Thu Jun 11 12:48:00 -05 2026

FreeBSD 16.0-CURRENT

« Netgate Global Support FAQ o Official pfSense Training by Netgate

¢ Wazuh:

Reunion programada para caso de soporte sobre actualizacién y migraciéon
de servidor.

ZO0Mm

Hi Rodrigo,

Your event "Wazuh technical support' with Gaston Pacciaroniis in 1 day.
When

Wednesday, June 17, 09:00AM - 10:00AM (-05 - America/Bogota)

Zoom Link

https://wazuh.zoom.us/j/81720141066?pwd=EdMOjuWaF7e89rHnWguauX7c2Rxf9P.1
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4. Proximos Pasos

e Continuar con el monitoreo mensual y reporte de estabilidad.
e Mantener actualizados los componentes de seguridad y virtualizacion.

Informe elaborado por: Julian Arango

SOLUCIONES EN SEGURIDAD INFORMATICA
Julian Andrés Arango Pineda
Soporte Técnico

Email: ingenieroti@segurinfo.co

Usuario Skype: ingenieroti_1

Teléfono: (574) 4445088 Ext 1010 - Celular: (57) 350 6530859
Carrera 79A No 53B-116 Int 101 Medellin — Colombia

Visita nuestra pagina www.segurinfo.co/
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