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Server Workloads & User Endpoints Enfrentando Diferentes Amenazas

Segun Gartnerl, "Un endpoint de usuario final esta expuesto regularmente
a amenazas a través de correo electronico, sitios web, servicios en la nube o
unidades USB.

Por el contrario, los actores de amenazas se dirigen a las cargas de trabajo
de los servidores mediante vulnerabilidades de software y configuracion,
movimiento lateral y credenciales de empleados robadas.

Estas diferencias en la exposicion a amenazas crean la necesidad de
requisitos de seguridad distintos y estrategias de proteccion para los puntos
finales de los usuarios finales y las cargas de trabajo de los servidores".
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1. Gartner, Prioritizing Security Controls for Enterprise Servers and End-User Endpoints (Evgeny Mirolyubov, Peter Firstbrook, January 2023) Cloud Desktop
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¢Por queé "Vision One - Endpoint Security"?
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Vision One

Endpoint Security

Laptop Desktop Server
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Virtual
Server

Public/Private
Cloud

Seguridad especialmente disefiada
para endpoints, Workload
(servidores) y en la nube

Centro de datos seguro, nube e
hibrido

Consola Unica para visibilidad y
gestion; proteccion y EDR

Flujo de trabajo conectado de
Tl/SecOps

Parte de la plataforma Vision
One; facil expansién a otras
soluciones de seguridad nativas,
XDRy ASRM
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Vision One - Endpoint Security

Obtenga proteccién oportuna contra una variedad cada vez mayor de amenazas aprovechando los controles de seguridad automatizados y avanzados y la
ultima inteligencia de amenazas lider en la industria. Con una gama completa de capacidades de prevencion, deteccidn y respuesta en capas, como la
proteccion moderna contra malware y ransomware, el control de dispositivos, la prevencion de intrusiones basada en host, el control de aplicaciones, el

aprendizaje automatico/IA y mas, puede defender sus endpoints, escritorios virtuales, servidores y cargas de trabajo en la nube en tiempo real.

Data Center
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V1 Endpoint Security —
Offering




Vision One: Endpoint Security Paquetes de suscripcion

Vision One — Endpoint Security

Detection and Response

Core Essentials Pro (EDR-XDR Add-on)

Critical endpoints including
application servers & workloads

Windows, Linux & Mac OS \/ \/ \/

Antimalware, bahavioral analysis, machine learning, web
reputation

Primary endpoint type User endpoints & file server User endpoints & file server

v

Device Control

<

Data Loss Prevention (DLP)

Firewall

Application Control

Intrusion Prevention — IPS (OS)

CISISCIS SIS ]S

Virtualization Protection

SISISISISISIS (S

EDR - XDR

Intrusion Prevention —IPS (Server Applications)

0 S GG AR

Integrity Monitoring / Log Inspection




Vision One Endpoint Security - XDR

- &
@ Endpoint Security

License Metric
Devices

Packages
Core, Essentials, Pro

Credit Price
Core =45
Essentials = 65
Pro =300

Volume Pricing
Lowest tier starting from:
Core = $47.25

Essentials = $63.00

Pro = $315 (0]0]

e 8N eNNeNsNNsREINsNRRNREIRRRERRRRRRRNS”]

\\ Apex One Sandbox as

a Service

@ XDR for Endpoint

License Metric
Per Device

Packages
Core:
Essentials & Pro: Included

Credit Price
20 credits per device

Volume Pricing
Yes;
$21 per device

XDR for Endpomts
Data Retention

-----------------------------------------




V1 Endpoint Security -

Arquitectura




High-level arquitectura
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Vision One
J Web Management
V1 Endpoint Security Console
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Security Agents
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C t Vision One Endpoint Security: Administra agentes de seguridad en
OI I l pOnen S endpoints de Windows, Mac y Linux.

(A — Vision One Data Lake: repositorio basado en la nube para datos de
E,MART. telemetria XDR
rotection

Network Vision One: Amplia las capacidades de XDR
Agentes de seguridad (internos): refuerza la proteccién en los
equipos de punto final Windows, Mac y Linux dentro de la red

Agentes de seguridad (externos): refuerza la proteccién en
Windows, Macy

Equipos de punto final Linux fuera de la red

@

Trend Micro
ActiveUpdate Serveg

Microsoft
Active Directory

Servidor de referencia: Permite a los agentes determinar si son
internos o externos a la red

Vision One Endpoint Security
Vision One Data Lake

Trend Micro Smart Protection Network: repositorio basado en la
nube de

Informacion y servicios sobre amenazas

Trend Micro ActiveUpdate Server: Fuente de descarga
predeterminada para

Archivos de patrones y actualizaciones de programas

Agente de actualizacién: Agente promocionado que sirve como
descarga alternativa

Reference Server

origen de los archivos de patrones y las actualizaciones del agente

Microsoft Active Directory (opcional): proporciona autenticacion
mejorada para usuarios administrativos, asignacion de puntos de
conexion y lineas de informes

Internal Security Agents

&
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V1 Endpoint Security -

Requirements




Requisitos previos de implementacion de Security Agent

e Verificar que:

* Los agentes de los endpoints pueden
comunicarse con Vision One Endpoint Security

* Los puntos de conexion pueden acceder a y j
*.trendmicro.com ’

* Sies necesario, configure los ajustes del
servidor proxy del agente

e Tener Privilegios de nivel administrativo para
instalar software

* No hay claves de registro actualmente en el
computador de alguna instalacion anterior

e Las aplicaciones antivirus existentes deben ser
extraibles — que se permitan desinstalar.

Preferiblemente que previamente se
desinstale.

T -
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Excepciones del cortafuegos:Americas - Todas las excepciones

*  <Apex One console_DNS>.manage.trendmicro.com + assessment-us1.mgcp.trendmicro.com

e (referto license email) * release-us1.mgcp.trendmicro.com

* licenseupdate.trendmicro.com »  cti-us1.mgcp.trendmicro.com

* asmO01-nabu-prod.aot.trendmicro.com e api-uslxbc.trendmicro.com

*  api-nabu.aot.trendmicro.com *  wsc-usl.xbc.trendmicro.com

» oscel4-p.activeupdate.trendmicro.com *  tgw-usl.mgcp.trendmicro.com

*  tmsm35-p.activeupdate.trendmicro.com *  support-connector-api.manage.trendmicro.com

Important:

If you enable endpoint sensor detection and
response, you must also add the Endpoint
Sensor Agents exceptions.

* osceld.icrctrendmicro.com

e oscel4-0-en.url.trendmicro.com

e oscel140-en.fbs25.trendmicro.com

* oscel4-en.gfrbridge.trendmicro.com

*  supportconnectorpacks.manage.trendmicro.com
+  rpcollectedthings.manage.trendmicro.com

* cloudendpoint-us1.mgcp.trendmicro.com

« er-ws-uel.xdrtrendmicro.com

* oscel4-en-census.trendmicro.com * era-uel.xdr.trendmicro.com

*  oscel140-en-f.irx.trendmicro.com * endpointpolicy-cdn-us1.xbc.trendmicro.com
*  mcs.trendmicro.com » files.trendmicro.com

* oscecmp140-en-f.trx.trendmicro.com +  xlogr-uel.xdr.trendmicro.com

»  oscel40-en-b.trx.trendmicro.com e apixdr.trendmicro.com

» oscel4bak-en-census.trendmicro.com «  api-certxdr.trendmicro.com

*  www.trendmicro.com/vinfo/us/threat-encyclopedia/malware/ +  upload.xdr.trendmicro.com

Fuente: https://docs.trendmicro.com/en-us/documentation/article/trend-vision-one-firewallexceptionsam_001#GUID-F8FAF1DF-7A1E-4COA-ADA3-6F6FC6CAD49D-ia3nqu
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V1 Endpoint Security -

Despliegue




Aprovisionamiento de instancias: clientes existentes

Los clientes que ya tienen productos de seguridad para endpoints de Trend Micro, como Apex One as a Service, ya conectados a Trend Vision One

necesitardn una actualizacion para aprovechar la nueva funcion de Trend Vision One, incluida Endpoint Security. No se requieren cambios ni
actualizaciones en los agentes de seguridad instalados.

Q Unlock new centralized platform capabilities and discover all the exciting new features by updating Trend Vision One.
¢’ TREND: Trend Vision OneTM Eveaive Dachbasrd (© 2023-08-10 14:01 a @ [ Trend Micro

Risk Overview © Credit usage £od £+ Data sources Manage Reports v
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Instance Provisioning — Existing customers

Los clientes que ya tienen productos de seguridad para endpoints de Trend Micro, como Apex One as a Service, ya conectados a Trend Vision One
necesitardn una actualizacion para aprovechar la nueva funcion de Trend Vision One, incluida Endpoint Security. No se requieren cambios ni

actualizaciones en los agentes de seguridad instalados.

Only the root user has the ability to initiate the updateto Trend Vision
One.

Unlock new centralized platform capabilities by updating Trend Vision One

This update allows you to experience strengthened centralized management capabilities leveraging newly updated

Trend Vision One foundational services. These features include:

® Enhanced identity management and role-based access control across Vision One apps and services

ent scope for your users in one centralized

ter understand, hunt, and

® Be ready for future capabilities!

fati

| Agree to Update Not Now

19 | ©2024 Trend Micro Inc.

All other non-root Master Administrators are presented with a similar information window,

but theirs containsa messageto contact the root user to initiate the update.

Unlock new centralized platform capabilities by updating Trend Vision One

This update allows you to experience strengthened centralized management capabilities leveraging newly updated

Trend Vision One foundational services. These features include:

@ Enhanced identity management and role-based access control across Vision One apps and services

@ Trend Vision One Companion, powered by generative Al

lu rodu ty with ( on, our

Contact your administrator ( michaeld @update.com) to request an update. After you update, you will have

access to all the new features and enhancements.

¢’ TREND



Instance Provisioning — Existing customers

Customers who already have Trend Micro endpoint security products, such as Apex One as a Service, already connected to Trend Vision One will require
an update to take advantage of the new feature in Trend Vision One, including Endpoint Security. No changes or updates to installed security agents are
required.

A System Update Notice is displayed for the root user with some considerationsregardingthe update.

System Update Notice

Your business has selected to perform a system update. Before beginning the update process, please carefully consider the

following:

® Permanent Update

After starting the update, you cannot «

@ Forced Sign Out During Update

® Verify RBAC & Identity Provider set up

ecommend that

If you have any questions or concerns, please contact your support representative before starting the update process.

¥~ lunderstand how the update will affect my system and agree to start the process Start the Update Not Now

¢’ TREND¢
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Instance Provisioning — Existing customers

Los clientes que ya tienen productos de seguridad para endpoints de Trend Micro, como Apex One as a Service, ya conectados a Trend Vision One
necesitardn una actualizacion para aprovechar la nueva funcion de Trend Vision One, incluida Endpoint Security. No se requieren cambios ni
actualizaciones en los agentes de seguridad instalados.

Trend Vision One
To: Vision One 2023@icloud.cor

Assign the Primary User Account email address

[Trend Micro] Verify your email address (DO NOT REPLY)

A\ Trend Vision One requires the use of an email address to sign in to the

console, Follow the instructions to associate your account with your email
address and reset your password.

%) TREND:

The email address you specify becomes your business's primary contact email and the Hello
account name you must use to sign in to your Trend Micro SaaS offerings. ]
Thank you for verifying your email address. Use the following 6-digit

AOSAASTesting code to verify your email address.

Email address: Vision One 2023@icloud.com
Verification code: CPU-191211

Note: The code expires in 3 minutes.

If you did not request a verification code, contact your support
provider.

Best regards,
The Trend Micro Team

Do not reply to this automatically generated email message.

Identities in Trend Vision One after the update to the new IAM rely on email addressesinstead

ames. As part of the update, the user is prompted to enter an email address for the

. 4
= =
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Instance Provisioning — Existing customers

Los clientes que ya tienen productos de seguridad para endpoints de Trend Micro, como Apex One as a Service, ya conectados a Trend Vision One
necesitardn una actualizacion para aprovechar la nueva funcion de Trend Vision One, incluida Endpoint Security. No se requieren cambios ni

actualizaciones en los agentes de seguridad instalados.

STEP 1.

Verify Email Address

Assign the Primary User Account email address

We have sent a verification code to Vision_One_2023@icloud.com.

A\ Trend Vision One requires the use of an email address to sign in to the
console, Follow the instructions to associate your account with your email
address and reset your password. CPU- 191211 Submit

If the email did not arrive in your inbox or spam folder,

The email address you specify becomes your business's primary contact email and the
account name you must use to sign in to your Trend Micro SaaS offerings.

AOSAASTesting

On the Verify Email Address tab, type the code listed in the email and click Submit

Identities in Trend Vision One after the update to the new IAM rely on email addressesinstead

ames. As part of the update, the user is prompted to enter an email address for the
: ¢’ TREND:
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Instance Provisioning — Existing customers

Los clientes que ya tienen productos de seguridad para endpoints de Trend Micro, como Apex One as a Service, ya conectados a Trend Vision One
necesitardn una actualizacion para aprovechar la nueva funcion de Trend Vision One, incluida Endpoint Security. No se requieren cambios ni

actualizaciones en los agentes de seguridad instalados.

Password Update

To ensure the security of your account, verify your current password and specify the

new password.

Updated password successfully.

Onginal

Click Close to continue to the activation process.

Reset Password

A new password for the account must be provided. Enter and confirm a new password and

click Reset Password : o
¢’ TREND:
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Instance Provisioning — Existing customers

Los clientes que ya tienen productos de seguridad para endpoints de Trend Micro, como Apex One as a Service, ya conectados a Trend Vision One
necesitardn una actualizacion para aprovechar la nueva funcion de Trend Vision One, incluida Endpoint Security. No se requieren cambios ni
actualizaciones en los agentes de seguridad instalados.

24 | ©2024 Trend Micro Inc.

Trend Vision One Unified Cybersecurity

Proactive Cyber Risk Management

Proactively manage and assess risk with accuracy. Eliminate blind spots, and reduce exposure with

continuous attack surface discovery, asset risk assessment, and automated risk mitigation for known,

unknown, internal, and internet-facing assets.

Industry Leading Protection, Detection and Response

Simplify security operations. Integrate the industry's leading XDR solution with endpoint protection,
detection, and response. Trend Vision One delivers native sensor coverage for endpoint, identity,
email, network, and cloud workload with extensive third-party integration support.

Integrated Automation

Slow attackers down. Orchestrate and automate risk mitigation, threat response, and zero trust
access control from a single console to defend and overcome stealthy attacks.

Sign In
& Vision_One_2023@icloud.com|
Remember me

Continue

Already a Trend Micro customer but do not have Trend Vision
One yet? Get se

¢’ TREND¢




Instance Provisioning — Existing customers

Los clientes que ya tienen productos de seguridad para endpoints de Trend Micro, como Apex One as a Service, ya conectados a Trend Vision One
necesitardn una actualizacion para aprovechar la nueva funcion de Trend Vision One, incluida Endpoint Security. No se requieren cambios ni
actualizaciones en los agentes de seguridad instalados.

© TREND: Trend Vision One™  xecutive
m Directory Risk Overview @ Exp

3 Risk Insights RISK INDEX

22

Observara las nuevas aplicaciones D Threat Intelligence

@ Exposure Index: Low >

Standard Endpoint Protection y (] Workflow and / 1 Atrock Incex: Tow'>

® Security Configuration Index: Low >

>{ XDR Threat Investigation

Server & Workload Protection en el

Risk Event Overview

menu Operaciones de Endpoint ® Tendvico @

Secu rity. 28 Endpoint Security Operations

Devices ap Internet-Facing Assets Accounts
& } a

point Inventory Risk level: Low =2 Ris}

Standard Endpoint
Risk Summary
Risk Factors:

er & Workload F
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Instance Provisioning — Existing customers

Los clientes que ya tienen productos de seguridad para endpoints de Trend Micro, como Apex One as a Service, ya conectados a Trend Vision One
necesitardn una actualizacion para aprovechar la nueva funcion de Trend Vision One, incluida Endpoint Security. No se requieren cambios ni
actualizaciones en los agentes de seguridad instalados.

© TREND: Trend Vision One™  product instance © 2024-04-02 00:11

[?] Platform Directory Business name: Trend_Micro_Lab_MCA
Business ID: 64bdd5b1-5373-4038-9159-523ff67b204f [
P Attack Surface Risk Management

Add Existing Product Create Product Instance Instance type: All v Status: All v (e}
4] Dashboards and Reports
Display name Status Instance ID Instance type Region
E d I , { XDR Threat Investigation )
Xpanda la Catego ria TP « Connected 000d3a90-e7c2-5c3e- Standard Endpoint United States

T . 2332-0104b4533d38 Protection
Threat Intelligence

Gestion de servicios y haga

A Mac United States

o , kfl d

clic en el botén Producto Worldlow and Automation
Windows United States

| Zero Trust Secure Access

Aplicacién de instancia.

<+ Endpoint Group Manager
Assessment

Vera la instancia de Apex

. , 2 Endpoint Securit
One as a Service que estd repoint secury

S & Cloud Securit
conectada a Trend Vision oud Security

Network Security
One.
2 Email and Collaboration Security

Mobile Security

Service Management

Cloud Accounts

26 | ©2024 Trend Micro Inc. Asset Visibility Management




Agent Installer

Save time by configuring default connection and sensor settings.
1. Update your pr
2. Set up general sens

ttings and FQDNs to ensure endpoint connectivity.
tings to streamline the collection of activity data on new agents.

For information on using a software management system to deploy agents, see the online help.

Se puede descargar un paquete de instalacién de a Endpoint Protection, Servidores y Carga de

trabajo Standard Endpoint Protection
Proteccidn, o solo un sensor de punto final. Se desd do y ejecute el archivo EndpointBasecamp.exe.

User-centric protection that provides additional Data Loss Prevention capabilities ‘

Operating system:

i AVAILABLE ACTIONS Windows o
[€] Platform Directory AVAILABLE ACTIONS

¥, Agent Installer Manage Reports v £ B Z @@

0S architecture:
x86_64

x86

Attack Surface Risk Management

All managed endpoints Endpoint Group Manager:

@ Dashboards and Reports

Windows v Sensor connectivity Sensor last connected Endpoint sen

Standard Endpoint Protection

>{ XDR Threat Investigation Deployment instructions ® Disconnected 5d (2024-03-27 14:16:51) Enabled
Server & Workload Protection

[«
e

@ Existing protection is automatically uninstalled. @ Disconnected 20h (2024-03-31 20:43:37) Enabled

D Threat Intelligence Sensor only

® Disconnected 2h (2024-04-0114:44:35 Enabled
[¥] workflow and Automation Connected Endpoint Protection ( )

Server & Workload Protection

8z] Zero Trust Secure Access
Provides stronger protection for servers and cloud workloads that need to meet stringent

Q compliance requirements.

™

Assessment i
. : Operating system:
Standard Endpoint Protection Manageme
' Endpoint Security ~ Select... o
> Endpoint Group Manager

> Immune
Standard Endpoint Protection > POC A1

Endpoint Sensor

Server & Workload Protection > Second Al tenant

Operating system:

Windows v

0S8 architecture:
x86_64 x86

¢’ TREND¢
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Age nt D e p I Oy m e nt General Sensor Settings

Configure the general sensor settings that apply to all new agent deployments.

Se pueden definir configuraciones de politicas de sensgj dar o solo para un

. X v Standard Endpoint Protection
sensor. Los puntos finales con un sensor instalado

These settings also apply to connected Apex One SaaS and on-premises products.

heredan automaticamente la configuracién definida aq Y e S e e e

Sends activity data for state-of-the-art threat detection and alerting

[?] Platform Directory AVAILABLE ACTIONS

@ Credits required: 20 credits per agent

(2 Attack Surface Risk Management R I @ Advanced risk telemetry
All managed endpoints . ) _ -
[ Dashboards and Reports Analyzes endpoints for potential security posture weaknesses and performs vulnerability fivit T Endooint sen
Standard Endpoint Protection assessments for threats, such as time-critical zero-day and N-day CVEs v 5 ]
> XDR Threat Investigation (Not supported on macOS or non-persistent virtual desktops) d 5d (2024-03-27 14:16:51) Enabled

Server & Workload Protection

o . i id 20h (2024-03-31 20:43:37) Enabled
] Threat Intelligence Sensor only > Server & Workload Protection

2h (2024-04-0114:44:35) Enabled

[¥] Workflow and Automation Connected Endpoint Protection ~ Sensor only

8z Zero Trust Secure Access ' Endpoint sensor detection and response

Q Sends activity data for state-of-the-art threat detection and alerting
@ Assessment
. . @ Credits required: 20 credits per agent
Standard Endpoint Protection Manageme
a8 Endpoint Security ~ .
i Gl e @ Advanced risk telemetry
S immiine Analyzes endpoints for potential security posture weaknesses and performs vulnerability
assessments for threats, such as time-critical zero-day and N-day CVEs
Standard Endpoint Protection > POC A1 (Not supported on macOS or non-persistent virtual desktops)

Server & Workload Protection > Second Al tenant

¢’ TREND¢
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Deploying Agents with a Software Management System

Use un sistema de administracion de software, como Microsoft Intune, para implementar el instalador del
agente en los puntos de conexién administrados.

Puede utilizar un sistema de administracion de software para implementar el instalador del agente en todo
su entorno, lo que facilita ain mas la implementacion y la instalacidon. La implementacién de agentes de
Trend Vision One Endpoint Security esta probada y es compatible con los siguientes métodos de
implementacion:

Microsoft Intune

Microsoft Endpoint Configuration Manager (anteriormente System Center Configuration Manager)

Objeto de directiva de grupo (GPO) de Microsoft Active Directory

¢’ TREND¢
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Implementacion de politicas

Vicion One
J Web Management

V1 Endpoint Security Console

N

— |
= 1 = 1 [ ]
-—g@ E‘E@ = /j', /j@,

Security Agents

R
(1l
Q0]

¢’ TREND¢




Policy Management

¢] Platform Directory

Attack Surface Risk Management
i| Dashboards and Reports
XDR Threat Investigation
) Threat Intelligence
Workflow and Automation

Zero Trust Secure Access

31| ©2024 Trend Micro Inc.

Standard Endpoint Protection Manager: Endpoint Group Manager v

Dashboard Directories Policies

Policy Management

Product: Apex One Security Agent

+ Create
[ | Priority Policy Policy Version

[ ] Locked LPL-EP 1711567523

Suspicious Object Sync Investigation Logs & Reports

Import Settings Reorder

Parent Policy Deviations Owner

N/A N/JA admvision@demorockslar.com

¢’ TREND¢




Policy Management

Standard Endpoint Protection Manager: Endpoint Group Manager v

Dashboard Directories Policies Suspicious Object Sync Investigation Logs & Reports Administration
Create Policy

Targets
2 Targets

ANTI-MALWARE SCANS .
Policy Name:

Scan Methods .
Targets: @ None (Draft only) ' Select Labels Y Filter by Criteria x Specify Target(s)

Real-time Scan

Scheduled Scan

Manual Scan

Scan Now

ADVANCED THREAT PROTECTION
Behavior Monitoring
Predictive Machine Learning

Web Reputation

32| ©2024 Trend Micro Inc. 0 T R E N D




Policy Management
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Trend ViSion OneTM Standard Endpoint Protection

Standard Endpoint Protection Manager:

Dashboard Directories
Create Policy
Targets

ANTI-MALWARE SCANS
Scan Methods
Real-time Scan
Scheduled Scan
Manual Scan

Scan Now

ADVANCED EAT PROTECTION
Behavior Monitoring

Predictive Machine Learning

Web Reputation

Suspicious Connection
Vulnerability Protection

Device Control

Application Control

DETECTION & RESPONSE
Endpoint Sensor

Sample Submission
EXCEPTIONS

Trusted Program List

Spyware/Grayware Approved List

Cancel

Endpoint Group Manager v

Suspicious Object Sync Investigation Logs & Reports Administration

Behavior Monitoring

@ Additiona
Rules Exceptions

Malware Behavior Blocking
» Enable Malware Behavior Blocking
Threats to block = Known and potential threats v
Ransomware Protection

»~ Protect documents against unauthorized encryption or modification

»~ Automatically back up and restore files changed by suspicious programs
Block processes commonly associated with ransomware )

» Enable program inspection to detect and block compromised executable files &)
Note: Program inspection provides increased security if you select "Known and potential threats" in the Threats to block drop-down.

Anti-exploit Protection

[] Terminate programs that exhibit abnormal behavior associated with exploit attacks
Newly Encountered Programs
" Monitor newly encountered programs downloaded thro web or email application channels | Promptuser V| &
Note: This notification requires that administrators enable Real-time Scan and Web Reputation.
Event Monitoring

Enable Event Monitoring




Policy Management
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Trend ViSion OneTM Standard Endpoint Protection

Standard Endpoint Protection Manager:

Dashboard Directories
Create Policy
Targets

ANTI-MALWARE SCANS
Scan Methods
Real-time Scan
Scheduled Scan
Manual Scan

Scan Now

ADVANCED EAT PROTECTION
Behavior Monitoring
Predictive Machine Learning
Web Reputation

Suspicious Connection
Vulnerability Protection
Device Control

Application Control
DETECTION & RESPONSE
Endpoint Sensor

Sample Submission
EXCEPTIONS

Trusted Program List

Spyware/Grayware Approved List

Endpoint Group Manager v

Suspicious Object Sync Investigation Logs & Reports Administration

Behavior Monitoring

@ Additiona
Rules Exceptions

Malware Behavior Blocking
» Enable Malware Behavior Blocking
Threats to block = Known and potential threats v
Ransomware Protection

»~ Protect documents against unauthorized encryption or modification

»~ Automatically back up and restore files changed by suspicious programs
Block processes commonly associated with ransomware )

» Enable program inspection to detect and block compromised executable files &)
Note: Program inspection provides increased security if you select "Known and potential threats" in the Threats to block drop-down.

Anti-exploit Protection

[] Terminate programs that exhibit abnormal behavior associated with exploit attacks
Newly Encountered Programs
" Monitor newly encountered programs downloaded thro web or email application channels | Promptuser V| &
Note: This notification requires that administrators enable Real-time Scan and Web Reputation.
Event Monitoring

Enable Event Monitoring




Policy Management
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Trend ViSion OneTM Standard Endpoint Protection

Standard Endpoint Protection Manager:

Dashboard Directories
Create Policy
Targets

ANTI-MALWARE SCANS
Scan Methods
Real-time Scan
Scheduled Scan
Manual Scan

Scan Now

ADVANCED EAT PROTECTION
Behavior Monitoring
Predictive Machine Learning
Web Reputation

Suspicious Connection
Vulnerability Protection
Device Control

Application Control
DETECTION & RESPONSE
Endpoint Sensor

Sample Submission
EXCEPTIONS

Trusted Program List

Spyware/Grayware Approved List

Endpoint Group Manager v

Suspicious Object Sync Investigation Logs & Reports Administration

Behavior Monitoring

@ Additiona
Rules Exceptions

Malware Behavior Blocking
» Enable Malware Behavior Blocking
Threats to block = Known and potential threats v
Ransomware Protection

»~ Protect documents against unauthorized encryption or modification

»~ Automatically back up and restore files changed by suspicious programs
Block processes commonly associated with ransomware )

» Enable program inspection to detect and block compromised executable files &)
Note: Program inspection provides increased security if you select "Known and potential threats" in the Threats to block drop-down.

Anti-exploit Protection

[] Terminate programs that exhibit abnormal behavior associated with exploit attacks
Newly Encountered Programs
" Monitor newly encountered programs downloaded thro web or email application channels | Promptuser V| &
Note: This notification requires that administrators enable Real-time Scan and Web Reputation.
Event Monitoring

Enable Event Monitoring




V1 Endpoint Security -

Integration




Active Directory Integration

* Asigna el directorio de usuarios/terminales de acuerdo con su estructura organizativa

existente e integra la informacién de los puntos finales (como las detecciones de

amenazas y los estados de las politicas) con la informacion de usuario de Active
c—

Directory (como el historial de inicio de sesién y los datos de contacto).

‘s * Cree reglas de control de aplicaciones basadas en usuarios y reglas de control de

dispositivos basadas en usuarios y grupos de Active Directory.

4
=
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Active Directory Integration

* Al descargar un nuevo agente de sincronizacion, se desactivan los agentes descargados

anteriormente y se detiene la sincronizacion de los servidores de Active Directory configurados

anteriormente.

37 | ©2024 Trend Micro Inc.

Trend Vision One™  standard Endpoint Protection

Dashboard Directories Policies Suspicious Object Sync Investigation Logs & Reports Administration

Active Directory and Compliance Settings
Active Directory Settings  Compliance Indicators ~ Sites  Reporting Lines

+ Enable Active Directory synchronization

Download the Active Directory synchronization tool to integrate your Active Directory structure with Apex Central.

Save Cancel
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Active Directory Integration

* Al descargar un nuevo agente de sincronizacion, se desactivan los agentes descargados
anteriormente y se detiene la sincronizacion de los servidores de Active Directory configurados

anteriormente.

Trend Vision One™ | standard Endpoint Protection

Standard Endpoint Protection Manager: Endpoint Group Manager v

Dashboard Directories Policies Suspicious Object Sync Investigation Logs & Reports

Active Directory and Compliance Settings

Active Directory Settings  Compliance Indicators  Sites  Reporting Lines

~ Enable Active Directory synchronization

Download the Active Directory synchronization tool to integrate your Active Directory structure with Apex Central.
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V1 Endpoint Security - Data Loss

Prevention




Preventing Data Loss on Endpoint Computers

La prevencion de pérdida de datos protege a los agentes del riesgo de pérdida o fuga de datos. La prevencion
de pérdida de datos salvaguarda un

datos confidenciales de la organizacién contra fugas accidentales o deliberadas. La prevencion de pérdida de
datos le permite:

Identifique la informacidn confidencial que requiere proteccion mediante identificadores de datos

Crear politicas que limiten o impidan la transmision de activos digitales a través de canales de transmisidn
comunes,

como correo electrénico y dispositivos externos

Exigir el cumplimiento de los estandares de privacidad establecidos
La prevencion de pérdida de datos en Vision One Endpoint Security proporciona las siguientes carcs

Control de activos digitales
Descubrimiento de datos
Control de dispositivos

¢’ TREND¢
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DLP — Control de Activos Digitales ®"

Create Data Create

. Create
|dentifiers Template

Policy

* Expressions Combine

e Attributes identifiers to

* Keywords create condition
statements

* Template
e Channel
* Action

&
TREND:
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DLP — Digital Asset Control

Standard Endpoint Protection Manager:

Endpoint Group Manager v

(’,’?; Dashboard Directories Policies Suspicious Object Sync Investigation Logs & Reports Administration
@ Data Identifiers @
>/ Define your organization's digital assets.

\

Expressions File Attributes Keyword Lists
+ Add Import | Export 1-20 of 289 1 « page 1 of15» m
Create DEIE! as [] Name « Description Expression Type

An international standard for identifying
bank accounts with minimal risk of trans  [*\w](AL\d{2}(\s(\d{4}\s){2}([A-Za-z0-9]{4}\s){3}[A-Za-z0-9]{4}|\d{8}[A-Za-z0-9]{16}))[*\w] Predefined

|dentifiers

i Albania: IBAN (International Bank Accou

nt Number) o
cription errors
X [ ] All: Credit Card Number Credit card numbers [Mw-,;&](\d{14,19}\d{4}[-. \d{4}[-. \d{4}[-. \d{4}([-. \d{3})?\d{4}[-. \d{6}[-. \d{4,5}) ["\w-.;&] Predefined
EX p ressions [] All: Email Address Email addresses [Mw.] (A \-1{1,20}@[a-z0-9\-1{2,20}[\.] [a-z0-9\-]{2,5}[a-Z\.]{0,10}) [*\w.] Predefined

e Attributes

An international standard for identifying

[ All: IBAN (International Bank Account Nu [MWI((TA-ZI{2N\d{20\s?) ([A-Za-20-9]{11,27}| ([A-Za-20-9]{4}\s){3,6}{A-Za-z0-9]{0, 3} ([A-Za-20-9]

X ol ®2BEO

|| bank accounts with minimal risk of trans = Predefined
Keywords s cription errors {a)\6){2}HA-Za-20-91(3,41)) [\w]
Also known as BIN (bank identification n
umber) and ISO/IEC 7812; an internation
[ ] AN (Issuer Identifier Number) al standard that specifies a numbering s  [*\w-;&] (\d{4}[\s-]1?\d{2}) [*\w-;&] Predefined
ystem for the identification of a card issu
er
1 All: IMEI (International Mobile Equipmen  An international standard for uniquely id r ¥ . "
L t Identity) entifying mobile phones or smartphones [\l (\d{15N{2AAHBNA{BH-) ["\d] Predefined
[ All: Names from US Census Bureau E?&e;;;f';’gg‘& US Census Bureau (Up t | x\ 1 (1A-Z] [a-2]{1,12}(\s?\s2I\sTNS (IA-ZIN\\S) [A-Z] [a-Z}{1,121) [*\w] Predefined

Also known as ISO 9362, BIC code, SWI
FT ID, and SWIFT code; a standard form [*\w-]([A-Z]{6}[A-Z0-9]{2}([A-Z0-9]{3})?) [*\w-] Predefined
at of business identifier codes

All: SWIFT BIC (SWIFT Business Identifie
r Code)

MICRO
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Create Data
|dentifiers

* Expressions

e Attributes
* Keywords

43 | ©2024 Trend Micro Inc.

Standard Endpoint Protection Manager:

Dashboard Directories

Data Identifiers

DLP — Digital Asset Control

Policies

Define your organization's digital assets.

Expressions File Attributes

+ Add

Name «

Managed - DB Files
Managed - Formatos
Managed - JF CER

Managed - Ofimatica_BF
PE

Managed - extensiontren
d

Managed - test

+ Add

Import

Description

Import

Endpoint Group Manager v

Suspicious Object Sync

Export

Export

Investigation

1-6 of

File Attributes

File Attributes > Add file attributes

Properties

Name: Managed -

Description:

File Attributes

File type:
~ Al
| Documents and Encoding Methods v
Graphics v
| Multimedia Files v
Compressed Files v
Database v
» Spreadsheets ~
| Quattro (.qpw, .wb3, wb2, wb1, .wq1)

Lotus 1-2-3 (.123, .wk1, .wk3, .wk4, .wke, .wks)
~Microsoft Excel - Non-encrypted (.xls, .xlw, .xIsx, .xItx, .xIsb, .xItm, .xIsm, .xlc, .xlam)
Presentation and Diagram Files v
Linked and Embedded Files v
Encrypted Files v
File Extensions (2)

Use a semicolon (;) to separate multiple file extensions.
Example: *.pol;*.spe
File size:

From bytes ¥ To bytes ~

Save Cancel
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DLP — Digital Asset Control

Create Data
|dentifiers

* Expressions
* Attributes
* Keywords

44 | ©2024 Trend Micro Inc.

GHOHOAIROEEE

Standard Endpoint Protection Manager:

Dashboard Directories Policies

Data Identifiers

Endpoint Group Manager v

Suspicious Object Sync Investigation Logs & |

Define your organization’s digital assets.

Expressions File Attributes

Keyword Lists

+ Add Import Export

Name «

Adult

Common Medical Terms
Forms: (First), (Middle), Name
Forms: Date of Birth

Forms: Expiration Date

Forms: First Name, Last Name
Forms: Place of Birth

Forms: Street, City, State

Japan: Surname in Hiragana (Mat
ch 50)

Japan: Surname in Kanji 1 (Matc
h10)

Description

Words commonly associated with the adult entertainment indust
Terms used by hospitals and other health care providers
Common use of the (First), (Middle) and (Last Name) fields in dc
Common use of the (Birth Date), (Birthdate), or (Date of Birth) fi
Common use of terms that indicate the expiration date of an iter
Common use of the (First Name) and (Last Name) fields in docul
Common use of terms that indicate a person's birthplace in doct

Common use of the (State), (City) and (Street) fields in documer

Japanese surnames typed in Hiragana

Japanese surnames typed in Kanji

Keyword Lists
Keyword Lists > Edit keyword list

Properties

Name: Common Medical Terms

Description: Terms used by hospitals and other health care providers

Criteria:

Score threshold:
5

Keywords

Import Export
Keyword « Case-sensitive
Aneurysm \[o]
Antibiotic No
antihistamine
Diarrhea
Abdominal
Abdomen
Abortion

Bacteria

Brain Injury

¢’ TREND

1-20 of 291 1 « page

Score

1
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DLP — Digital Asset Control

Create Data
|dentifiers

* Expressions

* Attributes
* Keywords

45 | ©2024 Trend Micro Inc.

Create
Template

Combine
identifiers to
create condition
statements

Create
Policy

Template
Channel
Action

¢’ TREND¢




DLP — Digital Asset Control |

Data Loss Prevention Templates > Add template
Properties

30
1) Trend Vision One™  standard Endpoint Protection Name: Managed - A [ Trend_Micro_Lab_MCA v/

LOJ Standard Endpoint Protection M.

ager: Endpoint Group Manager v

Description:
Dashboard Directories Policies Suspicious Object Sync

Data Loss Prevention Templates Severity: High Medium Low @ Informational

Data Loss Prevention templates combine data identifiers and logical operators Condition Statement slicy.

Available data identifiers Selzeeha iaiee

+ Add

Operator  Data Identifier Occurrences of 265 1 « page

~File attributes All: Email Address _
Name = Description Type

v Keywords :
Words commonly ass: Managed - Formatos L Predefined

Add new keyword

Create _ , :
Template ol =

All: €

Predefined

Adult Oor Common Medical Terms

Information that can k & VAT Predefined
ommon Medical Terms Add to Templa!e

Credit card numbers Predefined

Forms: (First), (Middle), Name

An international stand Forms: Date of Birth Predefined

CO m bl n e All: IIN (Issuer Identifier Numbe Also known as BIN (b: Forms: Expiration Date

ard issuer

g SRR Forms: First Name, Last Name
| d e ntlfl ers tO 1l All: 1 Inte 5 dentity)  An international stand Predefined

Forms: Place of Birth

Create CO n d |t|0n oL PG UG s e T Ml AR Forms: Street, City, State Predefined
Also known as ISO 93
statements

Predefined

Japan: Surname in Hiragana ... Predefined

for Standardization (1€

Japan: Surname in Kanji 1 (...
All: Time zone et An amount of time ad Predefined

Template Definition

kel An international stand. Predefined

Index Operator Definition
Banking and financial Predefined
0 v | All: Email Address(1) And Managed - Formatos Or Common Medical Terms

Australia, New
mation

al Cardholder informatio Predefined

Save Cancel
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DLP — Digital Asset Control

Create Data
|dentifiers

* Expressions

* Attributes
* Keywords
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Create
Template

Combine
identifiers to
create condition
statements

Create
Policy

Template
Channel
Action
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DLP — Digital Asset Control

Create
Policy

* Template
* Channel
* Action
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DLP — Digital Asset Control

Trend Vision One™  standard Endpoint Protection
Standard Endpoint Protection Manager: Endpoint Group Manager v

Dashboard Directories Policies Suspicious Object Sync Investigation Logs & Reports Administration
Product: Apex One Data Loss Prevention v

+ Create Import Settings Refresh

Create
Policy

i _ 30
Trend Vision One™  standard Endpoint Protection (©) 2024-04-02 11:06 ® O A
Endpoint Group Manager v

Dashboard Directories Policies Suspicious Object Sync Investigation Logs & Reports Administration

Te m p | a te < Create Policy

C h ann el \ (=os Apex One DLP
. Apex One DLP

Action

Apex One Data Discovery A\ Ensure that the Data Protection service has been started. Start the service by going to Policies > Policy Management > Apex One Security Agent > Create > Additional Service Settings.

S Internal Agents

» Enable Data Loss Prevention

Apply all settings to external agents

Template Channel
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DLP — Digital Asset Control

Create
Policy

* Template
* Channel
* Action

50 | ©2024 Trend Micro Inc.

Data Loss Prevention Palicy Settings

» Enable this rule

Rule name :

Template Channel

Available templates

View:| All templates v

Search

B All templates
Adult
Albania: IBAN (International Bank Account Number)
All Personally Identifiable Information (English)
All: Credit Card Number
All: IBAN (International Bank Account Number)
All: [IN (Issuer Identifier Number)
All: IMEI (International Mobile Equipment Identity)
All: Names from US Census Bureau
All: SWIFT BIC (SWIFT Business Identifier Code)
All: Time zone offset
Andorra: IBAN (International Bank Account Number)
Australia, New Zealand: Banking and Financial Inforr
Australia, New Zealand: Cardholder Information

Save Close

Action

Selected templates

US: Financial Transaction Information




DLP — Digital Asset Control

Data Loss Prevention Policy Settings

» Enable this rule
Rule name :
Template Channel Action

Tip: View a list of s ons for each channel (requires Internet connection).
Network Channels
Email clients (i Exceptions @
| FTP
HTTP

HTTPS

Create
Policy

IM applications
| SMB protocol

Webmails

. Te m p | ate Transmission Scope

Apex One monitors the following transmissions through the selected network channels:

O Cha N nel All transmissions G

Only transmissions outside the Local Area Network G

* Action

System and Application Channels

Data recorders (CD,

PGP encryption

Peer-to-peer applications

Printer

Removable storage (encryption supported) Exceptions @
| Synchronization software (ActiveSync)

Windows clipboard

| Cloud storage service (encryption supported) : , T R E N D
51 | ©2024 Trend Micro Inc.

Save Close



DLP — Digital Asset Control

Data Loss Prevention Policy Settings

~ Enable this rule
Rule name :

Template Channel Action

Actions

Action: Additional actions:
Pass | Notify the agent users (i
Create Block ] Record data G
PO | |Cy Encrypt supported channels using the specified key/password (only available if Endpoint Encryption is installed) G
User key: Only the user logged on Endpoint Encryption at the time of the encryption can access the files
Shared key: Only users that belong to the same policy group or enterprise can access the files G

Fixed password: Agent users specify the encryption password

* Template
* Channel
* Action

Close
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V1 Endpoint Security - Solucion

de problemas e investigacion




Key Feature Adoption and Pattern Update Compliance @

Standard Endpoint Protection

Security Configuration R

El Security Configuration Index es una calificacion completa del estado de proteccidén de Trend Micro de su
organizacion. El indice se basa en factores que incluyen la implementacién de agentes y sensores, y las tasas de RERER R AT
adopcién de caracteristicas clave para las capas de seguridad de endpoints, correo electronico y red. Mejore su
configuraciéon de seguridad para mejorar el Security Configuration Index.

* ‘Wb Reputation

Endpoint Protection S100% <0% - 0%

Agent Lifecycle » Behmior Marioring
s100% s 0% 0%
Component Version Status
% Predictie Machine Learring
«100% «0% 0%
Device component version distribution:

i % Smart Feedhack
Outdated versio
" 5100 0%
B Latest version
Devices

Windows
macOS Status

Linux End-of-life
Component version Standard Endpoint Prot Serve W ad Protection * Suspicious Conmection Serdce
Assets prot  Qlder versior

x s100% 0% D%

Latestversiol  Qutdated version
All Latest version

All versions

» Application Control
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Detection Models

H o

Event on server Event from email
o ©
Event on network
° Ei 1\
Event on client Telemetry stored
in data lake

Data sweeping using Workbench Mitigate
Detection Models created threat

4
=
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Detection Model Management

[¥] Platform Directory

Surface Risk Mar

[#] Dashboards and Reports

>{ XDR Threat Investigation

Workbench

Search

Observed Attack Techniques
Targeted Attack Detection
Forensics

Managed Services

Threat Intelligence

[*] Workflow and Automation

8% ZeroT

rust Secure Access

8 Endpoint Security

56 | ©2024 Trend Micro Inc.

Detection Models

Severity

Low

ty: All

Custom Models Custom Filters
v Data source /

Model

Threat Intelligence Sweeping

5 Possible Malicious File Detected by
Virtual Analyzer

Wl
~ Timestomping in Container

= Memory Execution via Malicious
Python Package

W
~ Detection of Fortra Goanywhere Mft
Authbypass Exploit (CVE-2024-0204)

s Vulnerability Scanning for Remote
Code Execution

= Suspicious Access of Private Key Files
in .ssh Folder

Exceptions

Al

v Status: All v

Description

Trend Vision One triggers Workbench alerts for
noteworthy events after sweeping your envirenment
for indicators of compromise based on

A suspicious file was transfered across the network
and detected by Trend Micro Virtual Analyzer as
potentially malicious.

Detects attempts to manipulate file imestamps, a
commeon technigue for covering malicious activities.

Detects the execution of rundli32 loading an
uncommon file from a known malicious python
package.

Detects Fortra Goanywhere Mft Authbypass Exploit
(CVE-2024-0204) via HTTP

A possible vulnerability scanning for Remote Code
Execution was detected on the network

Detect attempt to gather all private keys under .ssh
folder

Last updated: All ~

Data source / processor

Trend Micro Deep Discovery Inspector,
Virtual Network Sensor

Trend Vision One Container Security

Trend Micro Apex One as a Service,

Trend Cloud One - Endpoint & Workloa...

Endpoint Sensor,
Standard Endpoint Protection,
Server & Workload Protection

Trend Micro Deep Discovery Inspector,

Virtual Network Sensor

Trend Micro Deep Discovery Inspector,
Virtual Network Sensor

Trend Cloud One - Endpoint & Workloa...
Endpoint Sensor,
Server & Workload Protection

Last updated + Status
2024-03-27 09:40:21 .

2024-03-26 20:57:08

2024-03-26 20:46:03

2024-03-26 00:08:08 .
2024-03-25 21:27:38 .
2024-03-25 20:44:58 .

¢’ TREND

MICRO



Model Details

Descript : Last updated 4

Detects powershell webclient download activitly after  Trend Micro Apex One as a Service, 024-03-21 22:36:48
performing AMSI Bypass Trend Micro Apex Central On-Premises,

W
~ Powershell WebClient Download after

AMSI Bypass = = 3
Trend Cloud One - Endpoint & Workloa...

Trend Micro Deep Security,
Endpoint Sensor,

Standard Endpoint Protection,
Server & Workload Protection

The severity level Trend Micro Vision One assigns to the model depends on the type of event and

MITRE information. The available severity levels include: The products to The time range Trend Micro Vision
which this during which One automatically
. . Critical: This event exhibits strong evidence of compromise for targeted attacks, Advanced detection model Trend Micro last enables the alert
Persistent Threats (APTs), or cybercrime operations applies updated the triggers for supported
model products in your
. | High: This event exhibits highly suspicious indicators associated with targeted attacks, APTs, environment. A_ny
=" or cybercrime operations model can be disabled
by clicking the status

Medium: This event exhibits suspicious indicators possibly associated with malware infec- icon
tions, policy violations, or cybercrime operations

-

Low: This event exhibits mildly suspicious indicators useful for security monitoring or threat

.
@’ hunting
Each model is A short descrip-
identified by a tion of the

unigue name, detection model
assw’gneq by the is displayed for

information t) T RE N D § "




Workbench Insights

Identify and mitigate potential system breaches and incidents in your environment.
Workbench Insights (XDR Threat Investigation - Workbench) displays a list of high-priority insights that let you start your investigations intelligently.

There are two types of Workbench insights: Correlated alerts and standalone alerts. Trend Vision One creates insights using advanced correlation and machine learning

techniques.

Workbench Insights Al ] What's New Ju My Cases [¥] Security Playbooks

All . ast 30 days - v ert ID. Case ID m

Insight Impact Case Attack phase Last updated Created

2{ XDR Threat Investigation 19 case ; : 2024-03-07 16:31:20

Adversary is trying to do Exploitation of Remote Services
which leads the Data Encrypted for Impact
2024-03-15 01:17:14

Phishing ( Spearphishing Link) leads to lateral movement

1 2024-03-06 18:38:01 2024-03-06 18:38:01
[Heuristic Attribute] Possible Data Encrypted for Impact

o 0 3 2h Ne 2024-03-18 1 3 2024-03-18 123217

Repetitive alerts (3) New a

¢’ TREND¢
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Workbench Alert Details

Standard Endpoint Protection

Findings

2024-03-04 15:26:22

Displays the current status of thee alert or investigation triggered in the Workbench, including:

P Open
A In Progress
4 Closed

J Close - False Positive

59 | ©2024 Trend Micro Inc.

The overall
severity
assigned to the
alert. Trend
Micro Vision
One calculates
the score based
on the severity
of the matched
detection mode
and the impact
scope of the
alert

A unique
identifier for
the alert. Click
the Workbench
ID to view the
summary of the
event

The severity assigned to a
model that triggered the

alert is displayed

Displays the
number of entities
that the alert
affects within the
company network

The product that is

Findings:The findings of the alert investigation.

providing the data to the Displays the date and

Workbench app

time Trend Micro
Vision One generated

the alert Available values:

»Confirmed incident: The investigation
confirmed the occurrence of threats or
malicious activities.

«False positive: No malicious activity found.
*Benign true positive: The investigation has
confirmed the presence of a genuine threat that
poses no risk to the organization.

*Benign true positives are the result of
penetration test or other legitimate activities in
your environment.

*Noteworthy: Observations have identified
suspicious activity that requires more

¢’ TREND¢




Alert Details

L 2 45 i
Trend Vision One™  w 1 > WB-11855-20240304-00001 52 ® @® A E§Trend Mico

Summary

None

[Heuristic Attribute] Possible Data Encrypted for L. X
Inapact Basic information

of the selected

58 alert

Ll2

2024-03-04 15:26:22

None
Highliants Visualization of
Ransomware Detection - Blo.  @lert with click

_pstaand drag nodes ]

Standard End, Sin confirmar 18188.crdow...

Event objects that
triggered the
alert

024-03-04 15:20:57
(fileHash) ac6d9048223e353b32ac7b758c0d7...
§ (fullPath) C rs\mephi\Downloads\Sin conf...

b (fileName) Sin confirmar 18188.crdownload

(actResult) Quarantine successfully

Ipl-win10

1 5
(-4
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Navigating Within a Workbench

45
J Trend Vision One™ rkbench > WB-11855-20240307-00012 202403311250 [l ® @ A g Trend Micro Lab MCA v

Summary =)

[Heuristic Attribute] Possible Brute Force
Entities affected
s by the alert
CJ2

D Endpoint - Desktop

' ' 110121682 G ﬁ)—(’r‘:\‘
Highlights [ 10.12.171.48 (E)Q(E/ \._-./)

I
M517-010 Remote Cod:

Outbound

T1210 - txpioliation Of Kemoie >ervices
21.002 - SMB/Windows Admin Shares
- Brute Force
1205 - Exploitation for Client Execution

MS17-010 - Remote Code Execution - SMB
(Request) - Variant 2

Trend Micro Deep Discovery Inspector

(O 2024-03-07 16:31:22 | \
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Navigating Within a Workbench

-
J Trend Vision One™

» WB-11855-20240307-00012

45
403311259 @ @ @ A Hg Trend Micro Lab MCA Vv

i

Summary G D

P Open Change status of

F In progress the alert

[Heuristic Attribute] Possible Brute Force
/' Closed

i -]

[ Endpoint - Desktop

[ 10.12.168.2

Highlights [J 10.12:171.48

M517-010 Remote Cod:
Outbound
Techr
210 - EXPIOIETIoN OT Kemote >ervices

002 - SMB/Windows Admin Shares
- Brute Force

11205 - Exploitation for Client Execution

MS17-010 - Remote Code Execution - SMB
(Request) - Variant 2

Trend Micro Deep Discovery Inspector

(D 2024-03-07 16:31:22
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Navigating Within a Workbench

45
J Trend Vision One™ 1ch » WB-11855-20240307-00012 202403311250 [l ® @ A g Trend Micro Lab MCA v

Summary MO N
0 Confirmed incident The ﬂndings of

the alert
O Fakse positive . . .
[Heuristic Attribute] Possible Brute Force investigation.

(/] Benign true positive
o Noteworthy

2 G-

[ Endpoint - Desktop

' ; D 10121682 ) f"“)—k’ﬁf“
Highlights ] 10.12.171.48 (E)O(E’ -’)

MS517-010 Remote Cod:
Outbound

[
T1210 - txpioliation Of Kemoie >ervices
21.002 - SMB/Windows Admin Shares
- Brute Force
11205 - Exploitation for Client Execution

MS17-010 - Remote Code Execution - SMB
(Request) - Variant 2

Trend Micro Deep Discovery Inspector

(O 2024-03-07 16:31:22 | \
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Navigating Within a Workbench

m 45
J Trend Vision One™ 1ch » WB-11855-20240307-00012 403311250 M ©@ @ A Hg Trend Micro Lab MCA v

Summary

@, Q|
Notes
[Heuristic Attribute] Possible Brute Force Add notes to

document actions
performed.
i -]

[ Endpoint - Desktop

[ 10.12.168.2

e /"_"‘\‘
[ 10.12.171.48 : >(E, \ -/)

Highlights
MS517-010 Remote Cod:
Outbound
Tec

210 - EXPIOIETIoN OT Kemote >ervices

21.002 - SMB/Windows Admin Shares
- Brute Force

11205 - Exploitation for Client Execution

MS17-010 - Remote Code Execution - SMB
(Request) - Variant 2

Trend Micro Deep Discovery Inspector

(O 2024-03-07 16:31:22 | \
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Navigating Within a Workbench

ot _ e 45 . »
¢/ Trend Vision One™ | w h 5 WB-11855-20240307-00012 (@ 2024-03-3113:16 ® @ A 5glend Mico Lab MCA v

Summary

50
2z
2024-03-07 16:32:50

None E
Highlights

MS517-010 Remote Code Execution SMB (Request) Variant 2 -

- Exploit Public-Facing Application
- Exploitation of Remote Services

- SMB/Windows Admin Share: . .
View details of
- Brute Force

- Exploitation for Client Execr:ion MITRE technlque
MS17-010-Ramata £z e Execution - SMB or type of
{Request) - Variant 2 malware used

Trend Micro Deep Discovery Inspector

(© 2024-03-07 16:31:22

a
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Navigating Within a Workbench

s &1
2021-12-11 06:38:36
Hover over
. objects to
Highlights highlight in the
graph and view
07 07 - Application Layer relationships

Protocol. Web Protocols among objects

Possible Cobalt Strike Connection

- Application Layer
Protocol. DNS

- Application Layer Protocol

@ 2021-12-11 &35O8 |
W (interestedip) 10.50.1.133
Ol (src) 23.82.128.116
@ {deviceDirection} inbound
& (clientFlag) dst
@ (pAttackPhase) Command and Control Comm...
[ (ruleld) 4155
[2) (app) HTTP
L] (peerHost) 23.82.128.116
& (peerlp) 23.82.128.116
+ I (interestedHost) win10-1133
iy (,9 (request) http://secost.com/kkN9
: L winto-1133

o™
4
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Cls &1

2021-12-11 06:38:36

Highlights

Possible Cobalt Strike Connection

@ (peerlp) 23.82.128.116
*Z I (interestedHost) win10-1133

01 - Application Layer
Protocol. Web Protocols

- Application Layer
Protocol. DNS

11071 - Application Layer Protocol

O© 2021-12-11 06[35:08 | View event
(interestedlp) 10.50.1.155
O (src) 23.82
@ {deviceDirection} inbound
& (clientFlag) dst
@ (pAttackPhase) Command and Control Comm...
2 (ruleld) 4155
i Click View Event
[ (peerHost) 23.82.128.116 to create a new
search query with
the event

. 67' (request) http://secost.com/kkN9

L] win10-1133

¢/ TREND:¢




Navigating Within a Workbench

Cls &1

2021-12-11 06:38:36

Highlights

Possible Cobalt Strike Connection
T1071.001 - Application Layer
Protocol. Web Protocols
10 - Application Layer
Protocol. DNS

- Application Layer Protocol

© 2021:12.11 o6 o

= Actions include:

, / s * Add to Block List

& (s 2 5.0 FOANALSE NSt s » Removefrom Block List

[ (deviceDirectio  Check Execution Profile 1 * Terminate

B (clientFlag) dst . ' . Collect File

B (pAttackPhase) | o | Right-click any gjgfaiii:\iel(/lessage
object to view Delete Message

Isolate Endpoint available actions Isolate Endpoint

(menu varies Restore Connection

. Start Remote Shell
. __ depending on the )
. |;| (interestedHos!  Run Remote Custom Script Session

type of object)

& (interestedlp) 1 Show Detailed Profile

& (ruleld) 4155
[2) (app) HTTP
L] (peerHost) 23.8

) (peerlp) 23.82.1 Start Remote Shell Session

1 & (reauest] httpy, Execute Playbook
L= LI win10-1133
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w and

Endpoint Security

Endpoint Inventory

Network Security

20

ollaboratior

Consola de Administracion— Standard

() Resolved events

/\ Q Citical threats
\

NS L3 endpoints with outdated pattems: 0 J 1 Affected users: 0 (0% ) T Users affected by 0 unresolved events: 0

All

1) 0% Antivirus pattern compliance
Managed agents:
With compliant virus patterns 0%
With outdated virus patterns 0%
Offiine for 7 days

Exceptions

L= = A= =l (=

Unmanaged endpoints:

e

0 Critical threats

Ransomware

Known Advanced Persistent Threats (APT)
Preview Mode Social engineering attacks

ng real data from your network now.

Vulnerability attacks

Lateral movements

Unknown threats

C&C callbacks

0 Affected users

' 0 Affected endpoints

{9 0 Total events

n

() Recnhsed events:

Trand Visior One™ | stand-d Endpoint Protection (© 2024-08-02 1625 @& A A I TECHNOLOGY PARTNERS SAS asetec A
ashbo d I e ie Palic 3s Su nicious Object Svr In >stigat n Logs & enorl Jdministratio
Summar Security Posture ntio Compliance Threat Statistics +

SSe e NaN SNy




Standard Enpoint Security Protection - Dashboard

Summary Security Posture Data Loss Prevention € Th tist + Q
Critical Threats : Ransomware Prevention i
Range: Last7days v 07/27/2024 ~ 08/0 Period: | Last 7 days v

0 0 critical threat types i) Trend Micro can block ransomware threats at every stage of an attack. Learn More

Threat Type @ Important Users Other Users

Ransomware 0 0 F=—

i ) ® o 110 &S0
Known Advanced Persistent Threat (APT) 0 0
Messages Websites Network Traffic

Social engineering attack 0 0 :

Vulnerability attack 0 0

Lateral movement 0 0

Unknown threats 0 0 0 ﬁ )

C&C callback 0 0
Users with Threats - ) ) .

Endpoints with Threats -
Range: Last7days v 07/27/2024
Range: Last7 days v
L‘ O Important Users E
= 0 Important Endpoints 0 Other Endpoints
User Name Department Threats Most Critical Threat

Host Name IP Address Threats Most Critical Thre
No data to display
No data to display




Dashboard — Security Posture

Trend Vision One™  standard Endpoint Protection (© 2024-08-08 1401 @ O A B8 TECHNOLOGY PARTNERS SAS asetec v
Dashboard Directories Policies Suspicious Object Sync Investigation Logs & Reports Administration
Summary Security Posture v Data Loss Prevention Compliance Threat Statistics =+ £ o3

(0% Antivirus pattern compliance ~ /|\ O Critical threats

"N Vi . S ",““
“~—" [J Endpoints with outdated patterns: 0 AR L Affected users: 0 (0 % ) " ¥ ysers affected by 0 unresolved events: 0

All

0% Antivirus pattern compliance

Average change (over 7 days): + 0%
— Managed agents:
rancis | 0%
0%

With compliant virus patterns
ner | With outdated virus patterns
Offline for 7 days

Exceptions

o 0 0 © O O

‘ Unmanaged endpoints:

O Ciritical threats

Preview Mode Ransomware
Start viewing real data from your network now. Known Advanced Persistent Threats (APT)

Go to Act Social engineering attacks
Vulnerability attacks
Lateral movements
Unknown threats

C&(C callbacks

S © O © © © o

0 Affected users

0 Affected endpoints




Dashboard — Data los Prevention

Trend Vision One™ | siandard Endpoint Protection (© 2024-08-08 1403 ® O A BB TECHNOLOGY PARTNERS SAS asetec v
Dashboard Directories Policies Suspicious Object Sync Investigation Logs & Reports Administration
Data Loss Prevention Compliance + o
DLP Incidents by Severity and Status : DLP Incidents by User :
t re st 3-(
08/24 Range: | Today v
Direc sers
Status Severity
Severity Total Percentage User Total
New Under... Escala... Closed High Medium Low Infor... Undef...

High 0 0 0 0 0 0.0% No data to display

Medium 0 0 0 0 0 0.0% User: @ Search

Low 0 0 0 0 0 0.0%

Informational 0 0 ) 0 0

U 0 0 0 0 0 0.0%

o 4 L L L L = DLP Template Matches H

Percentag 0.09 0.0% 0.0% Last refresh; 08-08-2024 14:03

tiD: @ Search Range: Last 7 days v 08/02/24 ~ 08,
Display: BH |l | € | |~

DLP Incidents by Channel =

Last refresh: 08-08-2024 14:03
Range: Last 7 days v 08/02/24 ~ 08/08/24

=1 Al v Display: EB | lad| @ | I~




Dashboard — Compliance

Trend Vision One™ | standard Endpoint Protection (© 2024-08-08 14:03 & O Aa TECHNOLOGY PARTNERS SAS asetec V
Dashboard Directories Policies Suspicious Object Sync Investigation Logs & Reports Administration
Summary Security Pc Compliance Threat Statistics -+ Fe3
Product Component Status E Product Component Status 8

Managed Product Endpoint
Pattern Latest Version Pattern Latest Version
Outdated/All Rate 22 Outdated/All Rate

No data to di

19.5

515,

14690 0/ 0o
146900 / 0

v

> 0/ )
3 0

Script Analyzer Unified Pattern 0/ 0

> o7 09
> toring Pattern 0

ing Loca 2.8 0 0%

262.0( 09
3 0.017.64 0 0%
> 0/ )
> 0 09

> Mac Heuristic Pattern

> Intel

on Pattern 4 7.00 0/ %




Dashboard — Threat Statistics

Trend Vision One™ | standard Endpoint Protection (© 2024-08-08 14:04 @ @ A  Bg TECHNOLOGY PARTNERS SAS asetec V
Dashboard Directories Policies Suspicious Object Sync Investigation Logs & Reports Administration
Summary Security Posture ata Loss Prevention Threat Statistics + £ o
: Threat Detection Results : Threat Detection Results i
Lastr b 8 4 0 Threat T Las 4 14:0 hreat Ty Last refresh: 08-08 4
Range: Today ~ /24 Range: 08/24 Range:  Today v N8/08/24
Results Detections Percentage (%) Detections Percentage (%) Results Violations Percentage (%)
Cleaned 0 0% 0% Deleted 0 0%
Access denied 0 0% 0 0 0 )
0 0% Total 0 0% Fo ed 0 0%
Quarantined 0 0% Delivered 0 0%
Pz D 09 0 0%
Renamed 0 0% 0 09
Unsuccessful 0 0% Other 0 0%
0 0% Threat Detection Results - Total 0 0%
Total 0 0% iru ast re 4 14:0
- Today v 08/08/24
&€ -Callback Events :
o Results Detections Percentage (%)
s 0 0% Lsbrehes
Las o 5 = Range: Today v
Range: Today e 4 Quarantined 0% COMENOI S0 oSty
Policy/Rule Detections Percentage (%) Other Y 0 Com... Callb... Lates... Ca&C... Callb... Logg...
Eite blocking 0 0% —— B o No data to display
URL king 0 0%
URL filtering 0 0%

0 0% Apex Central Threat Statistics :




Dashboard — Add Widgets - Customization

Trend Vision One™ | standard Endpoint Protection

@ 2024-08-08 14:07 e ,_‘

& ER TECHNOLOGY PARTNERS SAS asetec V

Dashboard Directories Policies Suspicious Object Sync Investigation Logs & Reports Administration
All Widgets (33) v Q
Most Recent Widgets (26)
All Widgets (33) Critical Threats % . Endpoints with Threats x
points )
Compliance (4)
s that require immediate attention and the t s affected by Last 30 days t require attention t 1 th found on the
Data Discovery (4)
Data Loss Prevention (7) il
Apex One (5)
Threat Statistics (11) Central
Apex Central (16) 24
Apex One (Mac) (1)
Operation Center % Ransomware Prevention x
n Center = = - = == Ransomware threat summary for users and endpoints across the network.
I h L |
& & Apex Centra
07/31/2024 07/31/2024
Apex Central Threat Statistics « T Users with Threats x

ns and the ratic

Last 30 days 1at are found on the user’s

p 43

& Apex (




Trend Vision One™

Dashboard Directories

User/Endpoint Directory

Search Users v
Users
& ‘\ U
& Al

X Custom Tags
? Custom Filters
& Labels

@' Endpoints
= Al
X Custom Tags
Y Filters
& Labels

- @l Active Directory

o Configure connection

Tracked Endpoints

Standard Endpoint Protection

Policies Suspicious Object Sync

Task Export

- User ¢+

Investigation

Directories

Logs & Reports

Domain

(© 2024-08-08 14:08 223

Administration

Manager Endpoints

No data to display. Consider using the Search option to display results.

@ a

Policies

B TECHNOLOGY PARTNERS SAS asetec Vv

Users (0)

1week + Tabular view

Threats

v



Policies

Trend Vision One™ | standard Endpoint Protection

Dashboard Directories Policies Suspicious Object Sync
Policy Management
Product: Apex One Security Agent v
+ Create Import Settings
Priority Policy Policy Version

Investigation

Parent Policy

@ 2024-08-08 14:09

Logs & Rep Administration

Refresh

Deviations Owner Last Editor

You have not created a policy. Create ©

H 2 e a

BB TECHNOLOGY PARTNERS SAS asetec vV

Last Edited Targets Deployed Pending Offline With Issues




Policies

Trend Vision One™  standard Endpoint Protection (© 2024-08-08 14:15 & @ A [aTECHNOLOGY PARTNERS SAS asetec v

Dashboard Directories Policies Suspicious Object Sync Investigation Logs & Reports Administration

Policy Management

Product: Apex One Security Agent

Apex One (Mac)
+ Crea' SI’VEI’IUDI‘I Import Settings Refresh
Apex One Server
Priority Polic Policy Version Parent Policy Deviations Owner Last Editor Last Edited Targets 1 Deployed Pending Offline With Issues

You have not created a policy.

SE PUEDEN AGREGAR 4 TIPOS DE POLITICAS

APEX ONE SECURITY AGENTS (WINDOWS)
APEX ONE (MAC)

APEX ONE DATA LOSS PREVENTION

APEX ONE SERVER

BN =
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Logs & Reports

Trend Vision One™  standard Endpoint Protection (© 2024-08-08 1421 & @ a BB TECHNOLOGY PARTNERS SAS asetec v
Dashboard Directories Policies Suspicious Object Sync Investigation Logs & Reports Administration
Log Query P 5 ®

= - Notifications >
Virus/Malware All products Log Aggregation Settings
Reports >

Log Maintenance




Trend Vision One™

Dashboard Directories

Log Query

Virus/Malware

SECURITY LOGS
System Events
® Virus/Malware
Spyware/Grayware
Suspicious Files
Behavior Monitoring
Application Control

Device Control

Standard Endpoint Protection

Policies Suspicious Object Sync

~ | | All products

Endpoint Secunty Compliance

Endpoint Security Violations

Predictive Machine Learning

Virtual Analvzer

OK Cancel

EE—

Logs & Reports Administration

Last 24 hours ~ Search =

Last 24 hours
Today

Last 7 days
Last 14 days
Last 30 days
All dates

Custom range

@ 2024-08-08 14:22

m

2

.,
|23
2

3

a

EB TECHNOLOGY PARTNERS SAS asetec v
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Trend Vision One™

Dashboard Directories
Log Query

Virus/Malware

Match: @ All of the criteria

Select criteria. ..
Detections
Endpoint

Endpoint Infection Channel

First Action

First Action Result

Standard Endpoint Protection

Policies

Suspicious Object Sync

All products

Any of the criteria

-

-

contains

Investigation

Logs & Reports

(© 2024-08-08 14:34

Logs & Reports

Last 24 hours ~

Administration

Search

(vl

@ a

Bl TECHNOLOGY PARTNERS SAS asetec Vv




Logs & Reports — Event Notifications

Trend Vision One™  standard Endpoint Protection © 2024-08-08 14:37 @ @ A [EgTECHNOLOGY PARTNERS SAS asetec
Dashboard Directories Policies Suspicious Object Sync Investigation Logs & Reports Administration
Event Notifications o . ®
Enable and configure event notification settings to receive automated alerts about your company Notifications >
Advanced Threat Activity Status Event Hepots <

Contact Groups




Logs & Reports — My Reports *

Trend Vision One™ | standard Endpoint Protection (© 2024-08-08 14:41 & @ A  E§TECHNOLOGY PARTNERS SAS asetec
Dashboard Directories Policies Suspicious Object Sync Investigation Logs & Reports Administration
My Reports T < c®

Notifications 2
0-0of 0 14« «Page O of 0 » n
Reports >
Name Period Submitted time Format Size View

One-time Reports
Scheduled Reports 0-0of 0 14 « Page 0O of 0 » M Rows per page: 10 +~

Custom Templates




Administration - Updates

Trend Vision One™  standard Endpoint Protection (© 2024-08-08 14:43 & O a BB TECHNOLOGY PARTNERS SAS asetec /
Dashboard Directories Policies Suspicious Object Sync Investigation Logs & Reports Administration
Scheduled Update Updates > @
Components Command Tracking
Manual Update
Settings >
Products (All managed products and Apex Central) S Categories (All)
¥ Enable intelligent component downloading (&)
Category Type Current Version Last Download Associated Products

4 Advanced Threats
» Antispyware
» Antivirus
» Application Control
4 Behavior Monitoring
4 Browser Exploit Solution
» Damage Cleanup Services
» Data Loss Prevention
» Endpoint Sensor
» Firewall
» Intrusion Prevention
» Predictive Machine Learning
» Suspicious Connections
3 Threat Knowledge

3 Web Reputation / URL Filtering

Update Source




Administration — Command Tracking

..
¢l
@

@ 2024-08-08 14:43

@ a

Ef TECHNOLOGY PARTNERS SAS asetec vV

P

Trend Vision One™ | standard Endpoint Protection

Dashboard Directories Policies Suspicious Object Sync Investigation Logs & Reports Administration
Command Tracking Updates 5 [©)
Issu Last24 ho... ~ Command: | All - Q Status Status (All) - C
Settings >
Issued ~ Command Successful Unsuccessful In Progress All
08/08/2024 14:33:15 Deploy Pattern Updates System 0 0
08/08/2024 14:33:15 Deploy Engine Updates System 0 0
08/08/2024 14:32:02 Scheduled Download System 0 0
08/08/2024 14:18:11 Deploy Engine Updates System 0 0
08/08/2024 14:18:11 Deploy Pattern Updates System 0 0
08/08/2024 14:17:01 Scheduled Download System 0 0
08/08/2024 14:03:10 Deploy Engine Updates System 0 0
08/08/2024 14:03:10 Deploy Pattern Updates System 0 (4]
08/08/2024 14:02:00 Scheduled Download System 0 (4]
08/08/2024 13:48:07 Deploy Engine Updates System 0 0
08/08/2024 13:48:07 Deploy Pattern Updates System 0 0
08/08/2024 13:46:59 Scheduled Download System 0 0
08/08/2024 13:33:16 Deploy Engine Updates System 0 0
08/08/2024 13:33:16 Deploy Pattern Updates System 0 0
08/08/2024 13:31:58 Scheduled Download System (4] 0
08/08/2024 13:18:19 Deploy Engine Updates System 0 0
08/08/2024 13:18:18 Deploy Pattern Updates System 0 0
08/08/2024 13:16:57 Scheduled Download System 0 (4]
08/08/2024 13:03:18 Deploy Engine Updates System 0 0

2 =




Administration — AD and Compliance Settings

Trend Vision One™  standard Endpoint Protection

Dashboard Directories Policies Suspicious Object Sync

Active Directory and Compliance Settings
Active Directory Settings  Compliance Indic

Enable Active Directory synchronization

Save Clear Data

icators Sites Reporting Lines

Investigation

Logs & Reports

Administration

Updates
Command Tracking

Settings

(© 2024-08-08 14:45 &

Automation APl Access Settings

Syslog Settings

Troubleshooting Settings

@ a

BB TECHNOLOGY PARTNERS SAS asetec vV




Administration — Automation api Access Settings

Trend Vision One™  standard Endpoint Protection (© 2024-08-08 14:54 2 O a EE TECHNOLOGY PARTNERS SAS asetec
Dashboard Directories Policies Suspicious Object Sync Investigation Logs & Reports Administration
Automation APl Access Settings @

Automation API access settings allow third-party programs to integrate with Apex Central through use of public APls.

-+ Add Remove

Application Name Application ID APl Key Time-out Status




Administration — Syslog Settings

Trend Vision One™  standard Endpoint Protection (© 2024-08-08 14:56 @ © A B8 TECHNOLOGY PARTNERS SAS asetec
Dashboard Directories Policies Suspicious Object Sync Investigation Logs & Reports Administration
Syslog Settings @

Enable syslog forwarding

Server address:

Port:

Protocol:

Format: @
Frequency: hours

minutes

Log type: Selected log types: 0




Administration — Troubleshooting Settings

Trend Vision One™ | standard Endpoint Protection (©® 2024-08-08 14:57

Dashboard Directories Policies Suspicious Object Sync Investigation Logs & Reports Administration
Troubleshooting Settings

Security Agents

~ Allow Trend Micro Support to enable debug logging and collect the following data for troubleshooting purposes

For Windows er ebug logs. Windows Event 35 and Performance Counter data
For Mac endpo Jebug logs, system information, kernel dump, crash information, performance data, System Profiler data, and Security Agent configuratio (.plist)
Allow Trend Micro Support to take proactive, remote troubleshooting actions on the Security Agent program
Enabling this feature support engineers to remotely access endpoints to troublesho vith the Security Agent program. Support engineers may ta

rvices)

scurity

ration ) and registry keys

Servers

~ Allow Trend Micro Support to access the Apex One as a Service server console for assessment and troubleshooting

Enabling this feature to access your consoles for troubleshooti

Save

£z o ‘ E@ TECHNOLOGY PARTNERS SAS asetec Vv

(s

ke the following actions:




Directories — Product Servers

Trend Vision One™  standard Endpoint Protection (© 2024-08-08 14:58 2 @ - i TECHNOLOGY PARTNERS SAS asetec v
Dashboard Directories Policies Suspicious Object Sync Investigation Logs & Reports Administration
Product Ser  Users/Endpoints .

Server Display Name Product Connection Type Last Report Virtual Analyzer
0.COM Mac Apex One (Mac) 3.5 Manual 08/08/2024 14:52
Windows Apex One 14.0 Automatic 08/08/2024 08:18

Records:1-2/2 4 4 Page. 1 |/1» M 10 +  per page




Trendmicro Apex One (Mac)

) Trend Micro Apex One™ (Mac) & certvi@techno-partners com

@ Summary Agents Updates Notifications Administration

Agent Management @ Help

Select groups or endpoints from the agent tree, and then select one of the tasks provided above the agent tree

Search for endpoints: G

[ Tasks ¥ Logs * = Manage Agent Tree ~ [ Export

Apex One (Mac)' Sgrver Group *

Default

Move

Number of agent(s):0

¢’ TREND¢




Trendmicro Apex One — Favoritos

[+] Agents Logs Updates Administration

Firewall Policies L}

[ Add Server Migration fi 3t Exception Template

] | Polic Owner(s)
() Ala -+ Addto Favorites SaaS Administrator (Built-in)
O com o Control Manager SaaS Administrator (Built-in)
(O | ScanMail for Microsoft Exchange Console SaaS Administrator (Built-in)
() InterScan Messaging Security Suite Console SaaS Administrator (Built-in)

[%3 Add 4 Edit Exception Template

¢’ TREND




Trendmicro Apex One — Agent Management

) Trend Micro Apex One™ R —

< Agents Logs Updates Administration

Agent Management

Select domains or endpoints from the agent tree, and then select one of the tasks provided above the agent tree

Search for endpoints: | . Advanced search

Agent tree view ‘ View all v ‘ Server GUID: 1b59324e-9e37-4798-99fa-dffddb972b76

“gStatus = [ Tasks ¥ [T]Scan OperationLogs = [E- ManageAgentTree ~  [5]Export

@ Apex One Server Domain/Endpoint ~ Logon User IP Address Listening ... DomainH... Connecti... GUID Scan Met... Restart Required Data Prot... Data Protectio... File Repu... File Reputat

(] Workgroup No agents in Workgroup

Number of agents: 0 Agents using smart scan: 0 Agents using conventional scan: 0

¢’ TREND




Trendmicro Apex One — Global Agent Settings

@ Trend Micro Apex OneTM .l certvi@techno-partners.com

) Agents Logs Updates Administration

Global Agent Settings ©

@ Most Global Agent Settings have been moved to the Apex Central as a Service console. To manage Global Agent Settings for Apex One as a Service, go to Apex Central as a Service (Policies > Policy Management). You can still manage Suspicious Connection Settings

using the Apex One as a Service console.

Configure advanced settings that apply to all Security Agents on the network

Security Settings System Network Agent Control

Scan Settings

Exclude Microsoft Exchange server folders and files from scans (i
() Enable deferred scanning on file operations

Enable Early Launch Anti-Malware protection on endpoints (i

Scan Settings for Large Compressed Files
Real-time Scan
Do not scan files if the compressed file size exceed |2 MB

In a compressed file, scan only the first|10 |files

Manual Scan/Schedule Scan/Scan Now
Do not scan files if the compressed file size exceed [30 MB

In a compressed file, scan only the first \ 100 ]files

Virus/Malware Scan Settings Only

Clean/Delete infected files within compressed files (i

Spyware/Grayware Scan Settings Only

¢’ TREND¢




Trendmicro Apex One — Global Agent Settings

] (] Agents Logs Updates Administration

Spyware/Grayware Scan Settings Only
[ Scan for cookies (i

Count cookie into spyware log
Scheduled Scan Settings

Remind users of the Scheduled Scan | 10 v.‘ minutes before it runs

Postpone Scheduled Scan for up lo]. i1 v ‘hour(s) and‘ 0 v |minute(s)
[0) Automatically stop Scheduled Scan when scanning lasts morethan 1~ hour(s) and v minute(s)

Skip Scheduled Scan when a wireless endpoint's battery life is less lhani 20 v \ % and its AC adapter is unplugged

Resume Scheduled Scan
[CJ Resume an interrupted Scheduled Scan (i @ same time next day

Resume a missed Scheduled Scan (i Ol 3 ~ minutes after the endpoint starts
Firewall Settings

[J) Enable the Apex One Firewall

Send firewall logs to the server every: 1 v minute(s)
v hour(s)

v day(s)
Update the Apex One Firewall driver only after a system restart

Send firewall log count information to the Apex One server hourly to determine the possibility of a firewall outbreak

Suspicious Connection Settings

Define customized Approved and Blocked IP lists used to detect C&C callbacks [ Edit User-defined IP List

Behavior Monitoring Settings

Automatically take action if the user does not respond within: | 30 v |second(s) i

Save ' ‘ Cancel

¢’ TREND¢




Trendmicro Apex One — Global Agent Settings
Security Settings Network Agent Control

Certified Safe Software Service Settings
Enable the Certified Safe Software Service for Behavior Monitoring, Firewall, and antivirus scans (i
Smart Protection Service Proxy

() Use configured Smart Protection Sources for service queries (i

The service proxy is used by the following features
« Predictive Machine Learning

« Behavior Monitoring
Note: If a supported Smart Protection Server is not available for service proxy queries, agents send query requests directly to the Trend Micro Smart Protection Network.
Services Restart

Automatically restart any Security Agent service if the service terminates unexpectedly

Restart the service after| 1 V\mmute(s)

If the first attempt to restart the service is unsuccessful relry|r 2 v %t\mes

Reset the unsuccessful restart count aﬂer‘ 1 wv/|hour(s)

Save H Cancel

¢’ TREND¢




Trendmicro Apex One — Global Agent Settings

Configure advanced settings that apply to all Security Agents on the network

Security Seftings System m Agent Control

Server-Agent Communication

Client Authentication Checksum (CAC) security for Security Agent verification: Disabled 7 Change

Virus/Malware Log Bandwidth Settings

Enable the Security Agent to create a single virus/malware log entry for recurring detections of the same virus/malware within an hour
Server Polling Interval

Security Agents poll the server for updated settings and components, and send status updates at the specified interval.

Polling interval \ 10 \ minute(s) (Maximum: 60 minutes)

Save H Cancel \

¢’ TREND¢




Trendmicro Apex One — Global Agent Settings

Global Agent Settings (7]

(D Most Global Agent Settings have been moved to the Apex Central as a Service console. To manage Global Agent Settings for Apex One as a Service, go to Apex Central as a Service (Policies > Policy Management). You can still manage Suspicious Connection Settings

using the Apex One as a Service console

Configure advanced settings that apply to all Security Agents on the network.

Security Settings System Network Agent Control

General Settings

() Add Manual Scan to the Windows shortcut menu on endpoints
Alert Settings

[C) Show the alert icon on the Windows taskbar if the virus pattern file is not updated after v day(s)

Display a notification message if the endpoint needs te restart to load a kernel mode driver (i
Agent Language Configuration

The Security Agent program applies the following language setting:
@® Local language settings on the endpoint

(O Apex One server language

‘ Save ‘ Cancel

¢’ TREND¢




Administration — Endpoint Location

@ Trend Micro Apex OneTM .'. certvi@techno-partners.com +

(] Agents Logs Updates Administration

Endpoint Location

Apex One uses endpoint location information for File Reputation Services, Web Reputation Services, Data Loss Prevention, and Device Control

Endpoint Location

Internal Agents

Apex One classifies Security Agents that can connect to the configured reference servers or gateway IP addresses as internal agents

O Gateway IP address: Add >> Gateway IP Address a MAC Address
'\ |

MAC address (optional):

External Agents

Apex One classifies Security Agents that cannot connect to a configured reference server or gateway IP address as being in an external network. Security Agents in an external network apply different policy settings

Save ‘ [ Cancel
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Administration — Agent Packaging Tool

) Trend Micro Apex One™ 2 cenvi@techno paers com

< Agents Logs Updates Administration

Agent Packaging Tool

MSI Installation Package

Regenerate the Security Agent installation package to automatically apply all root domain configurations to newly installed Security Agents (including proxy settings, uninstallation and unloading passwords, and scan settings). The server regenerates a new Security Agent

package daily to make sure newly installed agents receive the most up-to-date configurations.

Last package generation: 8/9/2024 01:20:04

[ Repackage Now

¢’ TREND¢




Administration — Agent Packaging Tool

Outbreak Prevention Settings

The selected Outbreak Prevention policies will apply to the selected domains or endpoints and will not affect the normal protection capabilities or settings of the Security Agent (including malware scanning). Incorrect configuration of policy settings can cause serious
problems with the domains or endpoints.

Policies

(O Limit/Deny access to shared folders

() Deny write access to files and folders
Note: Write access cannot be denied to mapped network drives.

() Deny access to executable compressed files

[0 Create mutual exclusion (mutex) handling on malware processes/files (i

Note: Mutual exclusion handling requires the Unauthorized Change Prevention Service and only supports 32-bit platforms
Automatically stop Outbreak Prevention after v hour(s)

Notification
Notify users when QOutbreak Prevention starts
Message:
Apex One has detected a security risk outbreak on your network. To prevent the security risk from

spreading, your Apex One administrator has enforced measures that may prevent you from
accessing network resources

Cancel
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Cortafuegos en Standard Enpoint Security Protection

Es mandatorio para usar y activar el cortafuegos de endpoint security standard ir a Agents — Global
Agent —y en la pestafa security Settings hacer click en el apartado Firewall Settings -
Enable the Apex One Firewall.

Agents Logs

Firewall Settings

(J Enable the Apex One Firewall
Agent Management

Send firewall logs to the server every v minute(s)
1~ hour(s) {
v day(s) Global Agent Settings
Update the Apex One Firewall driver only after a system restart '
Send firewall log count information to the Apex One server hourly to determine the possibility of a firewall outbreak Endpomt Location
Suspicious Connection Settings
Firewall
Define customized Approved and Blocked IP lists used to detect C&C callbacks ‘ Edit User-defined IP List
Behavior Monitoring Settings i Agent Packaging Tool

Automatically take action if the user does not respond within: | 30w \ second(s) (i

Qutbreak Prevention

Save Cancel
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Cortafuegos en Standard Enpoint Security Protection

Es mandatorio para usar y activar el cortafuegos de endpoint security standard ir a Agents — Global
Agent —y en la pestafa security Settings hacer click en el apartado Firewall Settings -
Enable the Apex One Firewall.

Agents Logs Updates Administration

Agent Management

:nt tree, and then select one of the tasks provided above the agent tree
Global Agent Settings

Advanced search
Endpoint Location
Server GUID: 1b59324e-9e37-4798-99fa-dffddb972b
Firewall » - e,
Policies &-|Manage Agent Tree *  [) Export
Agent Packaging Tool
Profiles

Outbreak Prevention
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Cortafuegos en Standard Enpoint Security Protection

Es mandatorio para usar y activar el cortafuegos de endpoint security standard ir a Agents — Global
Agent —y en la pestafa security Settings hacer click en el apartado Firewall Settings -
Enable the Apex One Firewall.

Agents Logs Updates Administration

Agent Management

:nt tree, and then select one of the tasks provided above the agent tree
Global Agent Settings

Advanced search
Endpoint Location
Server GUID: 1b59324e-9e37-4798-99fa-dffddb972b
Firewall » - e,
Policies &-|Manage Agent Tree *  [) Export
Agent Packaging Tool
Profiles

Outbreak Prevention
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Cortafuegos en Standard Enpoint Security Protection

Es mandatorio para usar y activar el cortafuegos de endpoint security standard ir a Agents — Global
Agent —y en la pestafa security Settings hacer click en el apartado Firewall Settings -
Enable the Apex One Firewall.

Agents Logs Updates Administration

Agent Management

:nt tree, and then select one of the tasks provided above the agent tree
Global Agent Settings

Advanced search
Endpoint Location
Server GUID: 1b59324e-9e37-4798-99fa-dffddb972b
Firewall » - e,
Policies &-|Manage Agent Tree *  [) Export
Agent Packaging Tool
Profiles

Outbreak Prevention
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Cortafuegos - Policies

Es mandatorio para usar y activar el cortafuegos de endpoint security standard ir a Agents — Global
Agent —y en la pestafa security Settings hacer click en el apartado Firewall Settings -

Enable the Apex One Firewall.

Firewall Policies

&2 Add 4 Edit Exception Template

| | Policy Description
All access policy.

O
O
O
(@
(O | InterScan

& Add ' Edit Exception Template

Owmer(s)

SaaS Administrator (Built-in)
SaaS Administrator (Built-in)
SaaS Administrator (Built-in)

SaaS Administrator (Built-in)
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Cortafuegos — Agregar Politica

Edit Policy -

Firewall Policies > Edit Policy

Firewall Policy

Name: = All access policy

Security level (does not apply to ports in the exception list)

O High Block all inbound/outbound traffic

O Medium Block inbound traffic, allow outbound traffic

@ Low Allow all inbound/outbound traffic

Firewall Features

Enable firewall

(] Display a notification when a Firewall violation is detected

Certified Safe Software List

Applications in the Certified Safe Software List are exempt from firewall policies if the security settings have been set to High or Medium
Enable the local Certified Safe Software List

Enable the global Certified Safe Software List (Internet access required)

Exception
T3 Add # Reorder
[J | Order Name Action Protocol Port Direction IP Address Application
[@3Add # Reorder
| Save Cancel
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Cortafuegos — Agregar una

Add Exception

Polic

Edit Policy > Add Exception

regla

Exception

Name:

Application:

Action:

Direction:

Protocol:

Port(s):

IP address(es):

|BLOQUEO DE PUERTOS, PROTOCOLOS, ETC

@ All applications
_) Specify application full path:

(O Specify application registry key

@® Allow network traffic

(O Aliow and log network traffic
O Deny network traffic
Inbound

Outbound

TCPIUDP w |

@ Al ports

O Range:

() Specific ports:

@ All IP addresses
(O single IP address

Range:

D Subnet mask:

For example, C:\Program Files\app.exe
Key
Subkey:

Value name:

From:
To:

(Use a comma to separate port numbers)

IP:

Or type the host name:
From

To!

IPv4 address:

For example, SOFTWARE\MicrosoftWindows\CurrentVersion\App Pathsitest.exel

Use default value name
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Cortafuegos — Perfiles

Firewall Profiles (7]
|| Overwrite agent security level/exception list
[E3Add # Edit Reference Server List
Order Name Associated Policy owner(s) Enabled
O All access policy Saa$ Administrator (Built-in) (V4

B Add 4 Edit Reference Server List

Apply Profiles to Agents |
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Cortafuegos — Perfiles

Profile Settings

Name: | All agents profile |
Description [Profile for all agents |
Policy: | Al access policy -
) IP address

single 1P

Range From

To:
Subnet: IPv4 address:

Subnet mask:

(C) Domain

() Endpoint:

) Platform
Supported Windows Server platforms
Supported Windows desktop platforms
) Logon name:
) NIC description

() Agent location

Internal - Security Agents can connect to a configured reference server (

External - Security Agents cannot connect to a configured reference server
User Privileges
] Allow user to change security level

) Allow user to edit policy exceptions

Save ‘ | cancel
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Logs

L] Agents Logs Updates Administration
Central Quarantine Restore
Agents »
Central Quarantine Restore
Central Quarantine Restore Logs
GQua Sod System Events

Last restore: 8/9/2024 17:24:33

[+9Export to CSV 0-00f0 1 4 Page[0  |of0 » m

Date/Time ~ File Name Total Endpoints Unsuccessful Pending Updated Domain Exclusion Lists

[#*Export to CSV 0-00f0  « Page[0  |of0 » m
Results per page: v
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Updates

@ @ Agents Logs Updates Administration
Agent Automatic Updates —
- Automatic Update
Trigger agent updates when certain events occur or o
Update Source
Schedule-based Update
O Hour(s) e
Start time:[ 00 ~ |:[ 00 v | (hh:mm)
Wy Update f iod of| 04 hour(s)
ate for a period o ~ | hour(s,
(O Weekly, every Sunday v
@ O Agents Logs Updates Administration

Agent Update Source

Select alternative update sources for specific agents by specifying an Update Agent or the ActiveUpdate server.
@ Standard update source (update from Apex One server)

) Customized update source

Update Agents update components, domain settings, and agent programs and hot fixes, only from the Apex One server (i

Security Agents update the following items from the Apex One server if all customized sources are unavailable or not found
Components

Domain settings
Security Agent programs and hot fixes

Customized Update Source List

IP Range External Source

Notify All Agents
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Administration — Smart Protection Sources

’J O Agents Logs Updates Administration

Smart Protection Sources

Smart Protection »

Smart Protection Sources

External Agents Internal Agents Notifications ’

Smart Feedback
An agent’s location is internal if its gateway IP address matches any ¢ Settings N creen, or if the agent can connect to any reference server.
Configure the range of Security Agent IP addresses and assign a cust {ion Servers to each.

Security Agent Assignment to Smart Protection Servers
[E2Add
[J 1P Range

[E2Add

Note: If none of the assigned Smart Protection Servers are available, Security Agents automatically attempt to connect to the Trend Micro Smart Protection Network.
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Administration — Settings Inactive Agents

,J O Agents Logs Updates Administration

Inactive Agents Smart Protection »
Inactive Agent Removal Notifications ,
Enable automatic removal of inactive agents Settings .
Automatically remove agents if inactive for| 30 v | days Inactive Agents
‘ = ] [ e Suspicious Object List

Server Migration
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Administration — Settings Suspicious Object List Subcription

DA Agents Logs Updates Administration

Suspicious Object List Settings

Suspicious Object List Subscription

Apex One is subscribed to the Suspicious Object lists on the registered Apex Central server.

Server address:  hitps://kmtrkk.manage.trendmicro.com:442/WebApp

Last sync: @ 8/9/2024 17:22:32 (Try every 10 minutes)
Sync Now ‘ | Test Connection Unsubscribe
Suspicious Object List

Last modified: 7/31/2024 15:12:30

Agent Settings

Enable Suspicious URL list (i
Enable Suspicious IP list (i
Enable Suspicious File list

Enable Suspicious Domain list (i

Update the Suspicious Object lists on Security Agents:
(O Based on the Security Agent component update schedule
® Automatically after updating the Suspicious Object lists on the server
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Administration — Settings Server Migration

’J O Agents Logs Updates Administration

Apex One Server Migration

Apex One supports importing server settings and migrating upgraded Security Agents from a supported on-premises server version

To import server settings from another supported server version and overwrite the current Apex One server settings:
1. On the source server, run the Apex One Settings Export Tool to export the compatible Apex One server configuration settings and Security Agent policy settings. ( Download Apex One Settings Export Tool )
2. Click Import Settings... and select the "Server_Settings_Migration.zip" package to import the server configuration settings.

Import Settings |

Note: To continue using the Security Agent policies, import the policy packages to the registered Apex Central server.
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