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Introduction

1 Introduction

This administrator documentation explains how to install, configure and update both the WISKI7 server and other modules
such as KilOSys, KiDSM, the Water Portal, etc.) as well as the WISKI7 client and the corresponding KISTERS services.

It gives an overview about the system architecture, the packages needed to make the server, the client and all required
modules and services run as well as on overview about installation prerequisites and requirements.

You will find information on the WISKI Server Manager (WSM), including details of its various features and the Service
Monitor, which is used to control the availability of the server. You will also find hints about general troubleshooting and
optimising your system.

© KISTERS | 2025 7



WISKI7 System Architecture

2 WISKI7 System Architecture

WISKI7 and the KISTERS Time Series Management System (KiTSM) is the result of almost 25 years of experiences collected in
the global water industry. The requirements on data acquisition, storage, organisation, validation, analysis and integration and
dissemination from the international market have been included in a reliable, scalable and controlled open multi-tier
architecture.

KiTSM is the KISTERS time series management server developed in Java and is designed to organize, compute and share time
series mass data.

KiTSM is the new shared system core of all KISTERS products where time series are involved. In three layer architecture, it
represents the application layer, and provides all services necessary for time series management and calculation for
applications built upon it.

The architecture of KiTSM is designed to operate as an autonomous server system, so that it may be adjusted to suit all
manner of applications. This includes an independent administration component with the necessary user interfaces, a process
check, active session management, and the actual time series management and calculation engine.

WISKI
jProcController jProcController jProcController Soda

. | Process analystics
) - — Ll e H ,‘
Process ! !l KiRollingOptimizer [
L N - f

> Elasticsearch I(-' |
|
777777777 KiDSM Soda it
———— WebServer i
-KiTSM 1_l
- Operations
€ KiScriptServer H

-KiTSM
Queue server

- KilOSys e
KiTSM 1

Dispatcher

T

KiTsM2
Background Processes

£

Database

See the next subchapter(s) for more information:

= KiTSM Dispatcher[ &M

=  KiTSM Serverl oY

= KiTSM Process Control and Administration (JProcController, WSM Service Monitor) [ o&
= KiTSM Client Connection[ oY

2.1 KiTSM Dispatcher

The KiTSM dispatcher is the central operating point of every KiTSM system. Every application requiring access to time series
data or calculations must register a session with the KiTSM dispatcher. During this registration process, the KiTSM dispatcher
authenticates the client and/or the user logged in to the client. Depending on how the KiTSM system is integrated into the
application as a whole determines if it maintains its own user management or if it connects to a master user management
system.

After authentication is successful, the KiTSM dispatcher will assign the client application with a KiTSM server, which is then
responsible for this session and provides the actual services. This assignment is controlled through a generic load balancing
algorithm; as an alternative, KiTSM servers may also be reserved for specific services. Each KiTSM dispatcher is able to control
any amount of KiTSM servers.

As soon as a KiTSM server has been assigned to the requesting application, communication between the KiTSM server and TCA
takes place directly over the KiTSM service interface.
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2.2 KiTSM Server

The KiTSM Server provides the services necessary for time series management and calculations on time series data. The
performance of the KiTSM System may be adjusted through successive parallelisation over multiple KiTSM Servers to meet the
respective application requirements with regard to data volume, data throughput and calculation requirements. The internal
management of the KiTSM System also guarantees the availability of the system as a whole, even if individual KiTSM Servers
fail.

2.3 KiTSM Process Control and Administration (JProcController, WSM
Service Monitor)

The JProcController component monitors all processes in the KiTSM System, and WSM Service Monitor is the associated
interface for the system administrator. The WSM Service Monitor is a client program that can be installed anywhere. From
there, you can monitor any server process. Processes may be started and stopped through this interface, and additional KiTSM
Servers added, for example, if calculation demand increases.

Each KiTSM System also offers a web-based administration console (TsmSAdmin) for additional administration and
configuration tasks. This also facilitates remote maintenance of the entire system.

2.4 KiTSM Client Connection

TSM Client Applications (TCAs) connect through the KiTSM service interface, which is implemented in a so-called TCA Proxy.
This is an object-oriented programming interface (either Java or C# / .NET) which can be integrated into client applications and
transparently provides all executable time series management functions in the KiTSM. The TCA Proxy is based on the KiRPC
(KISTERS Remote Procedure Call) communication mechanism, which is specially optimized for processing and transfer of time
series data, and also supports mass data streaming in addition to the purely functional interfaces.

Any amount of KiTSM sessions may be active on a single client, and these may well be handled by different KiTSM servers. An
integrated session manager, together with the KiTSM Dispatcher, ensures that an active connection between the TCA and a
KiTSM Server always automatically becomes available.

© KISTERS | 2025 9
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3 WISKI7 Software Packages (Deliverables)

WISKI is supplied in packages. Customer packages are provided by KISTERS.

Detailed information can be found in the next subchapters:

Package Naming Conventionl 13

Available Packagesl i

Directory Structure Inside the Packages 1D
Nice to Havelu"

3.1 Package Naming Convention

All WISKI packages from version WISKI 7.3 onward follow a naming convention:
W SKI - <ver si on nunber >- <servi ce rel ease>-<package nanme>-<platfornpe. zip

Note:

= <pl at f or > is optional.
= <package name> may contain one or multiple hyphens.

Examples:

= WSKI-7.4.11- SR14- ki dsm zi p
= WSKI-7.4.11- SR14-wi ski-client. zip

3.2 Available Packages

To decide which package you need in order to install your desired WISKI7 system, you need to know which modules you need
and which operating system and platform you use. See Package selectiones™.

The following list shows some examples of installation packages. You can view the complete list of packages available to you
when installing or updating via the WISKI Server Manager in the installation step PACKAGE SELECTION.

No. | Name Part of Extra WINDOWS LINUX | Remarks/Contents
the default license
installation required

1 W SKI - <vn>- X X Java (C) runtime environment
<sr>-java-
64bit.zip

2 W SKI - <vn>- X X Java (C) runtime environment
<sr>-java-
64bi t -

linux.tar.gz

3 W SKI - <vn>- X X X KiDSM server part
<sr>-kidsm zip

4 W SKI - <vn>- X X KiDSM client
<sr>-ki dsm
client-64.zip

Note:
<vn>=<versi on nunber >

<sr> = <service rel ease>
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3.3 Directory Structure Inside the Packages

Select a root directory and unpack the zip package there. The package is unzipped under its top level folder named \ W SKI .

Directory Description

<root directory>\w ski Root directory of the WISKI software installation.

<root directory>\wi skil\bin Contains all scripts needed to maintain the installed
software.

<root directory>\w skilclients Contains all GUI clients; for each client a separate sub folder
is created (e.g. C: \ ki st ers\wi ski\clients\w ski -
client).

<root directory>\wi skilinfo Contains text files with version information about the

installed packages.

Folder is only created if you use the respective package.

<root directory>\w ski\services Contains the server software, including all components
(WISKI server, KiDSM, KilOSys, etc.).

Folder is only created if you use the respective package.

<root directory>\wi skiltools Contains additional KISTERS tools.
<root directory>\docunents Can be used to store data files such as incoming data for a
hot folder.

<root directory>\docunents\kidsm damaged

<root direct ory>\ docunment s\ ki dsm i nput The \docunent s folder is only included in the KiDSM

package.
<root directory>\docunents\kidsm out put
<r oot
di rect or y>\ docunent s\ ki dsm pr ocessi ng
3.4 Nice to Have
To make your work with WISKI7 easier, use these tools.
Zipper for tarballs, gz, zip, rar files https://ww. 7-zi p. de/
Dependency Walker, detects missing DLLS htt ps://ww. dependencywal ker. com
Textfile editor htt ps: // not epad- pl us- pl us. or g/
FTP client https://filezilla-project.org/
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4 Installation Requirements

This administrator's manual explains how to set up the WISKI7 server and client and all required modules.

As WISKI7 closely interacts with the database, make sure that both the server components (KiTSM, KiDSM, KiALM (the
AlarmManager) and the client computers have a good network connection to the database server.

First the hardware and software requirements for the installation are described. They are related to these topics:

= WISKI7 Server[ih
= WISKI7 Clientl 2
= Databases and Storagel st

4.1 WISKI7 Server

The requirements for a complete WISKI server installation comprise these topics:

= Hardware and Software Requirementsl 1
»  Port Overview[ 19

4.1.1 Hardware and Software Requirements

Hardware

The hardware requirements depend on several parameters, such as the number of users, the amount of data to be processed
(imports and exports), the complexity of the calculations, etc.

In general, a WISKI7 / WISKI Server installation supports virtualisation, but it is not recommended by KISTERS. Virtual
hardware shares hardware resources with other virtual machines, which can lead to unexpected system behaviour.

Especially when processing raster data, an increased memory requirement of more than 32 GB can be expected.

Minimum Recommended
RAM 32 GB 64 GB
Disk Space 100 GB free (excluding the operating system) 500 GB free (excluding the operating system)
Network Bandwidth Bandwidth LAN 100/1000 MBit/s Bandwidth LAN 100/1000 MBit/s
CPU Cores 4 >6

Example: MSSQL database server with a WISKI7 Server installation

= 2 xIntel® Xeon® Gold 6136 3.0G,12C/24T,10.4 GT/s 2UPI,24.75M Cache, Turbo,HT (150 W) DDR4-2666
= 6 x 32 GB RDIMM, 2666 MT/s, Dual Rank

= PERC H740P RAID Controller, 8Gb NV Cache, Adapter, Low Profile

= RAID 10 for HDDs or SSDs in pairs (Matching Type/Speed/Capacity)

= 10 x 480 GB SSD SATA Mix Use MLC 6Gbps 512n 2.5 in Hot-plug Drive, SM863a

= QLogic 57800 2 x 10Gb BT + 2 x 1Gb BT Network Daughter Card

= Dual, Hot-plug, Redundant Power Supply (1+1), 750 W, Titanium, 200 - 240 V AC

= |DRACY Enterprise with OpenManage Essentials, Server Configuration Management
= PowerEdge 2U LCD Bezel

= ReadyRails™ Sliding Rails With Cable Management Arm

= Electronic System Documentation and OpenManage DVD Kit

=  MS-Windows Server® 2022 Standard Ed,16CORE,Factory Inst,2VM,NO CAL, Media Kit
= MS-Windows Server® 2022,Standard Ed, Add License,16CORE,NO MEDIA/KEY

= 5Yr ProSupport and 4hr Mission Critical

© KISTERS | 2025




Other Requirements

Installation Requirements

installation time

Supported  operating | Windows 2019, Windows 2022, Windows 2025 (from WISKI version 7.4.13), Linux, Unix (CentOS is
systems recommended)

Note: Only the server components can be installed on a Linux / Unix system.
Privileges at | Full access, rights to create / change / delete databases.

The Database must be created with a case sensitive Encoding (e.g. Ger man_PhoneBook_BI N
orLatinl_General _CS_AS)

Privileges at runtime

Starting and stopping of services, writing/creating log and data files.
Network communication (see Port Overview![ 14

Full access, rights to create / change / delete database tables.

Installation folder

Any folder name without blanks, no network path, no system protected paths for the server part
(c:\'program fil es). Read and write access to the installation directory must be granted to
all users who will be performing installations. Full control of the directories is not required. The
client can be installed under c: \ program fi |l es.

For a stable WISKI Server operation DNS must know all workstations in the network that
communicate with the WISKI Server. DNS must be capable to resolve name requests by the
workstations' IP addresses because within Firewalls and virtual machines a Network Adress
Translation (NAT) is executed. Besides, DHCP could lead to address conflicts, if the WISKI Server is
configured to use IP addresses.

Full DNS  support
needed!
Direct network

connections

WISKI Server currently does not support the use of HTTP proxies. Therefore, all components of the
server must be connected via direct connections without using HTTP proxies. As of 09-2024, load
balancer configurations are no longer supported.

Host name

Note that the host names must fulfil the following conditions:

= The server requires a static host name.
= The host name must not containa ' '

Connection to  the

Database (ORACLE)

Connection through JDBC client (default Port 1521)

password characters

Connection  to  the | Connection through JDBC client (default Port 1433)

Database (MSSQL)

PostgreSQL Connection through JDBC client (default Port 5432)

Valid database | Only the following ANSI characters are valid for database passwords: a-z, A-Z, 0-9,

@ []{}<>_"., 1~

Note: Even if the database supports more characters, other characters are not supported by WISKI.

Connection to WISKI7
Client

Connection to Dispatcher/WISKI Server

Third Party

Perl and Java SDK (part of delivery)

For Java SDK see information in the appendix /208,
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4.1.2 Port Overview

Default Ports (partially configurable)

Note: In order to run a WISKI7 on a client machine the following ports have to be accessible.
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7440,
7437
(pre-
. W SKI - <vn>- <sr >- . ) 7.4.11- .
Automation servi ces. zi p KisRPC KisRPC | Java SR10 Automation X X X
installatio
ns. 7442-
7459%)
. W SKI - <vn>- <sr >- . .
Automation servi ces. zi p Metrics HTTP | Java | 7401 Automation X X X
. W SKI - <vn>- <sr >- . .
Automation servi ces. zi p Metrics HTTPS | Java | 7418 Automation X X X
. W SKI - <vn>- <sr >- 7490- .
Automation servi ces. zi p Shutdown Java 499" Automation
Dispatch W SKI - <vn>- <sr>- TAsdm i HTTP | ) 7420 Dispatch
ispatcher servi ces. zi p min ava ispatcher X | X
Interface
Di h W SKI - <vn>- <sr >- sz . . h
ispatcher servi ces. zi p Admin HTTPS | Java | 7421 Dispatcher X X
Interface
. W SKI - <vn>- <sr >- ) . )
Dispatcher servi ces. zi p KisRPC KisRPC | Java | 7430 Dispatcher X X
. W SKI - <vn>- <sr >- . .
Dispatcher servi ces. zi p Metrics HTTP | Java | 7405 Dispatcher X X
. W SKI - <vn>- <sr >- . .
Dispatcher servi ces. zi p Metrics HTTPS | Java | 7410 Dispatcher X X
. W SKI - <vn>- <sr >- 7490- .
Dispatcher servi ces. zi p Shutdown Java 499" Dispatcher
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tar.gz
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. W SKI - <vn>- <sr >- .
ElasticSearch el asti csear ch. zi p HTTP | Java | 9200 Elasticsearch
7433,
7434,
7435
W SKI - <vn>- <sf >- . . (pre- .
Interactive : . KisRPC KisRPC | Java | 7.4.11- Interactive X X X
services.zip
SR10
installatio
ns. 7442-
7459%)
. W SKI - <vn>- <sr >- . .
Interactive servi ces. zi p Metrics HTTP | Java | 7406 Interactive X X X
. W SKI - <vn>- <sr >- . .
Interactive servi ces. zi p Metrics HTTPS | Java | 7408 Interactive X X X
. W SKI - <vn>- <sr >- WISKI .
Interactive servi ces. zi p REST AP HTTP | Java | 7406 Interactive X X X
. W SKI - <vn>- <sr >- WISKI .
Interactive servi ces. zi p REST AP HTTPS | Java | 7408 Interactive X X X
. W SKI - <vn>- <sr >- 7490- .
Interactive servi ces. zi p Shutdown Java 499" Interactive
JProcController | W SKI - <vn>- <sr >- JProcControll
KiDSM ki dsm zi p RMI RMI Java | 8999 or X X
JProcController | W SKI - <vn>- <sr >- JProcControll
KiDSM ki dsm zi p Shutdown Java | 8998 or X | X
JProcController | W SKI - <vn>- <sr >- Service JProcControll
KiDSM ki dsm zi p port RMI Java | 7489 or
JProcController | W SKI - <vn>- <sr >- JProcCon JProcControll
KiDSM ki dsm zi p troller HTTPS | Java | 7426 or X | X
REST API
W SKI - <vn>- <sr >-
:(F;F:chontroller kirollingoptimzer. |RMI RMI Java | 7999 éfrocControll
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W SKI - <vn>- <sr >-
JI?rocControIIer kirollingoptinzer. |Shutdown Java | 7998 JProcControll
KiRo tar er
. gz
W SKI - <vn>- <sr >- .
:(I?;octontroller Kirol i ngoptim zer. Ser\tnce RMI Java | 8000 JProcControll
iRo tar. gz por er
W SKI - <vn>- <sr >- JProcCon
:(I:;gctontroller kirollingoptim zer. |troller HTTPS | Java | 7427 éfrocControll X | X
tar.gz REST API
JProcController | W SKI - <vn>- <sr >- JProcControll
WISKI i proc. tar. gz RMI RMI Java | 1099 or X
JProcController | W SKI - <vn>- <sr >- JProcControll
WISKI j proc. tar.gz Shutdown Java | 7488 or
JProcController | W SKI - <vn>- <sr >- Service JProcControll
WISKI jproc.tar. gz nort RMI Java | 7500 or
JProcController | W SKI - <vn>- <sr >- #rF;ﬁ?ecfon HTTPS | Java | 7425 JProcControll « «
WISKI jproc.tar.gz REST AP| er
W SKI - <vn>- <sr >-
Keycloak keycl oak. tar. gz REST APl | HTTP 7414 X
W SKI - <vn>- <Sr >- Secure
Keycloak keycl oak. tar . gz REST AP HTTPS 7415 X | X
W SKI - <vn>- <sr >- Managem
Keycloak keycl oak. t ar . gz ent Port HTTPS 7416 X
. W SKI - <vn>- <sr >- ActiveMQ | Open KiDSM
KIDSM ki dsm zi p Broker | wire |J3v@ | 8800 internal X
KiDSM
. W SKI - <vn>- <sr >- Portal .
KiDSM ki dsm zi p Applicati HTTPS | Java | 8843 KiDSM X X X
on
. W SKI - <vn>- <sr >- KiDSM 8888- KiDSM  RCP
KiDSM ki dsm zi p RCP RCP Java 3389 Client X X X
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Client
(until
7.4.7)
. W SKI - <vn>- <sr >- internal KiDSM
KiDSM ki dsm zip REST API Java | 8881 internal i
JProcCon
troller .
. W SKI - <vn>- <sr >- KiDSM
KiDSM ki dsm zi p Port Java | 8901 internal X | X
Connecto
r Server
JProcCon
. W SKI - <vn>- <sr >- troller KiDSM
KiDSM ki dsm zip Port Time Java | 8302 internal i
Scheduler
JProcCon
. W SKI - <vn>- <sr >- troller KiDSM
KiDSM ki dsm zip Port Task Java | 8903 internal i
Manager
JProcCon
troller .
. W SKI - <vn>- <sr >- KiDSM
KiDSM ki dsm zi p Port Java | 8904 internal X X
Transfer
Tools
JProcCon
troller .
. W SKI - <vn>- <sr >- KiDSM
KiDSM ki dsm zi p Port Java | 8905 internal X | X
Program
Executor
- .. | WSKI - <vn>- <sr >- ) KiRollingOpti
Iz(ésolllngODtlml kirollingoptim zer. éﬁglz/eerMQ S\ﬁfen Java | 1883 mizer X
tar.gz internal
Log Server No longer part of current Java | 8301 Log Server
Versions
Log Server No longer part of current Java | 8302 Log Server
Versions

© KISTERS | 2025




Installation Requirements

services. zip
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Microsoft SQL | Microsoft
Server 1433 SQL Server X
nth cluster | W SKI - <vn>- <sr >- .
application servi ces. zi p API KisRPC 7441 +n
nth dcserver | W SKI - <vn>- <sr >- Contro
instance servi ces. zi p Shutdown ller 7489 +n
Oracle Server | - - - 1521 Oracle X
Server
os-monitor No ]onger part of current Shutdown Contro 2473
Versions ller
W SKI - <vn>- <sr >- Water
wat er - pyt hon- Python
. . |win64. zip
Python-FastAPI FastAPl | irtps | Java | 7466 | Tomcat x| x| x| x
Runner W SKI - <vn>- <Sr >- compone
pyt hon- f ast api - nts
jproc.tar.gz runner
W SKI - <vn>- <sr >- Water
wat er - pyt hon- Python
. ./ win64.zip Python-
Python-FastAPI FastAPI HTTP Pyth 7467 FastAP|- « | x| x
Runner W SKI - <vn>- <Sr >- compone on Runner
pyt hon- f ast api - nts
jproc.tar.gz runner
7436
(pre-
7.4.11-
-< >-< >- . .
Queueserver \S/\Lrs\}f: ce\énzi st KisRPC KisRPC | Java | SR10 Queueserver | X X
.zip ; .
installatio
ns. 7442-
7459%)
W SKI - <vn>- <sr >-
Queueserver servi ces. zi p Metrics HTTP | Java | 7402 Queueserver X X
Queueserver W SKI - <vn>- <sr>- Metrics | HTTPS | Java | 7419 Queueserver X | x
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W SKI - <vn>- <sr >- 7490-
Queueserver servi ces. zi p Shutdown Java 2499* Queueserver
W SKI - <vn>- <sr >- Lock
Queueserver servi ces. zi p service RIM Java | 7429 Queueserver X X
External
W SKI - <vn>- <sr >-
Ea:tert. rast er - Eaftert. HTTP | Java | 7474 Eafteri. x| x
xtractions extractions.tar.gz n>S< ractio xtractions
External
W SKI - <vn>- <sr >-
Ea:tert. rast er - Eaftert. HTTPS | Java | 7475 Eafteri. x| x
xtractions extractions.tar.gz n>S< ractio xtractions
External
Raster W SKI - <vn>- <sr >- Raster Raster-
Extracti raster- Extracti SSH Java | 7476 Extracti
xtractions extractions.tar.gz n>S< ractio xtractions
W SKI - <vn>- <sf >- External | pyyiRe
Raster Raster . Raster-
Extracti raster- Extract gistry | Java | 7477 Extract
xtractions extractions.tar.gz n>S< ractio Port xtractions
W SKI - <vn>- <sr >- External | p\jise
Ea:tert_ raster- Eaftert_ rverPo | Java | 7478 Eafter;
xtractions extractions.tar.gz n>S< ractio t xtractions
7438,
7439
(pre-
. W SKI - <vn>- <sr >- . . 7.4.11- .
Scriptserver servi ces. zi p KisRPC KisRPC | Java SR10 Scriptserver X | X X
installatio
ns: 7442-
7459%)
Scriptserver W SKI - <vn>- <sr >- Scriptser Scripts J 2432 Scrint
iptserv services. zi p \Slggure erver ava criptserver X | X X
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. W SKI - <vn>- <sr >- . :
Scriptserver servi ces. zi p Metrics HTTP | Java | 7403 Scriptserver X X
. W SKI - <vn>- <sr >- . :
Scriptserver servi ces. zi p Metrics HTTPS | Java | 7422 Scriptserver X X X
. W SKI - <vn>- <sr >- 7490- .
Scriptserver servi ces. zi p Shutdown Java 499" Scriptserver
Process
that HTTP
Security- W SKI - <vn>- <st >- monitors | (localh Security-
Monit security- 1S | ost Java | 7411 Monit X
onitor distribution.tar.gz |%8 05 onrtor
certificat | only)
e status
. W SKI - <vn>- <sr >- Service Node
Service Node 0 servi ces. zi p RMI RMI Java | 999 0 X
running
Service Node 0| W SKI - <vn>- <sr >- on Service Node
ssh servi ces. zi p 127001 RMI Java | 7412 0 X X
only
. W SKI - <vn>- <sr >- Service Node
Service Node 0 services. zi p RMI RMI Java | 5444 0
. W SKI - <vn>- <sr >- Web Service Node
Service Node 0 servi ces. zi p Server || HTTP | Java | 7480 0 X | X
' REST API
. W SKI - <vn>- <sf >- web Service Node
Service Node 0 services. zi p Server || HTTPS | Java | 7479 0 X | X
' REST API
Time
series
. . data
Time Series ) RMI ) )
W SKI - <vn>- <sr >- import . Time Series
Data Import tsdi.zip (changed Regist | Java | 7471 Data Import
(TSDI) f ry
rom
7.4.13 SR
11)
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Open in Firewall (Desktop Client Access)

Process

Deployment Package
Description

Protocol

Executable

Port

Process Help

Automatic Port Offset
Optional Service

Available for Satelite Nodes

Time
series
data
W SKI - <vn>- <sr >- import RMI Time  Series
tsdi.zip (changed | Server Java | 7472 Data Import
from
7.4.13 SR

11)

Time Series
Data Import
(TSDI)

Time
series
data
W SKI - <vn>- <sr >- import Time  Series
tsdi.zip (changed SoH Java | 7484 Data Import
from
7.4.13 SR

11)

Time Series
Data Import
(TSDI)

Time
series
data
W SKI - <vn>- <sr >- import Time  Series
tsdi.zip (changed HTTP | Java | 7485 Data Import X X
from
7.4.13 SR

11)

Time Series
Data Import
(TSDI)

Time
series
data
W SKI - <vn>- <sr >- import Time  Series
tsdi.zip (changed HTTPS | Java | 7486 Data Import X X
from
7.4.13 SR

11)

Time Series
Data Import
(TSDI)

Portal
Applicati
W SKI - <vn>- <sr >- ons

tomcat.tar. gz HTTP | Java | 7481 Tomcat X X

Tomcat

(incl.
KiwIS)

Portal
Applicati | HTTPS | Java | 7482 Tomcat X | X
ons

W SKI - <vn>- <sr >-

Tomcat toncat.tar. gz
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(incl.
KiwIS)
W SKI - <vn>- <sr >-
Tomcat toncat.tar. gz Shutdown Java | 7483 Tomcat
7441
(pre-
7.4.11-
W SKI - <vn>- <sr >- ) . o
Tsm1l servi ces. zi p KisRPC KisRPC | Java _SR10 _ Tsm1l X X X
installatio
ns. 7442-
7459%)
W SKI - <vn>- <sr >- .
Tsm1l servi ces. zi p Metrics HTTP | Java | 7404 Tsm1l X X X
W SKI - <vn>- <sr >- .
Tsm1l servi ces. zi p Metrics HTTPS | Java | 7423 Tsm1l X X X
W SKI - <vn>- <sr >- 7490-
Tsm1 servi ces. zi p Shutdown Java 499" Tsm1l
Validation Karaf
(Executor, W SKI - <vn>- <sr>- Validation-
. val i dati on- SSH SSH Java | 7461 X X | X
Persistence, karaf . tar.gz Karaf
Queue)
Validation Karaf
W SKI - <vn>- <sr >- o
(Executor, val i dati on- RMI RMI Java | 7462 validation- X X | X
Persistence, karaf . tar.gz Registry Karaf
Queue)
Validation Karaf
W SKI - <vn>- <sr >- L
(Executor, val i dati on- RMI RMI Java | 7463 validation- X X | X
Persistence, karaf . tar.gz Server Karaf
Queue)
Validation Karaf Validatio
W SKI - <vn>- <sr >- L
(Executor, val i dat i on- n Kl irrps | Java | 7464 | VANdation 1y x| x
Persistence, karaf . tar.gz REST Karaf
Queue) services
Validation Karaf | W SKI - <vn>- <sr >- Validatio Validation-
(Executor, val i dati on- N Karaf | HTTP | Java | 7465 Karaf X X | x
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Persistence, karaf . tar. gz REST_
Queue) services
W SKI - <vn>- <sr >- Water
" wat er - pyt hon- Python
Water-Python- | wi n64. zi p compone
Components nt HTTPS | Java | 7468 Tomcat X X X X
W SKI - <vn>- <sr >- framewor
pyt hon-j proc.tar. gz k
W SKI - <vn>- <sr >- Wather
wat er - pyt hon- Python Water-
Water-Python- | wi n64. zi p compone HTTP Pyth 7469 Python- « | x| x
Components nt on
W SKI - <vn>- <sr >- framewor Components
pyt hon-j proc.tar. gz k
W SK_I - <VN>- <sr >-
services.zip
WISKI- WISKI )
. HTTP | Java | 7407 SingleNode X | X X
SingleNode Only with SingleNode profile | REST API
(not for production use)
W SK_I - <VN>- <sr >-
services.zip
WISKI- WISKI )
. HTTPS | Java | 7409 SingleNode X | X X
SingleNode Only with SingleNode profile | REST API
(not for production use)
Workflow
engine
used by
W SKI - <vn>- <sr >- data
\é\:lorilr(‘felow wat er - wor kf | ow validatio | HTTP | Java | 7470 \é\ﬁ}orilr(]l;lovv X X | X
g engi ne. zi p n and for &
the WISKI
workflow
S

*Cluster nodes, the ports are automatically applied on initial installation and can be changed in the KiTSM Webinterface at
KiTSM-Cluster/Cluster-Nodes (ht t p: / /| ocal host : 7420/ TsnSAdmi n/ t snser ver s. do).

Note: Any port within the range 7442-7459 can still be used in the current installation if the initial installation was carried out
with WISKI version 7.4.11-SR10 or later.
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W Log Vlswsr‘Tenams‘ﬁumnnsatmn | Preferem:es| €l
Controller C\usterLaadlD\spatcner‘C\ustevSesswons ‘Ba:kgmund Processes ﬁ
M@ E 1-5/5 (1 B[]
Key | Instanceid Host Instance Har vi Adm State Heartbeat Date Tolerance [min] Load URL Software
[&] 102001 13939001  Hl MALALE 10 queueserver | on [m] on 16.10.2018 10:10:54 CEST 2 0.00 rmi/i B HER B2 B5:1099/ClusterNodeControl10 development system 27.09.2018 14:55:39 CEST
Applications in Cluster Node
Key Type Name IPPort  [State Interactive Usage  Sessions  Tasks Assigned Tenants Select Expression RMI URL
] 102001 tsm-queue-server tsm-queus-serve 7442 on [m] on 0(0) 0 true
[&] 203001 13943001 I EELEIER 50 scriptserver | on [m] on 16.10.2018 10:11:06 CEST 3 0.56 rmi// 92 49 % 1 098/ClusterNodeControiS0 development system 27.09.2018 14:55:39 CEST
Applications in Cluster Node
Type Hame IPPort  [State Interactive Usage  Sessions  Tasks Assigned Tenants Select Expression RMI URL
[£] 204001 scriptserver scriptserver 7444 on [m] on 1(0) 1 true
[£] 206001  wiski-control  WISKl-control 7446 on on 1(0) 0 true
[E] 204001 [¢] 13941001  FEI SERTIAE 40 interactive | on [m] on 16.10.2018 10:11:00 CEST 2 0.05 rmi//FE8 BELL1E:1099/ClusterNodeControl40 development system 27.09.2018 14:55:39 CEST
Applications in Cluster Node
Type Name IPPort [State Interactive Usage Sessions  Tasks Assigned Tenants Select Expression RMI URL
[£] 205001 operationserver OperationServer 7445 on [m] on 3(0) 0 true
[E] 209001 ismserver tsmserver 7449 an on (0 ] clientGroup = “kiiosys”
[£] 212001 wiski-control  WISKL-control 7452 on [m] on 1(0) 0 true
[#] 213001 wiski-restapi  VWISK-RESTAPI 7453 | on 0(0) 0 true
[£] 214001 wiskiserver WISKIServer 7454 on on 5(0) 0 true
[E] 205001 [+] 13942001 AR 30 tsml on [m] on 16.10.2018 10:11:07 CEST 2 0.00  rmi./i"C] " 501 B9 1099/ClusterNodeControi30 development sysiem 27.09.2018 14:55:39 CEST
Applications in Cluster Node
Key Type Name IPPort  [State Interactive Usage Sessions  Tasks Assigned Tenants Select Expression RMI URL
[£] 208001 ismserver tsmserver 7448 on (B off 2(2) 0 true
[£] 210001 wiski-control  VWiSKk-control 7450 on [m] on 1(0) 0 true
[E] 206001 [] 13940001 W mmsIEm 20 automation | on [m] on 16.10.2018 10:10:53 CEST & 0.00 rmi/fFER ML 95:1099/ClusterNodeControl20 development system 27.09.2018 14:55:39 CEST
Applications in Cluster Node
Key Type Name IPPort  [State Interactive Usage  Sessions  Tasks Assigned Tenants Select Expression RMI URL
] 203001 kiosys KiloSystem 7443 on [&] on 0(0) 0 true
(%] 207001  tsmserver 7447 on (] on 0 (0) 0 clientGroup == "Kinsys"
[£] 21001  wiskicontrol  WISKk-control 7451 on [&] on 1(0) 0 true
FC KISTERS install user Cluster Admin]KiAdminDomain[i1]18.10.2018 10:11:45 CEST]

Firewalls and RMI Ports

When using a firewall, some of the RMI server sockets must be set to fixed values so that the firewall configuration can be
configured to allow network communication through these sockets. The TCP connections between the TSM-Dispatcher, the
TSM-Queueserver and the cluster node applications must be allowed by the firewall settings.

Dispatcher
Configure the RMI server ports of the TSM-Dispatcher by changing confi gurati on/dcsngr-di spat cher-
cust om properti es and set the properties

= tsns.dispatcher.rm.serviceport and
= tsns.di spatcher.rm.adm nserviceport

to a value greater than zero. In the firewall settings, allow TCP connections on these ports in both directions.

Cluster Node Controller

Configure the RMI server port of the cluster node application by changing confi gurati on/ dscngr-cl uster-
nodecontrol | er-cust om properti es and set the property

= cluster.node.rm.serviceport

to a value greater than zero. In the firewall settings, allow TCP connections on this port in both directions. Do not confuse the
setting with the local RMI registry port property cl ust er. node. rm . port.

Queue Server

Note: This configuration is mandatory since TSM 3.66.44 or higher if running behind a firewall, but has no effect in older
systems.

Configure the TSM Lock RMI service port by changing dcsngr - ki t sm queueser ver - cust om properti es and set
the properties

= | ockConponent . pi d=de. ki sters. service.water.tsmtsl ock.inpl.osgi.Conponent Configura
tionand
= | ockConponent . servi ceport=7429

Use a value of 7429. In the firewall settings, allow TCP connections on this port in both directions. Connections are
established by TSM-Dispatcher and the TSM-Server nodes.

JProcController (optional)

If there is a need to connect a WSM Service Monitor from another computer to a computer running behind a firewall, you need
to fix the RMI server port of JProcController by changing the configuration/jproccontroller-
cust om properti es and setting the property

= jproccontroller.rm.serviceport
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to a value greater than zero. In the firewall settings, allow TCP connections on this port in both directions.

Ports Communication Matrix
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JProcController
RMI
JProcController
Shutdown
Dispatcher Tsm |74 |74 74 174 |74 |74 74 |74 |74 |74
Admin Interface 20 |20 20 120 120 |20 20 |20 |20 | 20
Dispatcher Tsm |74 |74 74 174 |74 |74 74 |74 |74 |74
Admin Interface 21 |21 21 121 121 |21 21 (21 |21 |21
. . 74 74 |74 |74 74 74 |74
Dispatcher KisRPC 30 30 |30 | 30 30 |30 | 30
Dispatcher Metrics
74
Dispatcher 90-
Shutdown 74
99*
74 74 | 74 74
Queueserver 42- 42- | 42- 42-
KisRPC 74 74 | 74 74
59* 59* | 59* 59*
Queueserver
Metrics
74
Queueserver 90-
Shutdown 74
99*
74 74 74 | 74
Scriptserver 42- 42- 42- | 42-
KisRPC 74 74 74 | 74
59* 59* 59* | 59*
Scriptserver
Metrics
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Interactive Metrics
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Interactive WISKI | 42- 42- 42- | 42- 42- | 42-
REST API 74 74 74 |74 74 |74
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74
Interactive 90-
Shutdown 74
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74 74 |74
. 42- 42- | 42-
Tsm1 KisRPC 74 74 | 74
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Tsm1 Metrics
74
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Metrics
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Service Node 0
RMI
Service Node 0
RMI
Service Node 0|74 |74 74 |74 | 74 74 |74 | 74
Web Server 80 |80 80 [80 |80 80 [80 |80
Service Node 0
Event Admin
Service Node 0
Time series data
event
Tomcat Portal | 74 | 74
Applications 81 |81
. 74
Workflow Engine 70
Execution Queue
Validation 74
Persistence 63
Validation
Executor
Water-Python- 74 | 74 74 | 74 74 | 74
Components 69 | 69 69 | 69 69 | 69
. 92 |92
ElasticSearch 00 | 00
Log Server
Log Server
15 15 |15 |15 |15 |15 15 |15 |15 | 15
Oracle Server 21 21 121 |21 |21 | 21 21 |21 |21 |21
Microsoft SQL | 14 14 |14 |14 |14 |14 14 |14 |14 |14
Server 33 33 133 133 |33 |33 33 133 133 |33
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Time Series Data | 82 85
86 86
. 74 74 |74
Raster - Extraction 74 24 | 74
Security-Monitor

*Cluster nodes, the ports are automatically applied on initial installation and can be changed in the KiTSM Webinterface at
KiTSM-Cluster/Cluster-Nodes (ht t p: / /| ocal host : 7420/ TsnSAdni n/ t snser ver s. do).

Note: Any port within the range 7442-7459 can still be used in the current installation if the initial installation was carried out
with WISKI version 7.4.11-SR10 or later.

Check the ports by typing net st at at the command line to ensure that the WISKI7 server can use the required ports. We
recommend that you use port offsets (such as 50,000) to be able to run more than one server.

4.2 WISKI7 Client

The requirements for a complete WISKI client installation comprise these topics:

= Hardware and Software Requirements [2e"
= [nstallation Requirementsl s
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4.2.1

Hardware and Software Requirements

Requirements Concerning Hardware

Single Computer Installation

Minimum (test system) Recommended
RAM 16 GB 32 GB
Disc space 20 GB free (excluding the operating system) 20 GB free (excluding the operating system)

Network bandwidth

Bandwidth LAN 100 MBit/s

Bandwidth LAN 100/1000 MBit/s

Screen resolution

1920 x 1080

1920 x 1080

Screen font size

100 % - 200 %

100 % - 150 %

A default printer must be available.

Hardware for Terminal Server Installation

Note: Depending on the number of concurrent users, the requirements must be adapted.

Recommended
RAM 32 GB
Disc space 20 GB free (excluding the operating system)

Network bandwidth Bandwidth LAN 100/1000 MBit/s

Screen resolution 1920 x 1080

A default printer must be available.

Note: Virtual machines and Citrix are supported; the hardware requirements have to be defined individually depending on the
customer needs.

Requirements Concerning Software

Supported  operating | MS Windows 2019, Windows 2022, Windows 2025 (from WISKI version 7.4.13), Windows 10,
systems Windows 11; all with the latest Service Pack
Note:
= |f the WISKI7 client is installed on a 64-bit operating system, you must install the 32-bit
database client to access the ORACLE TCA database.
=  For WISKI 7.4.11, the Microsoft Media Feature Pack must be installed (server management:
activate MEDIA FOUNDATION).
Privileges at | Administrator rights allowing to set system paths and variables and the creation of folders.
installation time Internet access appreciated.
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Privileges at run time

The WISKI7 OS user must have write access to the configuration folder of WISKI7. During a WISKI7
session, local configuration files will be updated.

Installation folder

The local installation folder can be chosen individually.

Connection to the Meta
Data Database
(ORACLE)

ORACLE Client 18 / 19 each with the latest patch, Net Service Name to WISKI7 Meta Data Database
Server. The versions 10gR2 and 11g are no longer supported by ORACLE.

Note: The WISKI7 client requires a 32-bit client, and the connection parameters for the database
server must be set to character sets that match your specific language encoding, e.g. for German
"Umlaute™:

NLS_CHARACTERSET = WE8I SC8859P15
NLS_NCHAR CHARACTERSET = UTF8

For other language encodings different character sets are relevant, see the link Database
Globalization Support Guide to check vyour language settings and contact your system
administrator if errors occur with DbMai nt ai n. exe.

Note: The WISKI Client is a 32-bit application. The Extended Support for the Oracle 32-bit Client
starts May 02, 2024, it is free of charge until April 30, 2026 and ends (then subject to a fee) on
April 30, 2027.

Database Releases and Support Timelines

MARKE
DRIVEN SUPPORT

NDED

- T
12.2.0.1

paTED £5608
R

latest Innovation Release

23c

Latest Long Term Release EXTENDED

. Premier Support Waived Extended Fee . Extended Support . Limited Error Correction . Market Driven Support . UpgradeSuppnrt

(* Restricted)

Source:
11204

https://blogs.oracle.com/ebstech/post/upgrade-support-for-oracle-database-12102-and-

Connection to the Meta
Data Database (MSSQL)

ODBC Microsoft SQL Server (version 17 or higher, 'SQL Server' driver no longer sufficient), DSN
entry (system) to WISKI7 Meta Database

Connection to the Meta
Data Database
(PostgresSQl)

ODBC PostgreSQL, DSN Entry (System) to WISKI7 Meta Database

Connection to KISTERS
Dispatcher

Port 7430

Connection to KISTERS
WISKI server

Port is configurable at installation time. See the default port settings on server side.

Mandatory third party
software

Adobe Acrobat Reader, GPL Ghostscript 8.70, 32-bit (optional for using German year book page
(DGJ) reports, program name: gs870w32. exe).
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Note:

= For web browser recommendations for the WISKI Standard Portal, see ch. Using the WISKI
Standard Portallsh.

= Keeping your web browser up to date is important for both security and correct display of web
pages. Therefore it is mandatory to use a current or the latest available browser version to
access Keycloak, TSM WebAdmin and other administrative web applications.

4.2.2  Installation Requirements

It is recommended to install your WISKI7 application under the KISTERS root directory c: \ ki st ers.

Note the additional information about the corresponding INI files:

= WISKLinils™
= WISKI_user_<user>.ini and WISKI_prof_<users.ini[s™

4.2.2.1  WISKLini

By default the WISKI7 client expects the W SKI . i ni file in the client application directory itself.

Existing customised W SKI . i ni files can also be copied to the application directory.

If the application directory is protected from write processes or is located on a central machine, aredi r ect . i ni might be
created pointing to the external W SKI . i ni .

[redirect]
app_i ni _pat h=<Ext ernal / Local path>

4.2.2.2 WISKI_user_<user>.ini and WISKI_prof_<user>.ini

By default the WISKI7 client expects the files W SKI _user _<user >. i ni and W SKI _pr of _<user >. i ni in the client
application directory itself.

Already existing customised files W SKI _user _<user>.ini and W SKI _prof _<user>.ini can be linked in the
W SKI . ini.

[ Pat hs]
User | ni Pat h=C: \'t enp\

4.3 Databases and Storage

The following databases are supported.

Hardware The hardware requirements differ from installation to installation. Depending on import frequency
and other factors a hardware recommendation could differ vastly.

ORACLE ORACLE 18 / 19; administrator privileges, WISKI7 Database as Schema-Owner; Ideally WISKI7 will
use the default tablespace KISTERS.

Note: ORACLE 12.2.0.2 or higher, also known as ORACLE 18.x/ 19.x is now also supported.

For KiTSM/ WISKI7 only the pure database server is used. Deselect all options: JAVA, Multimedia ...
(including their tablespaces). Just keep the necessary options for the Enterprise Manager. We
recommend the following settings for a typical database server used for WISKI7:

Note: Depending on vyour individual load profile (e.g. number and frequency of data import,
complexity of time series structures, etc.) other configurations may be recommended.
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= DB_BLOCK_SIZE = 16384 (depending on the OS and how the HDDs are formatted, if an 0S
different than MS-Windows is being used, consider a DB_BLOCK_SIZE of 32k)

=  PROCESSES = 550 (depending on the system, if a larger amount of users and/ or processes are

involved in such a system, these numbers (including SESSIONS) have to be increased)

SESSIONS = 500 (s. PROCESSES)

REDOLOGSIZE per group from 500 MB to 4 GB

SGA = 4 GB on 64-bit 0S

PGA > 1 GB on 64-bit 0S

SGA/ PGA depend on the size of the database and the hardware configuration. For 11g or

higher choose the global memory option (MEMORY_TARGET with 4 GB to 196 GB on 64-bit 0S)

without individual specifications of PGA/ SGA)

= CHARACTER SET = WE8ISO8859P15 or similar 8-bit character set.

WISKI7 does not support UTF databases.

Note: If the WISKI7 client is installed on a 64-bit operating system, you must additionally install
the 32-bit database client to access the ORACLE TCA database.

MSSQL MSSQL Server 2016 / 2019 / 2022; administrator privileges, WISKI7 database as DB-Owner
PostgreSQL PostgreSQL 15.1
Firebird (only | Firebird databases are included in the installation packages of the WISKI7 standalone versions like

standalone  software | BIBER, SKED or KiwQM.
versions like BIBER,
KiwQMm)

Network connection The database should be connected to a fast network with low response times. Recommended is a
Bandwidth LAN 1000 MBit/s and database response times of 10 milliseconds or less. Best results
can be achieved when the WISKI server is installed on the same machine as the database server or
is located in the same room as a direct network connection.
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5 Preparations For a New Installation

The general installation steps are:

Creating a database schema (which is the same as creating a user under ORACLE or a database under Microsoft SQL Server)
Installation of KISTERS services including creation of necessary database tables

Installation of the WISKI7 client

Creating or updating the WISKI7 database

The installation steps are based on ZIP files provided on the KISTERS FTP server. See Available packagesl o™ for details.

WISKI 7

Note that a running database server (and a fair amount of expertise...) is a prerequisite for the steps described below.

The preliminary work comprises these steps:

Preparing the Database Server for the KISTERS WISKI Services!l a3

Preparing the WISKI Server: Setup the security settings for the installation directoryl s
Preparing the WISKI Server: Install Perl[e3

Preparing the Client Machine; ORACLE Client Setup[

5.1 Preparing the Database Server for the KISTERS WISKI Services

It is important to understand at this stage that the WISKI7 database can be separated from the KiTSM database. However, this
documentation assumes that both databases are installed in a common schema.

= Read the chapter Installing Databases under ORACLE s to learn how to install the WISKI7/KiTSM database under ORACLE.

= Read the chapter Installing Databases under Microsoft SQL Serverls™ to learn how to install the WISKI7/KiTSM database
under MSSQL.

= Read the chapter Installing Databases under PostgreSQL[423 to learn how to install the WISKI7/KiTSM database under
PostgreSQL.

= Read the chapter WISKI7 Client Installation Taskslio%1 to learn how to install WISKI7.

Note: If you have imported your database from an existing WISKI7/KiTSM database, refer to the topic about Duplicating
KISTERS WISKI server databaseledh.

Detailed information on how to install the WISKI7/KiTSM database under ORACLE or MSSQL can be found in the next
subchapters:

» Installing Databases under ORACLE[ a3
= |nstalling Databases under Microsoft SQL Server s
= Installing Databases under PostgreSQLI a2

5.1.1 Installing Databases under ORACLE

Follow these instructions when installing ORACLE databases:

= (reate Tablespacel s
= (Create User[sh

5.1.1.1 Create Tablespace

Copy and paste the following statement to an ASCII editor and store it under an appropriate name, e.g. cr eat eTBS. sql .

Replace the italic terms with the appropriate content (such as D: \ ORACLE\ or adat a\ ORCL instead of $DATAFI LEPATH).

SPOOL result_createTBS. | og
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CREATE TABLESPACE W SKI LOGGE NG DATAFI LE ' $DATAFI LEPATH\ W SKI 1. dbf"
S| ZE 1000M REUSE AUTOEXTEND ON NEXT 200M MAXSI ZE 10000M

' $DATAFI LEPATH\ W SKI 2. dbf' SI ZE 1000M REUSE AUTOEXTEND ON NEXT 200M
MAXSI ZE 10000M EXTENT MANAGEMENT LOCAL SEGQVENT SPACE MANAGEMENT
AUTO,

exit

5.1.1.2 Create User

Copy and paste the following statement to an ASCIl editor and store it under an appropriate name, e.g.
creat eW SKI USER. sql . Replace the italic terms with the appropriate content (such as W SKI ADM instead of
$W SKI DBUSER).

Note: Use only letters and numbers, e.g. wi ski admis better than w7- user .

SPOCL result_createW SKI USER. | og

CREATE ROLE RESOURCE2 NOT | DENTI FI ED;

GRANT CREATE CLUSTER TO RESOURCE2;

GRANT CREATE | NDEXTYPE TO RESOURCE2;

GRANT CREATE MATERI ALI ZED VI EW TO RESOURCEZ;
GRANT CREATE OPERATOR TO RESOURCEZ2;

GRANT CREATE PROCEDURE TO RESOURCEZ;

GRANT CREATE ROLE TO RESOURCE2;

GRANT CREATE SEQUENCE TO RESOURCEZ;

GRANT CREATE TABLE TO RESOURCE2;

GRANT CREATE TRI GGER TO RESOURCE2;

GRANT CREATE TYPE TO RESOURCE2;

GRANT CREATE VI EW TO RESOURCEZ2;

GRANT SELECT ON SYS. V_$SESSI ON TO RESOURCEZ2;
GRANT SELECT ON SYS. V_$SESSTAT TO RESOURCEZ;
GRANT SELECT ON SYS. DBA_DATA FI LES TO RESOURCEZ2;
CREATE USER $W SKI DBUSER | DENTI FI ED BY "12years" DEFAULT TABLESPACE
W SKI QUOTA UNLI M TED ON W SKI ACCOUNT UNLOCK;
GRANT CONNECT TO $W SKI DBUSER;

GRANT RESOURCE2 TO $W SKI DBUSER;

exi t

Open command shell to Command Prompt (RUN/ CVD. EXE) and change to the script directory.

>sql plus -1 sys/syspassword@ nst anceal i as as sysdba @reat eTBS. sql
>sql plus -1 sys/syspassword@ nst anceal i as as sysdba
@r eat eW SKI USR. sql

Check log files for errors.

5.1.2 Installing Databases under Microsoft SQL Server

Follow these instructions when installing databases on Microsoft SQL Server:

Creating a Databasel a3
Connecting to the Server[ s
Create a new Databasel s
Create a Loginl s

Create New User! Y
Maintainance and Monitoringl 423
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5.1.2.1 Creating a Database

Start the Microsoft SQL Server (START > MICROSOFT SQL SERVER > SQL SERVER MANAGEMENT STUDIO).

5.1.2.2 Connecting to the Server

Server type Database Engine

Server Name $SQL_SERVER $SQL_SERVER is the name of the SQL server which should host the
WISKI7 database.
In this example the SQL Server is called nssql 2008-srv-2. This
name will appear in all the screenshots.

Authentication SQL Server

Authentication

Login sa

Password $SA PASSWORD Log in as sa. If you have installed the MSSQL Server before, you know
the content of the variable $SA_PASSWORD.

However, you may need to ask the system administrator for your login data.

< vearo s
F §6’Lr5erver2012

il Servertype: | Database Engine

Server name: masql2008-srv-2

Authentication: [SQL Server Authetication

Login: 53

Password:

Remember password

[ Comect || cancel |[ Hep
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5.1.2.3 Create a new Database

To create a new database, you have to open one of the SQL Server displayed in the Object Explorer of the SQL SERVER
MANAGEMENT STUDIO. Select the folder DATABASES and select the NEW DATABASE context menu item.

icrosoft

ols Window Help

- (S bl | D NewQuey [3yPR RG] 4 D@9 -~ - Q-5 sg] b
Object Explorer v 1 x
Connect~ 3 3d m 7 E g
= La mssql2008-srv-2 (5QL Server 10.50.4I:

BL]T— |
@ B3

Mew Database...
=

: Attach...
u

Restore Database...

Restore Files and Filegroups...

Deploy Data-tier Application...
Impert Data-tier Application...

Start PowerShell

Reports

Refresh

Output
Showm.IIpuHrom| '|| G |~J‘J—ly| T\|E

The database configuration dialog opens. Enter the database name (e.g. $dat abase_nane=wi ski ). Set the initial size to
128 MB. The database should be set to be automatically incremented by 16 MB (unlimited).
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f B
B Mew Database o | = £
Select ) =
T Sson - Ges
12 Options
1A Filegroups Database name: wiski

Crwner: <default: E]
[¥] Use fulltext indexing
Database files:
Logical Mame File Type  Filegroup Autogrowth / Maxsize
wishii Rows .. PRIMARY By 1 ME, Unlimited
wiski_log Log Mot Applicable 2 By 10 percent, Unlimited
Conneclion
Server:
masql2008-=ne-2
Connection:
B
ﬂ View connection properties
Progress
HBEId)' 4 LI 3
’ Add ] | Remove |
([ ok J[ cance |

L -

L - B’
R
— S - G
1A Options
1 Filegroups Collation: | Geman_PhaneBook_BIN -

Recovery model: [Srrple - ]
Compatibility level: [SQL Server 2008 (100) V]
Containment type: |N0ne 'l
Cther options:
=
4 Automatic -
Auto Close False
Auto Create Statistics True
Auto Shrink False
Auto Update Statistics True =
Auto Update Statistics Asynchronoushy Falze
a Cursor
Close Cursor on Commit Enabled False
Default Cursor GLOBAL
Conneclion 4 Miscellaneous
Server- Allow Snapshet Isolation Falze
mssquﬂDB—srv-Z ANSI NULL Defautt False
) ANSI NULLS Enabled Falze
E:”"ed"’”i ANSI Padding Enabled False
ANSI Wamings Enabled Falze
1!3 View connection properties Arithmetic Abort Enabled False
Concatenate Null Yields Null False
P Cross-ratahase Ownershin Chaining Frahle: False i
Allow Snapshot lsolation
Ready
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Note: Collation of the database must be configured correctly. A case-sensitive collation type must be selected, e.g.
Cer manPhoneBook _BI N this can be done during the creation of the database (see screenshot) or afterwards via SQL
al ter database $DATABASE NAME col | at e Ger man_PhoneBook_BI N

The next step is to set the database isolation level. KISTERS WISKI Services need a read-commited snapshot. To do this,
activate the new query button and enter the following SQL to apply the setting. Replace $DATABASE_NAME with your
database name.

al ter database $DATABASE NAME set read_conmitted_snapshot on wth
rol | back after 5;

5.1.2.4 Create alogin

Go back to the Object Explorer and create a new login. Select SECURTIY/LOGIN, then select the NEW LOGIN context menu item.
The login configuration dialog opens. Here you can configure the login name, password and default database
($DATABASE _NAME such as WISKI7).

- SQLQuerylsql -
Debug Tools Window Help
PG - Sl | I NewQuey (B fHH s 09 -0 -8-5(5
P g || wiski | ! Bxecute p Debug B v 30 3l | ITus[ER85EN| S 2 | EE( 4 S
Object Explorer
Connect~ 3 3J m °F 2] .5
= LB mssql2008-srv-2 (SQL Server 10.50.4I;
@ Databases ‘ ‘

> a1Xx 5QLQueryl sgl - mss..v-2wiski (sa (207)) =

alter database wiski set read_committed_snapshot on with rollback after 5;

sapadolg S

= [ Security
L.]m'
[3 5e
&3 Cr
@ cr Start PowerShell
L3 Au
3 Se Reports
3 Server Refresh
3 Replica
= [ Management
;:g Policy Management
@ Data Collection W0% ~ 4| i

< S m = | 4 Connected. (1/1) mssql2008-srv-2 (10.50 SP2) | sa (207)  wiski | 00:00:00 0 rows

Mew Login...

Filter »

Qutput

EIEEELE

Show eutput from:

Login name

$W7LOGIN_NAME, e.g. wiskiadm

SQL Server authentication

Password

$WLOG N_PASSWORD

Confirm Password

$WLOG N_PASSWORD

Enforce password expiration

uncheck this box
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User must change password at next login

uncheck this box

Default database

$DATABASE _NAME

Default language ENGLISH
-
g Login - New =RNCINX
Selectapage )
Script - Hel
1 General S - E ?
%A Server Roles
2 User Mapping Login name: wiskiadm Search...
2 Securables = o
4 Status () Windows authentication
@ S0L Server authentication
Password: T ™
Canrfirm password: T ™
[] Specify old password
Old password:
Enforce password policy
Enforce password expiration
[ User must change password at next login
) Mapped to certificate | v|
(7) Mapped to asymmetric key | vl
Map to Credential | ][ A
Server Mapped Credentials Credential Provider
mesql2008-snv-2
Connection:
33
1!3 Wiew connection properties
Progress | Remove
Ready Default database: [“”'Ekj 'l
Default language: ’E1g||st1 ']
OK | [ Cancel
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5.1.2.5 Create New User

Go back to the Object Explorer and create a new login. Select DATABASES/$DATABASE_NAME/SECURITY/USERS, then select
the NEW USER context menu item.

File Edit View Project Debug Tools Window Help
P S | A NewQuey DB T 4 DB - -5 [ b
g#f_{ﬂ wiski | ! Execute b Debug B o 30 = §||2""mﬂ|.:?j;¢.fd|
Object Explorer v X SQLQueryl sql - mss..v-2wiski (sa (207))*
Connect ~ Ej 3} T E :3 alter database wiski set read_committed_snapshot on with rollback after 5;
= | wiski
[ Database Diagrams
3 Tables
LA Views
[ Synenyms
[ Programmability
[ Service Broker
[ Storage
= [ Security
™
£3 Rol New User...

3 Sch Filter

3 Asy
3 Cer
3 Syr Facets
3 Dat Start PowerShell
3 Security
3 Server Objects Reports
3 Replication
= [3 Management

0%
@ % Policy Management .
4 T .%!Ccmn

Policies

- 4 n | k
ected. (1/1) mssql2008-srv-2 (10,50 SP2) | sa (207) | wiski | 00:00:00 0 rows

Output
Show output from: | 'l Gl | & 5 | = | =
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(= B
Selecta page . T
5 * W[ Hel
& General 5 Soript g
ﬁ (Owned Schemas
4 Membership User type:
4 Securables [ saL user with login -
% Bxtended Properties
User name:
wiskiadm
Login name:
wiskiadm D
Default gchema:
=
Conneclion
Server:
masql2008=sne-2
Connection:
sa
ﬂ View connection properties
o=
Ready
[ ok || Cancel |
L T E— oy
P = -
| | Database User - New : @ﬂu
Selecta page )
Script « Hel
1 General ‘S = E g
ﬁ Cwned Schemas
2 Membership Schemas owned by this user:
24 Securables Owned Schemas
% Biended Propetiss db_accessadmin
db_backupoperator
db_datareader
db_datawriter
db_ddladmin
db_denydatareader
db_derydatawriter

db_securityadmin

oo

guest

_i? Wiew connection properties

Progress
Ready
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5.1.2.6 Maintainance and Monitoring

On MSSQL servers it is necessary to configure some additional maintenance and monitoring:
1. Rebuild indexes and statistics on all tables in the schema on a regular basis. We recommend that you schedule a script to

run every week (e.g. Saturday evening).
2. Monitor if there are long running transactions, these have a significant performance impact on the database.

select r.spid, r.login_time, r.last_batch, s.elapsed_tinme_seconds /
60 as "M nutes", t.text, r.hostnanme, r.program nane

FROM sys. sysprocesses r inner join
sys.dm tran_acti ve_snapshot _dat abase_transactions s on r.spid =
s.session_id

CROSS APPLY sys.dm exec_sql _text(r.sqgl _handle) t where
s. el apsed_tinme_seconds > 0

and program nane |ike 'Kl STERS%

5.1.3 Installing Databases under PostgreSQL

Follow these instructions when installing databases on PostgreSQL:

Install PostgreSQL server on Debianl4h
Install PostgreSQL server on WINDOWS/ s
Create User[ah

Important psal commands/ s

5.1.3.1 Install PostgreSQL server on Debian

Run the following commands to install PostgreSQL server on Debian.

sudo sh -c '"echo "deb http://apt. postgresql.org/ pub/repos/apt

$(1 sb_rel ease -cs)-pgdg main" > /etc/apt/sources.list.d/ pgdg.list"’
wget --quiet -O - https://ww. postgresql.org/ nmedi a/ keys/ ACCCACF8. asc
| sudo apt-key add -

sudo apt -y update

sudo apt -y install postgresql-14 postgresqgl-client-14

sudo pg _createcluster 14 main

echo "host all all 0.0.0.0/0 nmd5" | sudo tee -

a /etc/postgresql/ 14/ mai n/ pg_hba. conf

echo "host all all ::0/0 nd5" | sudo tee -

a /etc/postgresql/ 14/ mai n/ pg_hba. conf

sudo sed -ie

's/“max_connect i ons/ #max_connections/' /etc/ postgresql/ 14/ main/ postg
resql . conf

echo "listen_addresses = '*' # listen on all |IP addresses” | sudo
tee -a /etc/postgresqgl/ 14/ mai n/ post gresql . conf

echo "password_encryption = md5 # have to use nd5 for WSKI, scram

sha-256 is not working" | sudo tee -
a /etc/postgresql/ 14/ mai n/ post gresql . conf
echo "max_connections = 500 # required by WSKI" | sudo tee -

a /etc/postgresql/ 14/ mai n/ post gresql . conf
sudo pg _ctlcluster 14 main restart
sudo -u postgres psql -c "SELECT version();"
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5.1.3.2 Install PostgreSQL server on WINDOWS

Preparation of the PostgreSQL database serverNote: Make sure to have the latest PostgreSQL driver installed.

WISKI7 has problems connecting to a PostgreSQL server using the newer SCRAM-SHA-256 encryption. Therefore, we need to
configure the PostgreSQL server to use MD5 encryption.

Note: If database users already exist and you change the encryption, you will need to set a new password for them.
Go to the PostgreSQL data folder, C: \ Progr am Fi | es\ Post gr eSQL\ 14\ dat a by default on Windows.

First edit post gr esql . conf as root user:

iiéten_addresses = ' * # listen on all |P addresses
ﬁﬁk_connections = 500 # required by W SKI
béésmord_encryption = md5 # have to use nmd5 for WSKI, scram

sha- 256 is not working

Then edit pg_hba. conf as root user:

#éiloms all ipv4 adresses, change to subnet or whatever suites you.
host all all 0.0.0.0/0 nd5
#éiloms all ipv6 adresses, change to subnet or whatever suites you.
host all all ::0/0 md5

Note: After these configuration changes you have to restart the server, a reload is not enough.

Warning: If you want to connect to the database from remote as database superuser (normally post gres), you have to
assign a password to post gr es first.

On database machine start psql as user postgres and type the following:
post gres=# \ password postgres

You will be prompted to enter your password.

5.1.3.3 Create User

Optional step - Create tablespace
Not necessary, normally we use the default tablespace.

Could be done as database superuser (usually post gr es) with the following command:

post gr es=# CREATE TABLESPACE wi ski _tbs LOCATI ON
'/ ssdl/ postgresql /w ski/data';

Create User

On the database server, login as database superuser (normally post gr es) and start a psgl session:

© KISTERS | 2025




Preparations For a New Installation

$ sudo -i -u postgres
$ psql
post gres=# \du

post gres=# create user w skiadm password ' *****' CREATEDB;

post gres=# select * from pg_cat al og. pg_user;

post gres=# \|

ppst gres=# create database w ski OANER wi ski adm LOCALE ' en_US. UTF-
2 if this leads to an error then use

#post gres=# create database w ski OANER wi ski adm LOCALE ' en_US. UTF-
8 tenplate 'tenplatel';

postgres=# \q

5.1.3.4 Important psql commands

Below you can find some useful commands for PostgreSQL regarding WISKI.

# |list tabl espaces
post gres=# \db

# |ist databases
post gres=# \|

# |ist schemas
post gres=# \dn

#list roles
post gres=# \dg
post gres=# \du

# quit
postgres=# \(q

5.2 Preparing the WISKI Server: Setup the security settings for the
installation directory

To set up the WISKI7 server, a root directory is needed for the installation. Usually the directory c¢: \ ki st er s\ is selected.
This directory must be created manually and the WINDOWS user rights have to be set accordingly.

To set the user rights, proceed as follows:

= Select the PROPERTIES context menu item of the directory.
= Select the SECURITY tab
= Edit the groups or users using the [EDIT] button (see screenshot below).
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kisters Propertie 1 >

General Sharng Securty  Previous Versions  Customise
Object name:  Ckisters

(Group or user names:

BB Authenticated Users

SR SYSTEM

82 Administratoren (YM-LAVIE-W7SAND Administratoren)
SR Benutzer (VM-LAVIE-WT7SAND \Benutzer)

To change pemissions, click Edit. 2 II

Pemmissions for Authenticated
Users Allow Deny

Full cortrol 2
Modify

Read & execute

List folder contents

Read

Write hd

For special permissions or advanced settings,
click Advanced. Advanced

| ok || cancel | fesly

= Set the user rights to full control on the directories and files for all authenticated users.
= Use the [ADD] button to add the group of authenticated users (see screenshot below).

Permissions for kisters *
Security
Object name:  C\kisters

Group or user names:

BR Authenticated Users

HR SYSTEM

52 Administratoren (VM-LAVIE-W75AND\Administratoren)
SR Benutzer (VM-LAVIE-W7SAND\Benutzer)

1 Add... I | Remave |
Pemmissions for Authenticated
Users Allow
Full control |
Madify
Read & execute
List folder contents
Read

DDDDDg‘

| ok || cancel | Al

= Select the group and check the FULL CONTROL box (see screenshot below).
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GI"OIJD ar User names:

Permissions for kisters *
Security
Object name:  C\kisters

Authenticated Users
HR SYSTEM
S8 Administratoren (VM-LAVIE-W75AND\Administratoren)
SR Benutzer (VM-LAVIE-W7SAND\Benutzer)

1 I

| Add. | | Remave |

Pemmissions for Authenticated
Users Allow Deny

Full control 2 | 0o »

Madify O

Read & execute J

List folder contents O

Read O W

OK || Cancel | Aply

5.3

The KISTERS WISKI services require Perl to be installed. See the Hardware and Software Requirementsl™ for the KISTERS

WISKI services.

Preparing the WISKI Server: Install Perl

= Locate the Perl ZIP file W SKI - <Ver si on>-wi ski - per | . zi p in the WISKI folder (see screenshot below).

NERNEN

« - -1

3 Quick access

[ Desktop
@ OneDrive
s techdok
I This PC
‘ Libraries
¥ Network
Control Panel

lal Recycle Bin

80 items

Extract

Share View Compressed Folder Tools

7411 5R3

» Metwork » ts-gs-3 » BuildDeployment » WISKI7 » 7.4.11 5R5

Y
Mame

@ wiskl-7.4.11 -5R3-reportfiles-SMHIzip
& wiski-7.4.11 -5R3-reportfiles-VMM.zip

(& wiskI-7.4.11 -5R3-reportfiles-W5SV-SISKUE...
WISKI-7.4.11-5R5-reportvisualization- offi...
& wiskl-7.4.11 -5R3-reportvisualization-offi...

ﬁl WISKI-7.4.11-5R5-service-monitor.msi
& wiski-7.4.11 -3R3-service-monitor.zip

(& wiskI-7.4.11 -5R3-services.zip

& wiskl-7.4.11 -5R53-tools-grdcexport.zip
(3 wiskl-7.4.11 -5R3-tools-kidbtsutil.zip

(& wisKI-7.4.11-SR5-tools- kiscriptserverodb...

& wiski-7.4.11 -5R3-tools-tsexport.zip

(& WiSKI-7.4.11-5R5-water-workflow- engin...

ﬁ’;j;l WISKI-7.4.11-5R3-wiski-client.msi

(3 wiskl-7.4.11 -5R3-wiski-client.zip

& wiski-7.4.11 -5R3-wiski-client-help-all.zip

& wiski-7.4.11 -5R3-wiski-client-help-de.zip

(& wiskI-7.4.11 -5R3-wiski-client-help-en.zip

= wiskl-7.4.11 -5R3-wiskidataaccess-sdk.zip
I@ WISKI-7.4.11-5R5-wiski-perl.zip I

= wiskl-7.4.11 -SR5-wiski-third_party_softw...
1item selected 126 MB

Date modified

03/12/2019 10:57
03/12/2019 10:57
03/12/2019 10:57
03/12/2019 10:57
03/12/2019 10:57
12/12/2019 10:08
03/12/2019 10:57
16/12/2019 09:10
03/12/2019 10:57
03/12/2019 10:57
03/12/2019 10:57
03/12/2019 10:57
03/12/2019 10:57
12/12/2019 10:28
12/12/2019 11:02
03/12/2019 10:58
03/12/2019 10:58
03/12/2019 10:59
03/12/2019 10:59
03/12/2019 10:59
03/12/2019 10:59

Type Size

zip Archive 65 KB
zip Archive 230 KB
zip Archive %9 KB
gz Archive 224,563 KB
zip Archive 183,387 KB
Windows Installer ... 84 783 KB
zip Archive 82,470 KB
zip Archive 1,081,803 KB
zip Archive 5,467 KB
zip Archive 8,948 KB
zip Archive 433 KB
zip Archive 16,022 KB
zip Archive 79,236 KB
Windows Installer... 1,288,041 KB
zip Archive 191,386 KB
zip Archive 2,608,436 KB
zip Archive 1,147,845 KB

1,134,239 KB
239,914 KB
129,569 KB
191,676 KB

zip Archive
zip Archive
zip Archive

zip Archive

= Copy the ZIP file to your WISKI7 root directory, e.g. c: \ ki st er s\ (see screenshot below).
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| = | Extract kisters

Home Share View Compressed Folder Tools

« =2 v 4 » This PC » Local Disk (C:) » kisters v O o

o

3+ Quick access Name Date medified Type Size

@ wiski-7.4.11 -SR5-wiski-perl.zip 03/12/2019 10:59 zip Archive 129,560 KB
[ Deskiop

@ OneDrive

& techdok

[ This PC

71 Libraries

|_j' Metwork
Control Panel

l&] Recycle Bin

1item 1 item selected 126 MB

= Extract the ZIP file in this root directory (see screenshot below).

| = | Extract kisters
Home Share View Compressed Folder Tools
“ =3 v 4 > This PC » Local Disk (C:) » kisters v O pe
% Quick access MName Date medified Type Size
(12 wiskl-7.4.11 -5R5-wiski-perl.zip 03/12/2019 10:59 zip Archive 129,569 KB
[ Deskiop
@ Onelrive -
2 7-Zip >I Open archive
& techdok
— CRC5HA > Open archive
— ilishE H Edit with Motepad++ Extract files...
71 Libraries
n
Scan for Viruses... 3 Extract Here I
l_j‘ etwork |2 Share Extract to "WISKI-7.4.11-SR5-wiski- perl\"
Control Panel Open with 3 Tt archive
la] Recycle Bin Restore previous versions Sddiinlar=haEs
Compress and email...
Send to > L .
Add to "WISKI-7.4.11-5R5-wiski-perl.zip.7z"
Cut Compress to "WISKI-7.4.11-5R3-wiski-perl.zip. 7z" and email
Copy Add to "WISKI-7.4.11-5R5-wiski-perl.zip.zip"
Greate shokcut Compress to "WISKI-7.4.11-5R5-wiski-perl.zip zip" and email
Delete
Rename
Properties

1item 1 item selected 126 MB

= Navigatetothec:\kisters\third _party_software\perl| subfolder (see screenshot below).
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| = | kisters

Home Share View

« = v 4 > This PC » Local Disk (C:) » kisters » v O L

o

3 Quick access MName Date modified Type Size

| third_party_software | 03/12/2019 09:44 File folder

B Deskto
. @ WISKI-T.4.11-5R5-wiski-perl.zip 03/12/2019 10:39 zip Archive 129,569 KB

& Onelrive
& techdok
[ This PC

"t Libraries
|_ﬂ Metwork
Control Panel

la] Recycle Bin

2items 1 item selected

= Execute |l nstall Perl . exe with administrator permissions (see screenshot below).

| = | Manage perl
Home Share View App Tools
“— S » This PC » Local Disk (C:) » kisters » third_party_software » perl » v | O o
# Quick access MName - Date modified Type Size
c 11/08/2015 16:20 File folder
[ Deskiop )
) cpan 08/11/2016 11:11 File folder
S Onefirse licenses 15/09/2015 08:58 File falder
& techdok perl 15/09/2015 08:58 File folder
B3 This PC win32 15/09,/2015 08:58 File folder
51 Libraries DISTRIBUTIONS. txt 07/01/2014 18:19 Text Document 10KB
=¥ Network 1 :E InstallPerl.exe 10022014 20:32 Application 912 KB
Control Panel perll.ralal Open 1:02 Text Document 19 KB
— . perl 2 p Run as administrator | 1:02 Text Document 1KB
lal Recycle Bin . =
- READC. Troubleshoot compatibility 1:02 Text Document IKB
relocation Pin to Start i0:16 Windows Batch File 3KB
7-Zip > [0:6 Windows Batch File TEB
CRC SHA >

[2f Edit with Notepad++

Scan for Viruses...
Share
Pin to taskbar

hS

Restore previous versions

Send to >

Cut

e

12items  1item selected 911 KB
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5.4 Preparing the Client Machine: ORACLE Client Setup

An ORACLE Installation of WISKI7 requires the ORACLE Client to be installed and configured.

Note: If the WISKI7 Client is installed on a 64-bit operating system, you must additionally install the 32-bit database client to
access the ORACLE TCA database.

The client must be configured to point to the WISKI7 database server. ORACLE provides configuration tools for the Service
Naming. Use the NetManager, for example. An example configuration under ORACLE for a server can be found below.

537 Oracle Net Manager - Chapphclient\tdipraduct\12.2.0\client\NETWORK\ADMINY, — O X

File Edit Command Help

©-%82 Oracle Net Configuration Senvice |dentification

@&, Local

Senvice Name:  anced..
[
W e Database Default =~

B Use Oracled Rele: 0 Compatible |dentification

Address Configuration

TCPIP
oracle-1-srv
1521

Note: Do not forget to save the network configuration (FILE > SAVE NETWORK CONFIGURATION).
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6 WISKI Server Manager (WSM)

The WISKI Server Manager (WSM) is designed to perform a complete initial WISKI installationleY including the KISTERS WISKI
server modules (KiTSM, KilOSys, KiDSM, etc) or to perform an update installationl 7. The initial installation routine will ask
for the database connection information. The different schemas will be deployed into one database. If the system is to be set
uUp as a multi-tenant system or meet other requirements, the installation needs to be done manually [ 10b1

Detailed information can be found in the next subchapters:
Deployed WSM Packages! so

WSM User Interfacel st

Customise Actions| s

Log Viewer| g

6.1 Deployed WSM Packages

The WSM consists of two packages:

= W SKI Ser ver Manager . exe
= W SKI Ser ver Manager . zi p

Save both packages in your installation root directory, e.g. ¢: \ ki st er s and execute the W SKI Ser ver Manager . exe.

Note: The first start could take some time, because some files are being prepared. If the start fails with the error message
MAIN CLASS NOT FOUND, use the batch file <r oot >\ W SKI Ser ver Manager \ W SKI Ser ver manager . bat to launch
the program.

8 WISKI Server Manager - 3.130 — m] X

Fle Edras Help

Currently selected '
. L On  Installation root folder | Cikisters -] S @ e > Db e
software location

# Wizards | @ Actions | [ Server webinterface System health

Available wizards »

@ Package management

c Reactivate database

|ﬂ| Apply patch

~ | @2 @

36 @ 0 |Qflter messages
Task ID Message

zard kidsm memorysettings WizardPageKiDSMMemorySetting

n =
F

Logging area

a... Reading values from the existing installation.

=

= |n the upper part of the main screen of the WISKI Server Manager, there is a symbol bar showing the directory of the
current WISKI installation. The gear symbol in front of the software location indicates if the installed service is running.

= |n the middle pane, you can see the available wizards that the WISKI Server Manager provides, for example, to initially
install or update your system or to install certain components at a later date.

= At the bottom of the WISKI Server Manager is the logging area. This provides information about current events that are
being logged in the WISKI Server Manager.

o

izaxdD,
ninstal... Check service stopped
izard

=

WizardPageConfigureProperties
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6.2 WSM User Interface

Mainly, the WSM user interface consists of menu items, several tabs (partly hidden by default) containing wizards, actions, a
link to the TSM web interface and some system health metrics. The Ul also includes a logging area, containing the Log
Viewer s,

73 WISKI Server Manager - 3,130 - O X

File Bdras  Help

Currently selected
R L On  Installation root folder | Cilkisters -] S ® 60> Db e
software location

# Wizards | ® Actiens | 01 Server webinterface

System health

Available wizards »

@ Package management

c Reactivate database

lﬂl Apply patch

Task 10 Message

- | an ~ @29 @) 36 @ 0 [Qiltermessages ™

Wizard kidsm tings .WizardPageHiD! ting

WizardPa .. Reading values frem the existing installacion.

Logging area

=

We explain the WSM user interface in the next sup topics:

= WSM Menusl s
= \WSM Tabsl s

Uninstal Check service stopped.

Wizard WizardPageConfigureProperties

6.2.1 WSM Menus

under construction.
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6.2.2 WSMTabs

The functions of the WSM user interface are located, besides the menu items, in several tabs (partly hidden by default)
containing wizards, actions, a link to the TSM web interface and some system health metrics.

[58 WISKI Server Manager - .4.36 Build 1123 - O x

File Help
i ﬁ , V Cluster memory settings Ctrl+M @O ~F- G = L+

7 Wi Menitoring /' Manage Certificates Ctri<) [ Cluster memory settings | B Manage certificates | @ Process analytics | P KiwIS
Tools ¥ Process analytics Alt+A
Configurawerrmecrre JIS\WEB-INP\conficonfigxml
- W KIWIS Alt+K -
Tirne zone | GMT > a

Update Dispatcher client ID secret Cirl+T .
License key Configuration mode J a

User | Admil ¥ Encrypted context file

Password Install wizard without shutdown Alt+W =8

Use the menu item EXTRAS > CONFIGURATION and the functions below to display or hide several tabs that are explained
below (partly under construction).

Wizards

Actions

Server web interface
System health

Cluster memory settings

Certificates

Process Analytics

The PROCESS ANALYTICS tab is a supporting Ul for the PCA configuration file
\ ki sters\w ski\services\processanal yti cs\conf\processanal ytics-customyn .
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[Z5 WISKI Server Manager - 2.4.36 Build 1123 - O x

File  Extras  Help

o || @ CAKISTERS i@l ~O~- G| & @
7 Wizards Actions | [T Server webinterface | g System health Process analytics
y:
=
Q

¥ Elasticsearch Configuration

Elasticsearch URL | http:/fvm-wico-tst kisters.de:2200
Elasticsearch message prefix | iomessageinfo
Elasticsearch process prefix | ioprocessinfo
Elasticsearch buffer | 4000

Elasticsearch max documents | 1000000

#
#
#
#
#
#

NN~
oo e oo

Elasticsearch max time per index | P1D

¥ KISTERS Log Configuration

H

KISTERS logs | ../conf/ProcessAnalyticsxml

aQ
(-]

¥ Importer Configuration

Refresh time [ms] | 5000
Ignore logs before period | PA0H
Maximal number of threads | 2
Minimum disk space required [Bytes] | 1073741824
Activate deleting old messages | frue
Delete old messages after given per... . PG0H

Reload configuration settings [ms] | 120000

H O B OB B OB OB H
OO~~~
o0 c o000

Show alternative translations

O @ 0 2025-10-17 ... Background Service|*|Check for WSM updatesf*[Check service for new version started for version '8.4.36-20251002152726_1123_6... _ 2

This configuration file is used by the PCA Importer (see the respective node in the Service Monitor[ o
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Fichero  Ayuda

B Z + - O R Vo
Mame PID
¥ == KiTSM [localhost:1099)
ﬁ: WebServer-Node-0

L8 elasticsearch 8312
Q: timeseries-data-import 6724
» &F tsmdispatcher 12316

Qﬁ dispatcher-db

L ﬁ gueueserver 15596

* ﬁg automation 16828

g {:ﬁ interactive 9324

» OF scriptserver 16160

> O tsmi 13344 J
L Services-Node-0 9176
€ ProcessAnalyticsimporter 15516

[

W

I slslolololclolallofololo

Waiting for the next refresh ..

This service reads the configured log files on the fly and imports the log lines into the el asti csear ch index.

Proceed like this:

= |f you modify the Elasticsearch configuration yourself, you can click the hash button to comment out single parameters of
the processanal yti cs-cust om yni file mentioned above:
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& v

File

Extras  Help
28 | @ Cikisters
& Wizards | @ Actions
Q

¥ General

[ Server webinterface | g System health | W Process analytics

i maxConnectionRetries

aQ
(-]

¥ Elasticsearch Configuration

Elssticsearch URL | hitp://vm-wga-jhe kisters.de9200 clle
| c e
Elasticsearch process prefix | ioprocessinfo c e wiski > services > processanalytics >
# Elasticsearch buffer | 4000 clle
# Elasticsearch max documents | 10000 3 coysters\wiski\services\processanalytics\conf\processanalytics-custom.yml - Notepad-+-+ [Administrator]
# Elesticsearch max time per index | PID | File Edit Search View Encoding Language Seftings Tools Macro Run Plugins Window P
cHEHERE L& 4 D | # By | & x| S1-EEERPa|l®| @ &
¥ KISTERS Log Configuration
) 2 Bnewt | processanalytics-customyml % m]
# KISTERS logs | ../con{ 1 language: null
2 #
¥ Importer Configuration 3 # NOTE
4 # Process Analytics is configured using default settings.
# Refresh time [ms] | 5000 c , : : . . . . .
5 # If you want to customize Process Analytics, you must edit the properties in this file.
# Ignore logs before period | P40H 6 #
# Mazimal number of threads | 2 7 #
8 #
3 | Minimum disk space required [Bytes] | 10737|
# Activate deleting old messages | true | 10
3% | Delete old messages after given per_. | PooR]| 1+ B T T T T T T T T T T T T T T T T e
12 ¥
oM 2025-09-26 07:04:21 Checks|"|Search| - . .
0 gt 13 ¥ Elasticsearch Configuration
14 ¥
15 B o
16 #Elasticsearch DB connection URL
17 elasticsearchUrl: http://vm-wga-jhe.kisters.de:5200
18
T B Reloi=t Ty Ve oy e s w e =y wa = Mo oageo
20 # elasticsearchMessagePrefix: iomessageinfo
ik
22 #Process Analytics index prefix (processes)
23 elasticsearchProcessPrefix: ioprocessinfo

= When you save changed settings, make sure that the ProcessAnalyticsimporter node in the Service Monitor is restarted so
that the new configuration is loaded on startup.
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Fichero  Ayuda

& 2+ - ©OC ¥ 2o
MName PID

¥ KiTSM [localhost 10599)
{:Ig WebSemver-MNode-0

-

lﬂg elasticsearch 83132
£ timeseries-data-import 5724 3
» O tsmdispatcher 12316

ﬁ dispatcher-db

ARAAAA~AAASN

> £ queueserver 15596
* &8 automation 16828
L ﬁg interactive G324
L Qg scriptserver 16160
» O tsm] 13344

& Services-Mode-0 3176

@ ProcessAnalyticsimporter

i

%

Waiting for the next refresh ... 8

KiwIS

Queue monitor
Session monitor
Update history

TSDIO monitoring

6.3 Customise Actions

Actions are stored in xml files. Each action has a name and a description, which are displayed on the ACTIONS tab.

Additionally each action has two JavasScript parts:

= Display condition

This part evaluates, if the action is to be shown on the main tab. This script must return true or false.
= Action script

This script defines what happens when the action is executed.

The WISKI Server Manager has two kinds of actions:
= Build-in actions (the configuration is saved in the installation directory)
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= Customer actions (the configuration is saved in the %pr ogr andat a%directory)
The build-in actions are updated together with the software. Customer actions stay untouched during an update.

Built-in actions can be edited by clicking the unlock icon in the toolbar.
Note: Edited build-in actions will be overwritten during the next update.
Build-in actions can be copied as customer action, by clicking the respective icon in the toolbar.

The ACTIONS tab contains various actions to maintain the installation or to launch installed clients.
= C(lick the gear icon in the upper right corner to customise these actions (see screenshot below).

5 WISKI Server Manager - 3.0.51 - m] X
File Extras Help
ﬁ On  Installation root folder | Clkisters - i @ @ > D @
/> Wizards | ® Actions | [ Server webinterface | (X) System health
¥ Desktop Client
L e d ~ g
Archive log files DBMaintain KiDSM KiLogServer Report WISKI WISKI OCX WISKI dbadmin
deployment registration
» General
» KiDSM
» KiGetMetrics
» WISKI Development
v WISKI Portal
WISKI Portal
» WISKI QA
v WISKI Server
Archive log files WINDOWS WISKI Server WISK] Server stop
services start
[ & ) 202001-0610:2939 | WISKIServerManager 3.0.51, (C) Copyright KISTERS 2019 s0 €) o (N x ]

The configuration window opens. It shows all actions.

Example: Integrate SODA GUI

For the SODA GUI a script template already exists. To activate the action, the following steps have to be performed (see
screenshot below).

= Select the template (1).

= C(lick the copy icon (2).
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F3 Edit Actions a e

Bﬂi &

Desktop Clien. ™= criptiDE File | Cikisters\WISKIServerManager\actions\001.11 Client - SODA - Desktopaml ]

Desktop Client - Report deployment
Name | Client - SODA ]

Desktop Client - Service Monitor
Desktop Client - WISKI Group [ SODA ]

Desktop Client - WISKI QCX registration Descripti.. | Opens the SODA GUI. 5 ']
Desktop Client - WISKI dbadmin lb o

Desktop Client - jProcController Console Client - SODA
General - Backup system configuration
General - Restore system configuration
KiDSM - Archive log files

KiDSM - KiDSM start E] Display condition (must return true or false)

KiDSM - KiD5M stop return falae:
KiDSM - WINDOWS senvices

KiGetMetrics - Install WINDOWS scheduled
KiRollingOptimizer - Install WINDOWS servi
KiRallingOptimizer - KiRollingOptimizer star
KiRollingOptimizer - KiRollingOptimizer stoj
KiRollingOptimizer - KiRolling Optimizer tail
KiRallingOptimizer - Start Optimizer

KiRollingOptimizer - Stop Optimizer

KiRollingOptimizer - Uninstall WINDP**< se E] Action script
VAar

KiRollingOptimizer - WINDOWS sei 1
Runtime = Java.type{'java.lang.Buntime");
var Paths = Java.type('java.nic.file.Patha'):

1>

SODA - SODA var program = "S0DA.GUI.exe';
var server = '10.123.123.76"';
Support - Delete WISKI Server calculation g1 var user="kisters';

var password='l2years':
var port="9983";

Support - Dispatcher - Check calculation inv wvar executable
var workingDir

Support - Dispatcher - Check calculation gy

Paths.get (installRoot + "/wiski/clients/soda-client/' + program + " -
executable.getParent () :

Support - Dispatcher - Check schema

Support - Dispatcher - Repair schema var rt = Runtime.getRuntime (); |

ri.execiexpcutable. toStrinafl. null. workinolir. toFileil): ]
Support - Increase INITRAMNS parameteron - | (41 1 ¥
< >

Now you have a custom action which can be modified as follows (see screenshot below).

= Select the custom action (3).

= Adapt the name (4).

= Adapt the description (5).

= Change the return value of the display condition to true (6). This means the actions will always be shown.
Note: You can use the play icon to test the result.

= (Change the sodal P variable to the IP address of your SODA (7).
Note: You can use the play icon to test the result.

= Save the action and close the window (8).
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E3 Edit Actions a e

D

KiRol 8 i—mizer-KiRoIIingOptimizersto;"

File | C\ProgramData‘kisters\WISKIServerManageriactions\001.11 Client - SODA - Desktop.xml.6c825fa3-a755-4
KiRallingOptimizer - KiRollingQptimizer tail s

KiRellingOptimizer - Start Optimizer

Name | Client - My personal SODA I 4

KiRollingOptimizer - Stop Optimizer Group | SODA

KiRallingOptimizer - Uninstall WINDOWS se IDescripti... Opens the SODA GUI. I 5 i:l

KiRollingOptimizer - WINDOWS services
SODA - Client - SODA Client - My
SCDA - SODA personal SODA
Support - Delete WISKI Server calculation g1

Support - Dispatcher - Check calculation gyt

Support - Dispatcher - Check calculation inv ’ Display condition (must return true or false)

Support - Dispatcher - Check schema

return true.‘| I
Support - Dispatcher - Repair schema 6

Support - Increase INITRANS parameter on |
Support - Reactivate a WISKI database
Support - Solve issue ‘client redirect URIS' ai
Support - Solve issue 'database in use'
Support - TS path by agent or time series IC
Support - Update read only system

Support - MisualVM

WISKI Development - disable TLS ’
WISKI Development - enable TLS
WISKI Portal - WISKI Portal

Action script

var Runtime = Java.type('java.lang.Buntime");

var Paths = Java.type('java.nic.file.Patha'):
WISKI QA - Subst WISKI client var program = "SODA.GUI.exe': 7
var server = 'l.2.3.4';

WISKI QA - Subst WISKI server var nser—'tesc':
WISKI Server - Archive log files var pagsword='1234';
i var port="9955";
WISKI Server - WINDOWS serces var executable = Paths.get(installReoot + '"/wiski/clients/soda-client/' + program + ' -
WISKI Server - WISK] Server start var workingDir = executable.getParent|():

WISKI Server - WISKI Server stop | 03 var Tt = Runtime.gecRuncime();
I *SODA - Client - My pemna| Som]—-’ = <1"1'..P'J(Pr: (expcutable. tofStrinail. null. workinoDir.taFileiih:

< >

The action list is now refreshed and sorted by name. By double-clicking the new action, the SODA GUI opens. If you
have more SODAS, repeat the steps above.
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6.4 Log Viewer

The LogViewer contains information on the WSM actions and behaviour.

@ Log Messages = O x
o Glkdle A -
Message 2
ZTEE-110 Hode name @ temdispatcher A
2025-10-17 15:10:24 HNods neme : dispstcherdb
202E-10- lode nams @ guansssrvsr

202810 Node name : sutomation
2025-10-17 15:10:24 Hode name : interactiwve

2028-10 Node name= -

iptzerver

2025-10 Node name : teml

2025-10 15:10:24 Node name= :- karaf-noded

2025-10-17 15:10:24 HNode name : processanalytics-importer

2025-10 :10:24 HNode name : python-fastspi-runner

2025-10-1

15:10:24 Node name : thirdparty-node-red
2025-10-17 15:10:24 Hods neme : water-python-componsnts

2025-10-

Node name © water-workflow-sngine
2025-10 Hode neme : security-monitor
2025-10- Node name : tomeat

Z02E-10-17 15:10:24 Hods neme : keycloak

2025-10- Node name : elasticsearch

2025-10

15:10:24 HNode name - water-tsdi
2025-10-17 15:10:24 HNode name : raster—extractions

202510

Hods neme : wdp

Node name : timeseries-validation
Hods neme : temdispstcher

Node name : dispatcherdb

Hods neme : gueusssrver

Node name : automation
2028-10-17 15:10:24 Node name : interactive
2025-10-17 15:10:24 HNode name : scriptserwver

202510

Hode neme= - tsml

2025-10-

Hode name : karaf-noded

2025-10

Hods neme : procssssnalytics-importer
2025-10-17 15:10:24 Node name : python-fastapi-runner

2025-10

15:10:24 HNode neme : thirdparty-node-red
2025-10-17 15:10:24 Node name : water—-python-components

2025-10

Hode neme : water-workflow-engins

2025-10-17 15:10:28 C:\KISTERS“wiski‘\services‘\configilocalunmanaged\security\keystore. pla

©KISTERS |
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7 Initial Installation Using the WSM (Empty Database)

Put together a package configurationlo. If, for example, you would like to install a 64-bit WISKI server installation, you need
the following packages:

= W SKI - <vn>- <bn>-j ava-64bit. zip

= WSKI-<vn>-<bn>-jproccontroller-client-64bit.zip

= W SKI - <vn>- <bn>-j proccontrol ler-client-default-config.zip
= W SKI - <vn>- <bn>-ki dsm zi p

= W SKI - <vn>- <bn>- ki dsmcl i ent-64. zi p

= WSKI-<vn>-<bn>-kilog-client-64bit.zip

= W SKI - <vn>- <bn>- services. zi p

= WSKI-<vn>-<bn>-w ski-client.zip

= W SKI - <vn>- <bn>-wi ski-client-help-all.zip

In the WIZARDS tab of the WSM main screen, click the [INITIAL INSTALLATION] button.

8 WISKI Server Manager - 3.130 — m] X

Fle Edras Help

Currently selected '
L On  Installation root folder | Cikisters -] S @ e > Db e

software location

# Wizards | @ Actions | [ Server webinterface

System health

Available wizards »

@ Package management

c Reactivate database

|ﬂ| Apply patch

- | an - @29 @) x5 @ 0 |Qilermessages Eed
Task ID Message

zard kidsm memorysettings WizardPageKiDSMMemorySetting

n =
F

a... Reading values from the existing installation.

Logging area »

The software checks if your system meets the system requirements. Click the [NEXT] button to dismiss this dialog.

o

izaxdD,
ninstal... Check service stopped
izard

=

WizardPageConfigureProperties
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4 Initial installation - System Requirements O X
Installed Minimum Recommended
Memory 32 GB 32 GB 64 GB
CPU Cores 4 Cores 4 Cores & Cores
® HDD 93 GE free 100 GB free 500 GB free

MNote: One or more system requirements are below the minimum, which may cause some
components to be inoperative or malfunctioning.

o

The following step is to select the source directory. This folder must contain the installation packages.

{54 Initial installation - Installation source and target O *

Source: | Cihternphwiski_install\WISKI-7.4.15-5R2

Target: | Chlasters -

[ (%) Check if target directory is in use

Cancel Previous | MNext |

In the next dialog you can select the desired version of WISKI7. The available displayed versions are found in the directory
that was specified in SOURCE earlier.
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EA Initial installation - Version selection O >

Currently installed version: ---

Version Date &
2023-07-12 18:04:55
WISKIServerManager.targz 2023-07-12 18:05:50
WISKIServerManager.zip 2023-07-12 18:05:53

Cancel Previous MNext

The next step is to select the packages which are to be installed.
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Initial installation O X

Package selection

Platform: | 64 Bit -
Packages: Select Program
v|  elasticsearch ~
V|  java-bdbit
keycloak
v kidsm

v kidsm-client-64
kidsm-converters-Afll StGallen
kidsm-converters-BAFU
kidsm-converters-EFAS
kidsm-converters-Erftverband
kidsm-converters-HD OOE
kidsm-converters-Landsvirkjun
kidsm-converters-ViM

V| kigetmetrics-64bit-win
kilog-client-64bit

kircllingoptimizer

o kiscriptserver-ide-64
v|  log-processanalytics
v|  portal

python-conda-winbd

(1] python-jproc L

Description:

JCKISTERS

Cancel Previous MNext

Note:

= |n the PACKAGE SELECTION step you will only see the packages that are necessary for an operational WISKI7 system or for
which you have purchased additional licenses. Ask your project representative for details.

= You can optionally select a WSM package with examples for time series import/export formats.
The format examples are saved to the <r oot >\ docunent at i on\ exanpl es\t sf or mat s subfolder.
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| + | tsformats - = x
Home Share View v ﬂ
« v A » This PC » Windows [C:) » KISTERS » wiski » documentation » examples » tsformats » v Search tsformats el

MName Date modified Type Size ol

# Quick access

ALLGEX_E File folder
[ Desktop » .
BAFU_DAMAST E File folder
¥ Downloads  # BOMHCS_E File folder
Documents BSH.E File folder
[&] Pictures » CAL_SOPHIE File folder
3 This P CFG_FORMAT File folder
T . CMS File folder
i 3D Objects CSV_CONFIG_E File folder
I Desktop DMS_E File folder
Documents DSISON File folder
‘ Downloads DSISOM_E File folder
J5 Music DVWE_RAIN File folder
= Pictures DWD_GNS File folder
@ Videos DWD_XML_PARTNER File folder
= DWD_XML_PARTNER_E File folder
= Windows (C) DWD-KL File folder
¥ Network FEH_E File folder
- FEWS_PI_XML File folder
FLATCSVBUFFER File folder
FLOODWORKS File folder
FLOODWORKS_E File folder
GAFA File folder
GEQTRONIC 2 File folder ©
66 items &=l

Package selection

WISKI Client/Server

= Install the el asti csear ch package if you want to use Elasticsearchlzedy This package is also required when working
with the Data Harvester.
For more information about the Data Harvester please contact your KISTERS representative.
= Install the ki get metri cs- 64-w n package to use the WISKI metrics in the WISKI client.
= Install the Kirollingoptimn zer package to use the special software KiRollingOptimizer (ask your project
representative for details).
= Install the wat er - pyt hon-wi n64 (-1inux64) and pyt hon-j proc package to use the Python Framework for
Reporting and Operation Framework.
= Additionally you need to install your customer specific packages (customer report bundle) eg. pyt hon- cust omer -
<CUSTOVER>- Wi n64, pyt hon-reporti ng- <CUSTOVER>-wi n64 to use your customer specific reports and
operations (ask your project representative for details).
= Install the wat er - wor kf | ow engi ne package to use the WISKI workflows.
= Install the wat er -i o-wi ski -cli ent-hel p- exanpl ef i | es package with examples for time series import/export
formats mentioned above if you want to use example files during your import or export work.
= Install the package Ki DBTsUt i | for the standalone time series export transfer tool that reads data from various JDBC-
capable databases and imports the data to WISKI (TSM). See the corresponding appendix in the WISKI user documentation.

WISKI Portal (Web)

= Install the por t al package to work with the WISK| Standard Portall st

= Install the el ast i csear ch package if you want to use Elasticsearchlz231and you do not have an Elasticsearch database.
Elasticsearch is required when working with the Web application Process Analyticslsh

= Install the | og- pr ocessanal yti cs package to use the Web application Process Analytics|sh.

= Install the ki get et ri cs- 64-w n package to use the Web application Application Metrics 1o

= Install the wdp-wi n and ki wi s package for Portal installations after 7.4.11 SR7.

= Install the python-jproc, validation-karaf, validation-python, water-workflow engi ne and
wat er - pyt hon-wi n64 package to use the Web application Data Validation [zes1

= Install the ki dsmpackage to use KiDSM 201

During the installation, several database initialisation programs are executed. If you want to run one of these steps manually
at a later point, the corresponding scripts can be deselected here by unchecking the respective box.

In this dialog you choose if the WISKI7 installation packages should be listed in the Windows Programs and Features list.
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Initial installation m| X

WINDOWS Program List

v | Register the installed packages in the WINDOWS Program list

€) Registering packages in the WINDOWS list is for information purposes
only. The components of the WISK] Server must still be managed with the
WISKIServerManager.

The WISKI database contains multi-language data. Therefore, an installation language needs to be selected in this step.

Warning: The installation language cannot be changed after the initial installation.

EH Initial installation O it
DB Maintain options
v | Initialize the WISKI TCA database [ ]
Language: | English -
Cancel Previous | Mext | Finish

Note: There are additional tooltips in each dialog that can be found by clicking on the information icon oi

In some contexts this icon also offers functions to execute, e.g. restoring defaults or similar. See this example:
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@ ManagePackages - Security Tools options O

Security Tools
Tools to manage TLS certificates, required for secure communication

KeyStore password | sssssss

TrustStore passwo| | The WISKI Server KeyStore password.

Initial certificate import pal

Reset to default | | Reset to stored configuration

Cancel Previous | Mext |

The WISKI installation uses several ports (see the list of available portsl 1 for details, as well as the ports communication
matrix[289. If you want to install two or more systems, the port range can be shifted by an offset.

F5 Initial installation m| x

Port offset

Offset: | 0

/K KISTERS

Cancel Previous
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See Port Overview![ 143 for ports and their configuration.
In the next window the server configuration can be specified.

You can configure all nodes of your server individually or use the SINGLE NODE option for INTERACTIVE, AUTOMATION,
KISCRIPT and CALCULATION. This will reduce the number of nodes in your WSM Service Monitor.

EA Initial installation O X

Server configuration

Server type: | Dispatcher Server - 9
Memory [ME]

V| Interactive default N i ]

Individual | Automation default N i ]

padEs ' | Calculation default - O

v | KiScriptServer default - 9

Single node ﬁ

Queue server default - O

| Kilog server i)

Large system 4 (i ]

Dispatcher host /
port:

/K KISTERS

Memory installed / free : 16175 ME / 6170 MB

Cancel Previous

The next step is to enter the database connection information. This will be used to connect to the database. Before the [NEXT]
button is activated, the connection must be tested. You can do this by clicking on [TEST CONNECTION].

ER Initial installation O #

Database connection
Database type: | Oracle -
Database host: | oracle-1-srv
Port: | 1521
Service: | orcn
User | wid7docuen
Password: | sssssss
JDBC: | jdbc:oraclethin:@//oracle-1-s1v:i1321/orcln
Local installed Oracle client: | Oraclel2c -
THS name: | ordn

Test connection

Cancel Previous Next

In the next steps of the installation or update process, you will have to enter your credentials for the Keycloak database
connection.

Note: We recommend using your own database schema for Keycloak. It is possible to install Keycloak inside the WISKI schema,
but we do not recommend this for security reasons.
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8 Initial installation - Database connection O

Keycloak database connection

Mote : It is recommended to use a separate database schema for Keycloak. If thats not possible, you can also use
the same schema than WISKI Server.

Database type: | Cracle >
Database host:
Port: | 1521
Service:
User:
Password: esesses

JDBC: | jdbcoraclethin @y

@ Test connection

—

/K KISTERS

Cancel Previous

The next window asks for the Keycloak admin password. Note that the Keycloak admin user is named keycl oak and its
default password is 12years.

Optionally, the configuration of the LDAP backend can be enabled by clicking USE LDAP.
Fill in your LDAP credentials.
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& Initial installation - LDAP configuration O

W I S K I Keycloak admin password (1]
Keycloak keystore password o
Use LDAP
LDAP URL
Bind DN
Bind credential
Users DN
Cancel Previous
The next window contains the optional LDAP configuration. Fill in your LDAP credentials, if required.
& Initial installation - LDAP configuration O
W I S K I Keycloak admin password (1 ]
Keycloak keystore password o
Use LDAP
LDAP URL
Bind DN

Bind credential

Users DN

—

/K KISTERS

The table below explains the single elements and settings.
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Element Description

Keycloak admin | Enter your Keycloak admin password; the Keycloak admin user by default is keycl oak and it's
password default password is 12years.

Keycloak keystore

password

Use LDAP Optionally, the configuration of the LDAP backend can be enabled by checking this box.

LDAP URL The URL of the machine where the LDAP server is running.

Bind DN The distinguished name of the connection parameters to LDAP including the necessary rights,

consisting of common name (CN), organisation unit (OU) and domain controller (DC).

Bind Credential The password of the LDAP user.

Users DN Full Distinguished Name of LDAP tree where your users are. This DN is parent of LDAP users. It
could be for example 'ou=users,dc=example,dc=com' assuming that your typical user will have DN
like 'vid=john,ou=users,dc=example,dc=c [...]; the distinguished name of the current user on LDAP;
this indicates how the users are organised on the LDAP server, with the organisation units (OU)
and the domain controller(s) (DC).

LDAP backend type Select one of the options to define the LDAP type. This indicates if your LDAP backend is an Active
Directory or not (select OTHER).

[Test connection] Click this button to test the connection between the WISKI server and the LDAP server.

See WISKI Open ID Connect Configurationl1s# for more details on using Keycloak.

In the next step, the Dispatcher login can be specified. For the initial installation the defaults should be maintained.

O >
Dispatcher connection
User: | Admin
Paszword: | sssssss
Tenant: | WISKI (1]

Host: | localhost

Port: | 7430

In the next dialog you can specify the Windows services to be installed and the user running it.
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O =
Install WINDOWS services
v WISKI Server ® System Cther
v KiD5M & System Other
v KiReollingOptimizer ® System Cther
Cancel Previous Mext

In the next window you can define whether or not the KiGetMetrics Windows task is installed and the user running it.

Note: This window only appears if you have selected the KIGETMETRICS package in the PACKAGE SELECTION dialog.
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KiGetMetrics
Install WINDOWS task |+

Default user |w

Cancel Previous Mext

The next step is to select the report bundles to be imported. Alternatively, you can import the report bundles after the
installation.

© KISTERS | 2025




Initial Installation Using the WSM (Empty Database)

Initial installation m| X

Import the report bundles manually after the installation.
®) Import the report bundles during the update,

= B= ||| A
¥ || WISKI-7 4.11-5R5-reportfiles-General.zip
v | BiberRecords - BiberEvaluationCrystalKiscript.zip

BiberRecords - BiberEvaluationExcelKiscriptzip
DiGJ101.Parameters.Year - Yearbook Pages Stagezip
DGlO2.ParameterS.Year - Yearbook Graph Stagezip
DiGJ03.Parameters.Year - Yearbook Pages Graph Duration Stagezip
DGLO4.ParameterSYear - Yearbook Pages Baltic Seazip

D05, ParameterCl Year - Yearbook Pages Flowzip

DGl 06 ParameterC Year - Yearbook Graph Flowzip

D107 ParameterC Year - Yearbook Pages Graph Duration Flow.zip
DGJ.08 5tation. Year - Yearbook Pages Climatezip
DiG1.09.ParameterGW. Year - Yearbook Pages Groundwater.zip
DGJI0.ParameterWT. Year - Yearbook Pages Water Temperature zip

o I e N I G I G O G I N e N I I S

D)l 11 ParameterTide Year - Yearbook Pages Tidezip v

Cancel Previous et Fimish

When clicking the [FINISH] button, the installation is executed.

EH Initial installation O X

Summary Save as XML

A

Instellaticn =zource and target
Scan directory * AAZT3-gs-3\BuildDeployment \WISKIT
Target : Ci'vkisters

Selected version
Version directory  AANTI-gs-3\BuildDeployment \WISKITY.7.4.11 5RS
Selected version : WISKI-T7.4.11-5R5

Selected packages

Selected packages : elasticsearch
java-&dbit
kidam
kidam-client-64
kigetmetrics-64bit-win
log-proceszanalytics
portal
repocrtfiles-General
services
wiski-client b

Cancel Previous Mext

All steps are logged in the following window.
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[543 WISKI Server Manager - 3.0.51

File Extras Help

ﬁgCﬁ Installation root folder | Clkisters

® Actions | O Serverwebinterface | (%) System health

L@ e -0 e

Initialize KiDSM data

Add programs to Wind;}w-s. installed programs list

Install Windows Services
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8 Updating an Installation Using the WSM (Existing Database)

@ cauTiON
Before updating a WISKI server installation, be sure to perform the Pre-Update Checks.

The WISKI Server Manager is designed to update the complete installation, including all client and server components.

The user specific configuration files (like wi ski *. i ni , DbMai nt ai n*. i ni) are saved and copied back inside the update
process. In case of special customer specific map files, use the pattern - cust om(like ext ended- cust om map) to identify
the files to be stored in the backup as well.

By executing the action CONFIGURATION - BACKUP THE SYSTEM CONFIGURATION vyou can see which files are saved into the
backup folder.

In order to update the software installation, the WISKI Server Manager needs full control over the <r oot >\ wi ski directory.
To get full control, all services need to be shut down and uninstalled (see ch. Windows services28). All clients need to be
closed, including all Windows Explorers pointing to one of the subdirectories.

Note: If the previous installation is a version lower than WISKI 7.3, make sure that your software <r oot > directory does not
contain awi ski subdirectory.

Perform the following steps to do the update:

In the WIZARDS tab, click the [UPDATE INSTALLATION] button.

8 WISKI Server Manager - 3.130 — m] X

Fle Edras Help

Currently selected '
. L On  Installation root folder | Cikisters -] S @ e > Db e
software location

# Wizards | @ Actions | [ Server webinterface System health

3 Update installation

Available wizards »

@ Package management

c Reactivate database

|ﬂ| Apply patch

- @29 @) x5 @ 0 |Qilermessages

Task I Message

zard kidsm memorysettings WizardPageKiDSMMemorySetting

=

You get a system message:

Logging area

instal... Check service stopped.

P 2 =
-
5

2ardPa... Reading values from the existing installation.
2
d

WizardPageConfigureProperties
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54 Warning O >

Database backup A

Before starting the update make sure you created a database

backup.

Backup your database for security reasons!
Confirm with [OK].

The software checks if your system meets the system requirements. Click the [NEXT] button to dismiss this dialog.

1 Requirernents O d
Installed Minimum Recommended
® Memory 19 GB 32 GB 6d GB
® CPU Cores 2 Cores 4 Cores & Cores
® HDD 49 GB free 100 GB free 500 GB free

MNote: One or more system requirements are below the minimum, which may cause some
components to be inoperative or malfunctioning.

Cancel Previous MNext Finish

In the following step the updater checks for active WISKI related services and processes. Furthermore you have the option to
stop or uninstall certain services.
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KISTERS KiD'SM

KISTERS WISK] Server
KISTERS KiRollingOptimizer

KISTERS KiWW DataProvider

WINDOWS Service jProcController
DOESMOTEXIST STOPPED
DOESNOTEXIST STOPPED
DOESMOTEXIST STOPPED

DOESNOTEXIST STOPPED

Cancel Previous Next

Use the dialog INSTALLATION SOURCE AND TARGET to select the source folder and make sure that the WISKI directory is not
in use. The source folder must contain the version which is to be installed. Make sure to stop the WISKI server before updating

as well.

In the next window you need to select the desired version on which you like to update.

] X
Version Date
WISKI-7 4.11-SNAPSHOT-1284 2020-06-27 09:40:57 o
WISKI-74.11-SNAPSHOT-1285 2020-06-3010:05:46
WISKI-7 4.11-SNAPSHOT-1286 2020-06-30 10:39:57
WISKI-74.11-SR8 2020-06-2909:51:00
WISKI-74.11.9-2 2020-06-26 09:35:33
WISKI-74.11.9-3 2020-06-26 18:30:15
WISKI-74.11.9-4 2020-06-27 22:19:35
WISKI-74.11.9-5 2020-06-29 10:15:51
WISKI-74.11.9-6 2020-06-2010:45:42
WISKI-74.11.9-7 2020-06-2913:10:34
WISKI-74.11.9-8 2020-06-2920:36:43
WISKI-7 4.13-SNAPSHOT-2184 2020-06-19 14:54:39
WISKI-7 4.13-SNAPSHOT-2185 2020-06-231%31:15
WISKI-7 4.13-SNAPSHOT-2186 2020-06-3010:19:49
WISKI-74.5-5R19 2019-06-03 08:20:17
WISKI-7 4.5.x-SNAPSHOT-7188 2019-11-29 14:32:11
WISKI-7 4.5x-SNAPSHOT-7180 2019-11-2919:50:40 ~
Cancel Previous Next

The next step is to select the packages which are to be installed. By default, the packages that were selected during the last

installation are pre-selected.
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m- nstallation - Package selection a x
I S K I Q only selected
Packages Select Program
V|  elasticsearch -
V|  java-Bdbit
keycloak
v kidsm

v kidsm-client-64
kidsm-converters-AflJStGallen
kidsm-converters-BAFU
kidsm-converters-EFAS
kidsm-converters-Erftverband
kidsm-converters-HDOOE
kidsm-converters-Landsvirkjun
kidsm-converters-WVMM

/| Limatrmatriee.Adbitosin v

Description:

—

A KISTERS

Cancel Previous | Next |

In this dialog you can choose if the WISKI7 installation packages should be listed in the Windows Programs and Features list.

WS Program List O *

v | Register the installed packages in the WINDO'WS Program list

€ Registering packages in the WINDOWS list is for information purposes
only. The components of the WISKI Server must still be managed with the
WISK] ServerManager.

/K KISTERS

Cancel Previous Mext Finish

During the update procedure, the complete existing software installation folder is deleted. Therefore, it is recommended to
create a backup of the to-be-deleted directory in the next step. If the directory with your current installation is found by the
installer, a backup file name will be entered automatically in the wizard page. By default, the backup file is stored in
<r oot >\ previ ous_versi ons.
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] X
Create a backup: |v
Backup source: | Ci/kisters/wiski
Backup target: | Ci/kisters/previous_versions/WISKI-74.9-SNAPSHOT-2129.zip
Delete logs: [i ]

Cancel Previous | Next |

In the next step you can specify maintenance options like known from DbMai nt ai n. exe. For further information on
database maintenance, please refer to chapter Initialising the WISKI7 Database 1041

v | Update the WISKI TCA database

Options

Check all table structures

Update statistics in DB

Synchronize unit groups between TCA and KiTSM
Synchronize parameter between TCA and KiTSM
Synchronize metadata between TCA and KiTSM
Update TCA time zone historical infos from KiTSM
Update of TCA roles atomic permissions on KiTSM

Recreate system standard remarks

oS IS IS IS IS IS S S

Check trigger validity

Cancel Previous Mext Fimish

In the next step during an update, you need to change the port offset if necessary. The last selected value of the previous
installation is displayed here by default.
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R Update installation - Port offset O *

Cancel Previous Mext Finish

The following dialog lets you change the server configuration.

You can modify the server type if necessary and apply different sizes to the configured processes of the server, like
INTERACTIVE, AUTOMATION or CALCULATION.

You can configure all nodes of your server individually or use the SINGLE NODE option for INTERACTIVE, AUTOMATION,
KISCRIPT and CALCULATION. This will reduce the number of nodes in your WSM Service Monitor.

[E8 Update installation - Server configuration O 'Y
Servertype: | Dispatcher Server - @
Memory [MB]
V| Interactive 4096 - 0
heF e m] | Automation 2048 - 0
RELS V| Caleulation 2048 - e
| KiScriptServer 1024 ~ |
Single node 0
Queue serer 2048 - 0
Large system A (i)

Dispatcher host /
port:
Memeory installed / free: 19999 MB / 17016 MB

o] ([ Provos

In the next step you enter the WISKI server database connection.

After the database connection has successfully been tested, you can activate the [FINISH] button.

© KISTERS | 2025




Updating an Installation Using the WSM (Existing Database)

WISKI database connection
Databasetype: | Oracle -
Database host: | oracle-1-srv
Port: | 1521
Service: | orcln
User: | w749docuen
Password: | sesssss
JDBC: | jdbcoraclethin:@//oracle-1-snv:1521/orcln
Local installed Oracle client: | OracleOCI -
TNS name: | ordn

Test connection

Cancel Previous

In the next step, enter your credentials for the Keycloak database connection. Before the [NEXT] button is activated, the
connection must be tested. You can do this by clicking on [TEST CONNECTION].

Note: We recommend using your own database schema for Keycloak. It is possible to install Keycloak inside the WISKI schema,
but we do not recommend this for security reasons.

E-'.’.’ZE'.': nstallation - Database connection O *

Keycloak database connection
Database type: | Cracle -
Database host: | oracle-1-snv
Port: | 1521
Service: | orcln
User | wi49docuen
Password: | sssssss

JDEC: | jdbcoraclethin:@//oracle-1-sne1321/orcln

Test connection

Cancel Previous Mext Fimish

If you have selected the ki dsmpackage in the previous package selection, you now have to enter your credentials for the
KiDSM database connection. Before the [NEXT] button is activated, the connection must be tested. You can do this by clicking
on [TEST CONNECTION].
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KiDSM database connection
Database type: | Oracle -
Database host: | oracle-1-srv
Port: | 1521
Service: | orcln
User | wi49docuen
Password:  weseses

IDEC: | jdbcoraclethin:@y//oracle-1-snei1521/orcln

Test connection

Cancel Previous Mext Finish

If you have selected the ki dsmpackage in the previous package selection, you now can define the memory settings of the
individual KiDSM modules.

& e O *
Connector server 256 || MB -
Time scheduler 128 || MB -
Task manager 128 || MB -
Executor 128 || MB -
Message broker 128 || MB -
Transfer tools 1 GB -
Reverse proxy 512 || MB -

Cancel Previous Next Finish
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The next window asks for the Keycloak admin password. Note that the Keycloak admin user is named keycl oak and its
default password is 12years.

Optionally, the configuration of the LDAP backend can be enabled by clicking USE LDAP.
Fill in your LDAP credentials.

& Initial installation - LDAP configuration O

W I S K I Keycloak admin password

Keycloak keystore password

ee

Use LDAP
LDAP URL
Bind DN

Bind credential

Users DN

—

/K KISTERS

More information on this step can be found herel7d".
In the next step, the Dispatcher login can be specified.

Note: This dialog appears only if the default password of the Admin user has been changed.
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EH Update installation O >

Dispatcher connection

User: | Admin

Paszword: | sssssss ]

Tenant: | WISKI (1]

Host: | localhost

Port: | 7430

/K KISTERS

Cancel Previous | MNext |

If you have selected the port al package in the previous package selection you now can change the password of the default
Por t al Admi n user.

Note: The default password is preset. Do only modify it if the password has been changed in the WISKI client GUI.

F3 Update installation O it

Portal administration user

Uzen

Password: ’ m ] (i ]

Cancel Previous Mext

In this dialog you can specify the Windows services to be installed and the user running it.

© KISTERS | 2025




Updating an Installation Using the WSM (Existing Database)

WISKI Server

KiDSM

KiRollingOptimizer

WISKIDataProvider

Cancel Previous | Mext | Finish

If you have selected the ki wi s package in the previous package selection you now can customise the KiWIS configuration.

In the lower part of the window you now have to enter your credentials for the KiWIS dispatcher settings.

KiWIS configuration

Cache settings (®) Default cache settings
Live data

Fast response times

Timezone | GMT -

WEP Server | vm-lavie-w7prodkisters.de

KiWIS dispatcher settings
Host | vm-lavie-w7prodkisters.de
User | Admin

Password  esessss

Cancel Previous [N ext Finish
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The next step is to select the report bundles which are to be imported. Alternatively you can import the report bundles after
the installation.

sorts O X

m

Import the report bundles manually after the installation.

@) Import the report bundles during the update.

= =" || A

¥ || WISKI-7 4.9-SNAPSHOT-2144-reportfiles-General zip
BiberRecords - BiberEvaluationCrystalKiscript.zip
BiberRecords - BiberBvaluationExcelKiScriptzip
DGLO1.ParameterS.Year - Yearbook Pages Stage.zip
DG1.02 ParameterS.Year - Yearbook Graph Stagezip
DG1.O3.ParameterS.Year - Yearbook Pages Graph Duration Stage zip
DG1.O4.Parameters.Year - Yearbook Pages Baltic Seazip
DGJ.05.ParameterQ.Year - Yearbook Pages Flowzip
DGJ.06.ParameterQ.Year - Yearbook Graph Flowzip
DGIO7.ParameterQ.Year - Yearbook Pages Graph Duration Flow.zip
DG1 08 Station Year - Yearbook Pages Climate.zip
DG109.ParameterGW. Year - Yearbook Pages Groundwaterzip
DG1A0.ParameterWT. Year - Yearbook Pages Water Temperature zip
DGI1.ParameterTide Year - Yearbook Pages Tidezip
DGl 2. ParameterS.Year - Yearbook Pages Sea Water Levelszip

e I I e N N N e N e N N

D)3 5tation. Year - Yearbook pages suspended sediment.zip "

Cancel Previous Next Finish

The last dialog shows you a summary of the update configuration.

O X

Save as XML

N

Installaticn source and target
Scan directory ! WAT3-gs-3\BuildDeployment \WISKIT
Target : Cinkisters

Selected version
Version directory ! WAT3-gs-3\BuildDeployment \WISKITWWISKI-7.4.9-5HAPSHOT-2144
Jelected version : WISKI-7.4.59-SHAPSHOT-2144

Selected packages

Selected packages : elasticsearch
jawva-6dbit
keycloak
kidam
kidam-client-&4
kigetmetrics—&4bit-win
kileg-client—-64bit
kircllingoptimizer
kiscriptserver-ide-€4
kiwia
log-processzanalytics
portal
python-jproc v

Cancel Previous Mext Finish

Click [FINISH] to start the update process.

A graphical progress bar will show you the progress of the update.
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[Z5 WISKI Server Manager - 3.0.51 - m] x

File Extras Help

{}'gCﬁ Installation root folder | Chkisters g f @ @ > || @

# Wizards (® Actions | [ Serverwebinterface (%) System health

Execute the KiDSM update
Import report bundles

Add progralﬂ;:to Windows installed programs list

Install Windows Services

(- E] € 2020-01-0217:0107 | Extracting : "WISKI-7.4.9-5R 11java-B4bit.zip' to 'Ci\kisters’ us €y 4 0

After the update, the WINDOWS services have to be re-installed. See ch. Windows services 2 for details.
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9 Duplicating KISTERS WISKI7 Server Database

Beside the two scenarios of setting up a initial installation and updating a system, there is a third very common use case. The
WISKI database is often duplicated, e.g. to create a test system out of the productive system. The WISKI database can contain
all together three database schemas:

= the WISKI7 schema,
= the WISKI server dispatcher schema and
= the WISKI server tenant database schema.

This can be done manually, but it is recommended to use the WISKI Server Manager.

Warning: The connection entries from the WISKI server dispatcher schema to the WISKI7 schema and the connection
information from the WISKI server dispatcher to the tenant database schema are stored inside the dispatcher schema.
Therefore it is important that you follow the next steps very carefully, otherwise the original system can be damaged!

The steps described hereafter are only valid for the following conditions:

= WISKI7 / WISKI server schemas are all in one schema.

= For your new (duplicated) system you already have an installed WISKI7 / WISKI server software, otherwise read these
chapters before starting the actual duplication:
= Extracting the software packages
= [nstalling Perl

Note: If you want to set up a test system which uses a newer software version than the original system you have first to
install the same version like the system you copied the database from! The next step is to update the copied database!

Duplicating databases comprises these working steps:

= Exporting Original Databasel g

= Configuring Connection Settings to WISKI7 Server Database Manuallyl e
= Updating Dispatcher Database Connections/eay

» Updating the Client Schemal e

9.1 Exporting Original Database

To export the original database to be used for duplicating:

= Shut down all import services.

= Make sure all clients are disconnected.

= Open the KiTSM web interface under htt p: / /| ocal host : 7420/ TsnSAdm n/ | ogon. do.

= Navigate to TENANTS > TENANTS, select your desired tenant (e.g. W SKI); you will be guided to the TENANT
ADMINISTRATION: WISKI tab.

= (lick on the link in the STATE column for the database storage with the name t snDb.

= The link should be green and be named onl i ne.

Iw Tenant in shared db 7

MaiDomain
Id Tenant State Session duration Template
1001 [4] [+] MaiDomain [&] online 300

Id Database storage  State Extra db JDBC URL Db user Applications
2001 tcaExDb M yes  jdbcioracle thin:@oracle-10g-srv-1521:gswiski w7joerg72 E]

Id Database storage  State |Extradb JDBC URL Db user Applications
4001 tsmDb Oﬂllﬂel no  jdbc:oracle:thin: @oracle-10g-srv:1521:qswiski wTjoerg72 tsmserver, tsm-importserver, tsm-queue-server, kiiosys E]

pplication tate  Exists Version up to date Version Data up to date
5001 kiiosys available  yes yes 2 06 E] ves E]
6001  tsmserver available  yes s e ] ves Tsm object history false =
Data set type wiski

= Change the state to adm n and click the [SAVE] button.

Application Db plugins | Groups | Tenants | KiTSM tenant: MaiDomain REEREWEG INGTE el BET Rl Ely)

Change tenant state

Tenant: MaiDomain
Tenant database storage: tsmDb

Tenant state: | admin
restricted

= Now the link is red and is named admi n.

© KISTERS | 2025




Duplicating KISTERS WISKI7 Server Database

MaiDomain
Id Tenant State Session duration Template
1001 [+ MaiDomain [ online 300

Id Database storage  State Extradb JDBC URL Db user Applications
2001 tcaExDb m yes  jdbcioraclecthin:@oracle-10g-srv:1521:gswiski w7joerg72 E]

Id Database storage  State |Extradb JDBC URL Db user Applications
3001 E] tsmDb m no  jdbcioracletthin:@oracle-10g-srv:1521:gswiski w7joergi2 tsmserver, tsm-importserver, tsm-queue-server, kilosys E]

Id Application-db State  Exists Version up to date Version Data up to date
3001 Kilosys available  yes yes 2 06 (&) ves =
4001 tsmserver available yes yes 10_03 @yﬁ Tsm object history false E
Data set type wiski
= C(Click the link again and change the state of the database storage to conf i gur ed; confirm with [SAVE].
IMI Tenant in shared db 7
MaiDomain
Id Tenant State Session duration Template
1001 [+ MaiDomain [&]online 300
Id Database storage State Extra db JDBC URL Db user Applications
2001 tcaExDb M yes dbcioracle:thin:@oracle-10g-srv:1521:qswiski wijoergr2 E]
Id Database storage State Extra db JDBC URL Db user Applications
3001 tsmDb conﬁgured no  jdbc:oracle:thin:@oracle-10g-srv:1521:qswiski wijoerg?2 tsmserver, tsm-importserver, tsm-queue-server, kim{s@
Id Application-db State Exists Version up to date Version Data up to date

3001 kilosys available no no E]
4001  tsmserver  available no no Tsm object history false [=]

Data set type wiski

Click on the button that appears on the right side. The tool tip should read Unr egi st er dat abase st orage.
A

Tenant in shared db

MaiDomain
Tenant database storage key: tsmDb
Do you really want to unregister the tenant database storage configuration finally?

do not unregister

Yes, Unregister

On the next page click the red [YES, UNREGISTER] button. You will return to the TENANT ADMINISTRATION: WISKI tab; the
t snDb database entry will be gone.

Tenant in shared db ?
MaiDomain
Id Tenant State Session duration Template
1001 [+] [S)] | [+ MaiDomain [&] enfine 300
Id Database storage State Extra db JDBC URL Db user Applications
2001 tcaExDb m yes jdbc:oraclezthin:@oracle-10g-srv:1521:qswiski w7joerg72 E]
= Shut down the JProcController service. There are various ways to do that.
= Use the WISKI Server Manager, navigate to the tab ACTIONS and execute the command Service - stop

JProcController.

Or shut down the WINDOWS service (if installed).

Or navigate to the <r oot >\ wi ski \ bi n directory and execute the batch file j pr occontrol | er _st op. bat.
Wait until all services have been shut down.

To check if the system was stopped completely, start the WSM Service Monitor and check the status.

Use the WISKI Server Manager, navigate to the tab ACTIONS and execute the command dient
JProcControl |l er Consol e.

Export the database user (see your ORACLE or Microsoft SQL Server documentation for details).

After the export, start the original server again.

Open the KiTSM web interface again.

Navigate to TENANTS > TENANTS, select your desired tenant (e.e. W SKI) and you will be guided to the TENANT
ADMINISTRATION: WISKI tab.

Click the button in the left dialog part where the tool tip text says Register existing database storage.
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Iﬁl Tenant in shared db

Create database storage

MaiDomain

Database storage key: H

Database vendor: | ms-sql2005

JDBC URL: |

Database user: |

Database user password: ‘

Repetition of database user password: |

r

Datab Pool

[2

Database-Pool shrink threshold: \g

Database-Pool shrink start time [milliseconds]: 1200000

Database-Pool shrink time factor: \3

= Enter the database key t snDb.
= Enter all information for the database connection.

The action may last few minutes. |__Check storage

» You can use the dcsngr - di spat cher - cust om properti es file to make life easier.

= C(lick the [CHECK STORAGE] button.
= 0On the next page click the [REGISTER AND SAVE] button.

BE4ELE Tenant in shared db

Create database storage

Result of check
Tenant name in origin: MaiDomain
Cluster identifier of origin (should be empty):

Storage identifier of origin (should be empty):
Cluster URL of origin (should be empty):
Dispatcher last check date:

Tadm Schema exists: true

Application-db State Exists Version up to date Version
kilosys created yes yes 2 06
tsmserver created yEs yes 10_03

MaiDomain

Database storage key: tsmDb
Database vendor: oracle

Database user: w7joerg72
Database user password: "™
Repetition of database user password: *****
Database-Pool minimum connections: 2
Database-Pool shrink threshold: 8
Database-Pool shrink start time [milliseconds]: 1200000
Database-Pool shrink time factor: 3

Identifier of this cluster: QV78Ve1G25F304axULE+UA==

Data up to date
yes
yes

JDBC URL: jdbc:oracle:thin: @oracle-10g-srv:1521:qswiski

The action may last few minutes. Register and save

Tsm object false
history

Data set type wiski

= (Click on the link in the STATE column for the database storage with the name t snDb entry which says confi gur ed.

Iﬁl Tenant in shared db 7
MaiDomain
Id Tenant State Session duration Template
1001 [+ MaiDomain [&]online 300
Id Database storage State Extra db JDBC URL Db user Applications
2001 tcaExDb M yes dbcioracle:thin:@oracle-10g-srv:1521:qswiski wijoergr2 E]
Id Database storage State Extra db JDBC URL Db user Applications
3001 tsmDb conﬁgured no  jdbc:oracle:thin:@oracle-10g-srv:1521:qswiski wijoerg?2 tsmserver, tsm-importserver, tsm-queue-server, kiio: s@
Id Application-db State Exists Version up to date Version Data up to date
3001 kilosys available no no E]
4001  tsmserver  available no no Tsm object history false [=]
Data set type wiski

= Change the state to adm n and click the [SAVE] button.

Application Db plugins | Groups | Tenants | KiTSM tenant: MaiDomain [EERERE [T TE e Tyl L ET el ETl)

Change tenant state

Tenant: MaiDomain
Tenant database storage: tsmDb

Tenant state: | admin

restricted
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= Now the link should read adm n.

MaiDomain
Id Tenant State Session duration Template
1001 [ MaiDomain [£]enline 300

Id Database storage  State Extradb JDBC URL Db user Applications
2001 tcaExDb onlne  yes  jdbc:oracleithin:@oracle-10g-srv:1521:gswiski wTjoergr2 E]

Id Database storage  State |Extradb JDBC URL Db user Applications
3001 E] tsmDb m no  jdbcioracleithin.@oracle-10g-srv: 1521 gswiski w7joerg72 tsmserver, tsm-importserver, tsm-queue-server, kilosys E

Id Application-db State  Exists Version up to date Version Data up to date
3001 kilosys available  yes yes 2_06 []ves =
[£] 4001 [] tsmserver available  yes yes 1003 (3] ves Tsm object history false =
Data set type wiski
= (Change the state to onl i ne and click the [SAVE] button.
Home | TSM Cluster | Log Viewer Authorisation | Preferences | A

Application Db Plugins ‘ Groups ?

M 1-171 [ ][]

[ Tenant State Session Duration Groups Template Auth. Type Key
Id Database storage  State Extra db JDBC URL Db user
Id Appli::tinn- State Exists Version up to date Version Data up to date
1001 MaiDomain [=]online 000 =
1001 tsmDb online no jdbe sqlserver/fknHheimbuchnenSQLEXPRESS 1433 DatabaseName=wiski wiskiadm
1001 tsmserver  available yes yes 10_11 yes
2001 kiiosys available yes yes 209 yes
2001 fcaExDb online yes jdbe:sglserver/fkn-HheimbuchnenSQLEXPRESS: 1433 DatabaseName=wiski wiskiadm

= |mport the database in a new schema (see your ORACLE or MSSQL Server documentation for details).

9.2 Configuring Connection Settings to WISKI7 Server Database Manually

The WISKI server connects through the JDBC interface straight to the database (MSSQL and ORACLE). JDBC stands for JAVA
DATABASE CONNECTIVITY and does not need any database client installation on the KiTSM Server (ORACLE CLIENT, ODBC
driver, etc).

Only if WISKI7 is installed on the same machine as the KiTSM Server, a database client installation is required. During the
initial installation the KiTSM Dispatcher database connection is configured by an initialising Perl script. If you want to set up a
KiTSM working with a duplicated database you have to do this manually.

Note: In the case that the database has been copied, it is also possible to copy the file from the original system and modify.

= (Change to <r oot >\ wi ski\ servi ces\dcserver\server _tsndi spatcher\configuration.
» Openthedcsngr-di spat cher-defaul t. properti es file into an ASCII Editor.

= Apply the JDBC Configuration settings as described below.

= Save the changes as dcsngr - di spat cher - cust om properti es.
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B tsm-dispatcher.properties - Notepad B =] 3

File Edt Format Yiew Help

|- dispatcher properties
‘tsm-dispatcher.logdj. initfile=tsm-dispatcher-logdj.properties

|+

#-TSM-System Database Connection URL
#- oracle
#- oracle standard port = 1521
#- Cconfiguration example for oracle JDBC Thin Connections
#- Ttsms.dispatcher.database.url=jdbc:oracle:thin:@<hostnames:<port>:<sib>
el ard Eecame] for o taaide s Thy s ek Anee Thi Boacrdane

1 tsms. dispatcher. database. url=jdbc:oracle:thin:@(DESCRIPTION=(ADDRESS_LIST=(ADDRESS=(P |—® J DBC Data base Sett"‘]g
=

#- Informix
#- tsms.dispatcher. database.url=jdbc:informix-sqli://<hostnames:<port>/<database>: INF
#- Informix standard port = 1526

#- M3 SoL Server 2000
# tsms.dispatcher.database.ur1=3dbc:micruscft:sq1server://mssq1-srv-01:1433:DatabaseN
#- SQL Server standard port = 1433

-

#- MS §QL Serxer éOUSb 1<idb N /i N b . U

#rsms.dispatcher.database.url=jdbc:sqlserver://mssql-srv-02:1433; patabasename=wiski7_

#- sqL server standard port = 1433 ' ser name
1 tsms.dispatcher.database. user=w7demo i

CE 0=t ey e e+ e e B e a g b ey

I .
# “exmaple: ./tsm-dispatcher.sh admin cqeaaepasswurd 123abc

I tsms.d'ispatcher.datagase.passwj.encrypted:FvuivIR/Afu: |—‘ : ) PaSSWOfd

&
#- database storage parameter:

#- 3 different Schema:

#— tdis - dispatcher, tsm - tsm domain, tsc - tsm domain time series container
Fo

#- system type (default normal, currently supported: normal)

#tsms. dispatcher. database, storage, tdis. systemtype=normal
#tsms.dispatcher. database. storage. tsm. systemtype=normal
#tsms.dispatcher.database. storage. tsc. systemtype=normal

#-  kind of physical stura?e clause to use: (default is false)

#- use induvidual stotage clausels (default is false, currently no configuration avai
#rsms.dispatcher.database. storage. tdis. useclause=trus
#rsms.dispatcher.database, storage, tsm.useclause=true
ﬁtsms.dispatcher.database.storage.tsc.usec1ause=true

#- use table spaces for all objects (default false) - requires tablespaces and their
#tsms.dispatcher. database. storage. tdis.usetablespace=true
#tsms.dispatcher.database. storage. tsm.usetablespace=true

#tsms. dispatcher. database. storage, tsc.usetablespacestrue

#

#- if usetablespace=true a tablespaces assigmnment for dbtype is needed. =

4] | M

This configuration is explained in detailed in the following sub-chapters:

= Connection Entries for ORACLE[ g3
= Connection Entries for Microsoft SQL Serverledy
= Set User Name and Password[ e

9.2.1 Connection Entries for ORACLE

= Enter this line in the dcsnygr - di spat cher - cust om properti es file:

t sns. di spat cher. dat abase. url =j dbc: ORACLE: t hi n: @MY_ORACLE_SERVER: 1
521: $MY_SI D

= Replace $MY_ORACLE_SERVER with the machine name or with the IP address of the ORACLE database server.
= Replace $MY_SI D with the value of the SID (ORACLE System Identifier of the database, usually ORCL) of the database.

9.2.2 Connection Entries for Microsoft SQL Server

= Enter this line in the dcsngr - di spat cher - cust om properti es file:

t sms. di spat cher . dat abase. url =j dbc: sql server://$MY_SQL_SERVER: 1433;
Dat abaseNanme=$W SKI _ DATABASE

» Replace $MY_SQ._ SERVER with the machine name of the MSSQL database server.
=  $W SKI _DATABASE must be replaced by the name of the WISKI7/KiTSM database.

9.2.3 Set User Name and Password

User name and password needs to be configured, use the section of the dcsmgr - di spat cher - cust om properties
property file.

t sms. di spat cher . dat abase. user =wi ski 7
# generated encrypted password by tsmdispatcher-script:
# exanple: ./tsmdispatcher.sh adm n createpassword 123abc
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# result: crypt password r W pMBl CodY=
t sms. di spat cher . dat abase. passwd. encr ypt ed=FVoi VI R/ Af o=

All respective terms must be replaced by your desired user name and password appropriately.
Replace wi ski 7 with the name of the database user created earlier.

The password FVoi VI R/ Af o= means 12year s if the WISKI7 database has got a different password you need to generate
an encrypted code for the password. You can do this using the KiTSM batch file t sm di spat cher. pl from the directory
\tsm bin.

Command: <r oot >\ wi ski\ servi ces\tsm bi n>t sm di spat cher. pl creat epassword <passwor d>

Now the dispatcher is able to connect to the dispatcher schema. But inside of the dispatcher schema are connection entries to
the other parts of the system which must be reconfigured, therefore you have to start the system and access the KiTSM Web
interface.

9.3 Updating Dispatcher Database Connections

After successfully configuring the DCSMGR- DI SPATCHER- CUSTOM PROPERTI ES file the system must be configured and
started. The next step will create a configuration and migrate the dispatcher database.

Navigate to <r oot >\ wi ski \ servi ces\ w ski -server\ bi n and execute updat ew7. pl 0-7.
Note: The tenant and user/password can be specified in the command line when executing updat ew7. pl :
updat ew7. pl -donmai n=<t enant > -user=<user > - passwor d=<pwd>

Info: All available steps can be displayed using the command: updat eW. pl -s

After successfully running the updat ew7. pl script the Dispatcher should be running. Now the procedure continues in the
server web interface.

There are two ways to open the web interface:

= Using the WISKI Server Manager, navigate to the tab SERVER WEBINTERFACE. Click the button [CONNECT], this should log
you in automatically.

= The second way to log in is to run the batch file which uses the default system web browser: Navigate to
<r oot >\ wi ski \ bi n and execute ki t sm webi nt erface. bat .

If a login screen appears, use the following login data:

Setting Value

Tenant Ki Adnmi nDomai n

Role Ki Cl ust er Adm n

User Ki G uster Adm n

Password your password, the default password is 123abc

After opening the web interface you will see the welcome screen. The system has already noticed that it was copied. The
tenants have been closed automatically. This means that no KiTSM service can access the database. This is a protective
mechanism of the KiTSM to protect your database.

Now these steps have to be followed:

Checking and Correcting the TCA Database Storagel e
Registering the KiTSM Tenant Database Storage! e
Running the Complete Update Process| o/

Checking the Background Process Configuration! es™
Registering the New Dispatcher Database URLI egd
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9.3.1 Checking and Correcting the TCA Database Storage

Note: In the case that the storages have not been unregistered before export you can not set the status to onl i ne. Execute
the following SQL statements to remove the registration from the database.

del ete from systenparam tadm where spatadm key="C usterldentifier’;
del ete from syst enparam tadm where

spat adm key="' Cl ust er St oragel dentifier"';

del ete from syst enparam tadm where

spat adm key="Cl usterVerificati onURL';

commi t;

Now the status of the storages can first be set to admi n and then to onl i ne.

= Navigate to TENANTS > TENANTS, select your tenant (e.g. W SKI) and you will be guided to the TENANT
ADMINISTRATION: WISKI tab.

Tenant in shared db A7
MaiDomain
Id Tenant State Session duration Template
1001 4] [+] MaiDomain [&] enfine 300
Id Database storage State Extra db JDBC URL Db user Applications
2001 tcaExDb m yes jdbc:oraclezthin:@oracle-10g-srv:1521:qswiski w7joerg72 E]

Click the link in the STATE column for the t caEx DB storage; the link should be green and named onl i ne.
Change the state from onl i ne to admi n and click the [SAVE] button.
Now the link is red and is named adm n.

Application Db plugins | Groups ‘ Tenants REGEWEG RS EVT M ET )

Tenant in shared db A
MaiDomain
Id Tenant State Session duration Template
1001 [+ [+] MaiDomain [£]online 300
Id Database storage  State Extra db JDBC URL Db user Applications
2001 tcaExDb m yes Jjdbc:oracle:thin:@oracle-10g-srv:1521:qswiski w/joerg/2 E]

= C(lick the link again and change the state of the t caExDB storage to conf i gur ed, confirm with the [SAVE] button.

le Tenant in shared db ?

MaiDomain
Id Tenant State Session duration Template
1001 (%] MaiDomain ] enline 300
Id Database storage State Extra db JDBC URL Db user Applications
2001 tcaExDb confgured yes jdbc:oracle:thin:@oracle-10g-srv:1521:gswiski wTjoerg72 E]
= C(lick the button to change the storage configuration:

JDBC URL <JDBC connection string>

Database user <The new database user>

Database user | <Password of the database user>

password

= Save the new settings.
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Change database storage

MaiDomain tcaExDb
Database storage key:

Database vendor: ¢
JDBC URL: |

Database user: |
Database user password: ‘

Repetition of datab user p. d: |

Database-Pool minimum connections: 2

Database-Pool shrink threshold: \g

Database-Pool shrink start time [milliseconds]: \1200000
Database-Pool shrink time factor: |3

9.3.2  Registering the KiTSM Tenant Database Storage

= Navigate to TENANTS > TENANTS, select your tenant (e.g. WISKI) and you will be guided to the Tenant administration:
WISKI tab.

Click the button in the left dialog part where the tool tip says Register existing database storage.
@

Create database storage

MaiDomain
Database storage key: “

Database vendor:  ms-sqi2005 v
JDBC URL:
Database user: |
Database user password: ‘

Repetition of database user password: \

Datab Pool minil tions: 2
Database-Pool shrink threshold: [g
Database-Pool shrink start time [milliseconds]: \1200000
Database-Pool shrink time factor: 3

The action may last few minutes. | Check storage

= Enter the database key t snDb.

= Enter all information for the database connection. You can use the t sm di spat cher - cust om properti es file to
make life easier.

= (lick the [CHECK STORAGE] button.

= On the next page select [REGISTER AND SAVE].

le Tenant in shared db Az

Create database storage

Result of check
Tenant name in origin: MaiDomain
Cluster identifier of origin (should be empty):
Identifier of this cluster: QV78Ve1G25F304axULE+UA==
Storage identifier of origin (should be empty):
Cluster URL of origin (should be empty):

Dispatcher last check date:
Tadm Schema exists: frue
Application-db State Exists Version up to date Version Data up to date
kilosys created yes yes 206 yes
tsmserver created yes yes 1003 yes Tsm object false
history
Data set type wiski
MaiDomain

Database storage key: tsmDb
Database vendor: oracle
JDBC URL: jdbcoracle:thin:@oracle-10g-srv:1521:gswiski
Database user: w7joerg72
Database user password: *****
Repetition of database user password: ™~
Database-Pool minimum connections: 2
Database-Pool shrink threshold: 8
Database-Pool shrink start time [milliseconds]: 1200000
Database-Pool shrink time factor: 3

The action may last few minutes. Register and save
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Click the link in the State column for the t snDb storage; the link should be red and named configured.

IMI Tenant in shared db 7
MaiDomain
Id Tenant State Session duration Template
1001 [+ MaiDomain [£] online 300
Id Database storage State Extra db JDBC URL Db user Applications
2001 tcaExDb M yes  jdbcioracle:thin:@oracle-10g-srv:1521:qswiski w7joerg72 E]
Id Database storage State Extra db JDBC URL Db user Applications
3001 tsmDb confgured no  jdbc:oracle:thin:@oracle-10g-srv:1521:qswiski wijoerg/2 tsmserver, tsm-importserver, tsm-queue-server, knu{s :I
Id Application-db State Exists Version up to date Version Data up to date
3001 kilosys available no no =
4001  tsmserver  available no no Tsm object history false [=]
Data set type wiski

Change the state to admin and click the [SAVE] button.

Application Db plugins| Groups | Tenants ‘ KIiTSM tenant: MaiDomain QEREW LIRS el DET e

Change tenant state

Tenant: MaiDomain
Tenant database storage: tsmDb

Tenant state: | admin
restricted

Click the link again and change the state of the t snDb storage to admin, confirm with the [SAVE] button.

MaiDomain
Id Tenant State Session duration Template
1001 [ MaiDomain [£]enline 300

Id Database storage  State Extradb JDBC URL Db user Applications
2001 tcaExDb m yes  jdbcioraclethin:@oracle-10g-srv:1521:qswiski w7joerg72 E]

Id Database storage  State |Extradb JDBC URL Db user Applications
3001 E] tsmDb m no  jdbcioracleithin.@oracle-10g-srv: 1521 gswiski w7joerg72 tsmserver, tsm-importserver, tsm-queue-server, kilosys E

Id Application-db State  Exists Version up to date Version Data up to date
3001 kilosys available  yes yes 2_06 []ves =
4001 [Z] tsmserver available  yes yes 10.03 (3] ves Tsm object history false =
Data set type wiski
= (Change the state to online and click the [SAVE] button.
I@I Tenant in shared db 7
MaiDomain
Id Tenant State Session duration Template
1001 [4] MaiDomain [&] online 300

Id Database storage  State Extra db JDBC URL Db user Applications
2001 tcaExDb M yes  jdbcioracle:thin:@oracle-10g-srv:1521:gswiski wijoerg72 E]

Id Database storage  State |Exln db JDBC URL Db user Applications
4001 tsmDb onlme no  jdbc:oracle:thin: @oracle-10g-srv:1521:qswiski wTjoerg72 tsmserver, tsm-importserver, tsm-queue-server, kiiosys E]

pplication tate  Exists Version up to date Version Data up to date
5001 kiiosys available  yes yes 2 06 E] ves E]
6001  tsmserver available yes yes 1003 IS Tsm object history false =
Data set type wiski

Save the new setting.
Note: You can use the dcsngr - di spat cher - cust om properti es file to make life easier.

9.3.3  Running the Complete Update Process

To configure the cluster, the easiest way is to run the updat ew7. pl script again. When running the script the user name and
password of the WISKI user has to be specified in order to execute the last steps.
updat ew7. pl - domai n=<t enant > - user =<user > - passwor d=<pwd>

An easier way to execute the script is a wrapper batch file.

Navigate to <r oot >\ wi ski \ bi n and execute the batch file wi ski - server _updat e_db. bat .
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BN CAWindows\system3Z2icmd.exe |£|E|éj

This batch updates the KiTSM database schema.

Please enter the user name [Admin 1
Please enter the password [12years] H
Please enter the domain name [MaiDomainl :

The batch file will ask for the WISKI login data. The default values are displayed in the brackets. If the default values are to be
used, click [RETURN].

9.3.4  Checking the Background Process Configuration

= Navigate to TENANTS > TENANTS, select your tenant (e.g. W SKI) and you will be guided to the TENANT
ADMINISTRATION: WISKI tab.

= Navigate to the KITSM TENANT: WISKI tab.

= Navigate then to the BACKGROUND PROCESSES tab.

KITSM tenant eEREGILLNIGIEEEELY Background ca\culatmn| History mlgratlnn‘Tenam pmpemes‘ /(ﬂ
|§| Key Type active TSM-Server Serverid Number Threads Min. memory
7042  calculation trigger marking yes 7001 1 150 =
Instances
Key State Session update time created Usage
8042 Execution of pending calculation yes 7001 1 150 |E|
Instances
Key State Session update time created Usage

Some background processes are already configured for the tenant, but these processes are assigned to the server of the
original system. Therefore you have to delete all background processes.

= (lick the |E| buttons at the right side of the first background process in order to delete all processes.

= After deleting all elements you have to create new background processes, therefore click the ﬂ button at the top of the
list.

KIiTSM tenant JSERGIVILGNIGEEEEEY Background calculation ‘ History m\gratmn|Tenant pmpemes‘ /(ﬂ

Change Background Processes

Tenant: MaiDomain
TYpe: | calculation trigger marking b

= Fill out the next page to create new background processes.
= Save the process with the corresponding button.

KIiTSM tenant JeERSGIVIGGNVGLEEEEEY Background calculation ‘ History m\gratmn|Tenant pmpemea‘ T,

Change Background Processes
Tenant: MaiDomain
TSM-Server: | 132.168.54.225%1 16001 b
Type: calculation trigger marking:
Active: [ yes v
Number: >
Minimum free memory [Mb]: [ET

See these example configurations:

= TSM-SERVER: Your new KiTSM service identified by the name and Server-ID. The default server for background
calculations has the ID 30.

= TYPE: Select either CALCULATION TRIGGER MARKING or EXECUTION OF PENDING CALCULATION.

= ACTIVE: Yes

= NUMBER: Number of background processes. Minimum is one, the maximum depends on the hardware but should not be
more than 20.

Note that you have to create each type of background process, so you end up with two background processes in total.
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9.3.5 Registering the New Dispatcher Database URL

The last step is to navigate to the main page of the web interface and click the [REGISTER DISPATCHER DB URL] button below
the message informing you that all tenant databases had been closed by the system.

TSM C\uster‘ Log V\e'wer‘ Tenants ‘Authomsation |Preferences ‘ ¢l

Welcome to TSM System Administration!
About Tsm System
Change Password
Choose language

Logout

Important Messages
Warning: All tenant storages were closed by the System!

The system has detected that the identification or the database connection URL / user of the dispatcher has changed
from 'jdbc:oracle:thin: @oracle-10g-3rv:1521:qawiski w7joerg72"
to 'jdbe:oracle: thin:Boracle-10g-arv: 1521 :QSWISKI w7joergT2’.

This indicates that this databases may be copied. To avoid problems all open tenant database were closed by the system
Please execute the following steps.

1. Check and correct the tenant database storage connection parameter.
Does the configuration point to databases of the correct Cluster?
2. To avoid tenant database storage closing at next start up and to change tenant db storage state, you have to register (button below this message) the new dispatcher database URL /user data.
3. Checkthe background process configuration.
4. Open the tenant database storages (change to online).

[ RegisterDispatcherDB-URL |

9.4 Updating the Client Schema

The last step of the duplicating procedure is that you start WISKI7 with the / DBadmi n option (part of the installation) to
correct the database user and password.

Fill in the login dialog with the connection details of your system, then change the database user and password that was
stored in the existing schema.

mManage database user {c) Kisters 2008 VYersion 1.0.1 widemo @ orcl

Datahaze uzer F:

—

W T CEma I

Now you have a fully operational copy of your WISKI7/KiTSM system.

The next steps could be updating the system to a newer software version.
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10 WISKI Server Initial Installation (Manual Installation without
WSM)

The manual installation of a complete WISKI system is divided into the following main areas of functionality:

= Manual Server Installation Example[1od
= WISKI7 Client Installation Taskslioh
= Post-installation Stepsld

10.1 Manual Server Installation Example

The KiTSM connects through the JDBC interface straight to the database (MSSQL and ORACLE). JDBC stands for JAVA
DATABASE CONNECTIVITY and does not need any database client installation on the Server (ORACLE CLIENT, ODBC driver, etc).
Only if WISKI7 is installed on the same machine as the KiTSM Server, a database client installation is required. The setup and
configuration of the KiTSM system is mainly operating on ZIP file extraction and running Per! scripts which configure property
files and manage the system. The underlying folder structure should not be changed.

In general, you must perform these steps:

Put together the packages which should be installed and extract the packages!1od
Initialize the Server Database Part/oh

Install the WISKI Services as a WINDOWS Service [1oh

Checking the KiTSM stateliof

10.1.1  Put together the packages which should be installed and extract the packages

Put together a package configurationlo, e.g. if you would like to install a 64-bit WISKI server installation, you need the
following packages:

W SKI - <vn>- <bn>-j ava- 64bit. zi p

W SKI - <vn>- <bn>- ki dsm zi p

W SKI - <vn>- <bn>- ki dsmclient-64. zi p

W SKI - <vn>- <bn>-ki |l og-client-64bit.zip

W SKI - <vn>- <bn>- servi ces. zi p

W SKI - <vn>- <bn>-wi ski-client.zip

W SKI - <vn>- <bn>-wi ski -client-help-all.zip

Create a root installation folder. The KISTERS WISKI installation path on windows platform may not contain any white space

characters. A valid installation path could be ¢: \ ki st er s. Copy all archives to that directory. Extract all archives with the
option EXTRACT HERE.

Note: This manual uses the placeholder <r oot > for the installation folder.

Warning: The Installation path should not have any white space or special characters. Valid path strings contain only a-z, AZ,
0-9.
10.1.2 Initialize the Server Database Part

Navigate with the WINDOWS explorer to <r oot >\ wi ski \ bi n.

Execute wi ski -server __initialize_db. bat, fill out the connection data.
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BN C\Windows\system3Z2\icmd.exe = | B |t T

#t Kisters AG
Thisz batch initialise the KiTSHM database schema.

Prezs any key to continue . . .
TzmCommonEnv loaded
Unrecognized escape “h passed through at initDatall?.pl line 237.
Unrecognized escape “h passed through at initDatall?.pl line 239.
Unrecognized escape “h passed through at initDatall?.pl line 248.
Subroutine startTsmSystem redefined at initDatal?.pl line 321.
Suhruuténe igeatePPncessTgpes redefined at initDataW?.pl line 526.
checkEnvironment
# checkJava
Check Java ...
Java iz available.
## execute install step checkEnvironment
IMETALL step checkEnvironment
Checking environment...
— directories ok
— Java version 1.7.8_45 ok
1.8 configure: checkSystem
## configure property files
1.1 configure: warnlzser
## configure property files
1.2 configure: configDh
# configure property files
Please specify the database parameters:
Db type (ms—sgl2B@@5ioracle? L[oraclel: ms—sql2B@5
Db server [1: mssgl20B88-sprv-2
Db user [1: wiskiadm
Db password [1: 12years
Database [1: installtest
Dh URL [jdbc:sglserver:/smesql2B8BB—spruv—2:1433;DatabaseName=installtest]:

Warning: This step is only necessary if you create a new WISKI7/KiTSM Database from scratch. If you follow this process you
will lose all data in the used database schema. Do not execute this step if you have imported a database before or if you
update an existing installation.

10.1.3 Install the WISKI Services as a WINDOWS Service

After the update the KISTERS WISKI Services are started under the user account of the installer. Generally the service should
be also available even if the user logs out. KISTERS provides a tool to install the KISTERS WISKI services as a WINDOWS service
which are started together with the host computer. Please read the ch. Installing the WINDOWS servicel 208 for the setup.

10.1.4 Checking the KiTSM state

Perform the following steps:

Navigate to <r oot >\ wi ski \ bi n and execute ki t sm webi nt er f ace. bat . This batch file will open the system default
browser and log in to the KiTSM Webinterface. For the login the default user name and password are used.

Tenant Ki Adm nDonmi n
Role Ki Cl ust er Adm n
Login Ki Cl ust er Adm n

Password 123abc
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IR TSM Cluster | Log Viewer | Tenants | Authorisation | Preferences | /{ﬂ

Welcome to TSM System Administration!

About Tsm System
Change Password
Choose language
Logout
JE KISTERS install user Cluster Admin| KiAdminDomain]i1]15.10.2024 15:28:24 CEST|

Detailed information can be found in the next subchapter(s):
= Monitoring General KiTSM Server Statel 102

10.1.4.1 Monitoring General KiTSM Server State

A KiTSM Server has two states: a TSM STATE and an ADM STATE. The TSM state is responsible for the green RUN field in the
WSM Service Monitor. It indicates that the server process is physically running. To use the running KiTSM server with WISKI7
the ADM STATE must be set to ON. Normally this is the case, however it is worth to verify this. This check is also necessary, if
WISKI7 returns the error message NO FREE TSM while logging in to KiTSM.

TSM CLUSTER > CLUSTER NODES
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Home Log Viewer ‘ Tenants ‘ Authorisation ‘ Preferences ‘ /(7—‘
Caontroller (@IEESNLESY Cluster Load | Dispatcher ‘ Cluster Sessions | Background Processes | 7
®[4 1-5/5 D] B D]

K_eu[_j, Instance Host Instance Name Service State Adm State Heartbeat Date Tolerance Load URL Software
Id Name [min]
1001 E 105001 kn- 10 queueserver on [m| on 13.11.2013 13:02:29 CET 2 0.00 rmi://kn- Release_TSM_3-40-7
jneimbuchner kisters.de Jheimbuchner kisters de:1099/ClusterNodeControl10 31.10.2013 14:47:54 CET
Applications in Cluster Node
Key Type Name IP Port State Interactive Sessions Tasks Assigned Select Expression RMI URL
Usage Tenants
1001 tsm-queue-server tsm-queue- 7442 on [m] on 0 (0) 0 true
server
2001 [¢] 104001 kn- 20 automation on [m] on 13112013 13:02:29 CET 2 0.00 rmi:#/kn- Release_TSM_3-40-7
jheimbuchner kisters.de heimbuchner kisters.de:1099/ClusierModeControl20 31.10.2013 14:47:54 CET
Applications in Cluster Nede
Type Name IP Port State Interactive Sessions Tasks Assigned Select Expression RMI URL
Usage Tenants
Kiiosys KilOSystem 7446 on [m] on 0(0) 0 true
tsmserver tsmserver 7445 on E on 0 (0) 0 clientGroup == "kiiosys" rmi://kn-
Jheimbuchner Kisters.de:1099/Tsm2
3001 E 102001 - 30 tsm-1 on [m] on 13112013130220CET 2 0.00 rmi://kn- Release_TSM_3-40-7
jheimbuchner kisters.de jheimbuchner kisters.de:1099/ClusierNodeConirol30 31.10.2013 14:47:54 CET
Applications in Cluster Node
Key Type Name IP Port State Interactive Sessions Tasks Assigned Select Expression RMI URL
Usage Tenants
2001 tsmserver tsmserver 7443 on [p] off 9(9) 0 true rmi://kn-
jheimbuchner kisters.de:1099/Tsm1
4001 E 103001 kn- 40 interactive  on E on  13.11.2013 13:02:26 CET 2 0.00 rmi://kn- Release_TSM_3-40-7
jheimbuchner kisters de heimbuchner kisters de:1099/ClusterNodeControl40 31.10.2013 14:47:54 CET
Applications in Cluster Nede
Key Type Name IP Port State Interactive Sessions Tasks Assigned Select Expression RMI URL
Usage Tenants
6001 operationserver  OperationServer 7447 on [m] on 0(0) 0 true
3001 tsmserver tsmserver 7444 on E on 0 (0) 0 clientGroup != "Kiiosys" rmi://kn-
Jheimbuchner kisters.de:1099/Tsm3
7001 wiskiserver WISKIServer 7448 on [m] on 0(0) 0 true
5001 E 106001 kn- 50 scriptserver  on E on  13.11.2013 13:01:38 CET 2 0.00 rmi://kn- Release_TSM_3-40-
jheimbuchner kisters.de jheimbuchner kisters.de:1099/ClusterlodeControl50 31.10.2013 14:47:54 CET
Applications in Cluster Node
Key Type Name IPPort State Interactive  Sessions  Tasks Assigned Select Expression RMI URL
Usage Tenants
8001 scripiserver scripiserver 7449 on [m] on 0(0) 0 true
KISTERS install user Cluster Admin]KiAdminDomain] 1]12.11.2012 12:02:36 CET]

In the steps before the initialisation routine created the tenant database schema. This database schema contains the KiTSM

and Dispatcher tables as well as the WISKI7 datab
This tenant schema must be ACTIVE for the Dispatc
DATABASE error while logging in to KiTSM.

TENANTS > TENANTS

Home|TSI‘u‘I Cluster‘ Log Viewer Authorisation | Preferences ‘

ase tables. The WISKI7 tables are generated through DoMai nt ai n. exe.
her. If the desired tenant is not ACTIVE, WISKI7 returns a NO OPEN TENANT

Application Db Plugins | Groups

|§| g,} Tenant State Session Duration Groups Template Auth. Type Key
Id Database storage  State Extra db JDBC URL Db user
Id Application-  State Exists Version up to date Version Data up to date
db
001 MaiDomain [£]online 900 =
1001 tsmDb online no jdbc:sglserver//kn-jheimbuchnenSQLEXPRESS: 1433: DatabaseName=wiski wiskiadm
1001 tsmserver available yes yes 10_11 yes
2001 kiiosys available yes yes 2_09 yes
2001 tcaExDb online yes jdbe-sglserver/kn-jheimbuchnenSQLEXPRESS 1433:DatabaseName=wiski wiskiadm

[ 1-171 D] ] [b]

Congratulations! Your KISTERS WISKI server has been successfully installed.
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10.2 WISKI7 Client Installation Tasks

WISKI7 as the client application of KiTSM can be installed on Terminal servers or on workstations. You can install WISKI7
manually, using an Install Shield GUI, in silent mode or using console commands. There is no difference in the installation
procedure, thus the following guide can be applied for both installation types. The actual time series data will be accessed
directly through the KiTSM API. Getting KiTSM data does not require an RDBMS client installed locally. However, WISKI7 still
requires a RDBMS client for the classical Meta Data Management. Consider the installation requirements for the WISKI7 client
application.

The client installation tasks comprise the following steps:
= [nitialising the WISKI7 Databasel1oh

10.2.1 Initialising the WISKI7 Database

Navigate with the WINDOWS explorer to <r oot >\ wi ski \ bi n.
Execute wi ski _cl i ent _updat e. bat, fill out the connection data depending on your system installation.
The DATABASE MAINTENANCE wizard (also known as DbMai nt ai n. exe) opens (see screenshots below).

Database maintenance *,
~ Database connection
Insert user name, password, database and server for connection with application database:
User: |w?4'| 1docuen| |
Password: |ooooo.o |
Database: |w?4'| Tdocuen |
Server: |orc|r'| |
Connection type: | Oracle (OC| interface) v|

< Back Net> | | Cancel | | Help

Element Description

User Enter the schema name of the database user here.

Password Enter the password here.

Database Enter the schema name of the database user here.

Server Enter the server here.
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Element Description

Note: You can also use the port configuration (besides <ser ver nane>\ <i nst ance nane>)
when connecting to an MSSQL database. Separate the port number by comma from the URL or IP
address.

Example: 10. 10. 11. 238, 1434. This entry matches the following example KiTSM setup:

Home | TSM Clusler| Log Viewer Authorisation ‘ Preferences | /
Application Db Plugins | Groups ‘Tenants | KiTSM Tenant: WISKI REEyEI#atelailalieTilsl Y /(
SHEGT Tenant in Shared Db Aa
1001 ] 5 AT [ e 900
Id Database Read  State Extra JDBC URL Dbuser  Applications
storage only db :
IOU‘HE‘ |i| tsmDb no QDHEE no WISKI7_admin tsmserver, |E|
jdbec:sglserver//EGVBRVSQLDBT3:1434; DatabaseName=WISKI7 kiiosys, tsm-
importserver,
tsm-gueue-
server
Id  Application-db  State Exists Version up to date Version Data up to
date
1001  tsmserver available yes yes 1022 [H]ves Data wiski | [=]
set
type
102001  kiiosys available yes yes PR [H]yes
Id Database  Read  State Extra JDBC URL Dbuser  Applications
storage only db
[£]2001 [@ tcaBob no [Slonine yes | jdbcsglservers/10.10.11.238:1434 DatabaseName=WISKI7 |  WISKI7_admin =
Connection type Select the database type and version here.
Database maintenance *
- Database connection
User: w7411docuen
Database: w741 1docuen

Server: orcin

Connection type: Cracle0C]

~Configuration of application module(s) to be installed / maintained
WISK] £ KiTSM
BIBER / KiWGQM

[] 5GM {Metadata of hydrological stations)

[ ]WSP-Fix
JCKISTERS
<Back | MNet> | | Cameel | | Hebp
Element Description
User The database user is displayed here.

Database The database is displayed here.
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Element Description
Server The server is displayed here.
Connection type The connection type is displayed here.

Configuration of application module(s) to be installed / maintained

WISKI / KiTSM Check this box to install / update the WISKI core module.

BIBER / KiwQM Check this box to install / update the BIBER and KiwQM module.

SGM  (Metadata  of | Check this box to install / update the SGM module.
hydrological stations)

WSP-Fix Check this box to install / update the WSP-Fix module.

Database maintenance *

-~ Database connection

User: w7411docuen
Database: w741 1docuen
Server: orcin

Connection type: CracleOC]

~~Configuration
Database language: | English -
Create database
] Update database
Tablespace for new objects
Fortables: | W7411DOCUEN v|
Forindices: |w741 1DOCUEN v |
<Back | MNet> |  Cameel | | Hebp
Element Description
User The database user is displayed here.
Database The database is displayed here.
Server The server is displayed here.
Connection type The connection type is displayed here.
Configuration
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Element Description

Database language Specify the language of the database here.

Note: This is only possible when you initialise the database. When updating the database, the
language cannot be changed.

Create database Check this box to create the database.

Note: This is only possible when you initialise the database.

Update database Check this box to update the database.

Note: This is only possible when you update the database.

Tablespace for new objects

For tables Specify optionally the tables for which you want to create the tablespace for new objects here.
For indices Specify optionally the indices for which you want to create the tablespace for new objects here.
Database maintenance *,

- Database connection

User: w7411docuen
Database: w741 1docuen
Server: orcin

Connection type: Cracle0C]

~ Additional {optional) data maintenance configuration
Optional  Mandatory

[]Check all role pemissions on TCA with default values
[ Reset all assignments between tables and functional groups to default
[+ Check all table structures

[] Update statistics in database

[+] Check trigger validity

[] Create resp. update metrics metadata and time series
[+] Synchronise unit groups between TCA and KiITSM

[+] Synchronise parameter types between TCA and KITSM
[+ Synchronise metadata between TCA and KITSM

[+] Update TCA time zone historical infos from KiTSM

[] Update of TCA roles atomic pemissions on KiTSM

[+] Recreate system standard remarks

ZCKISTERS

<Back |[ MNet> | | Cancel | | Hep |
Element Description
User The database user is displayed here.
Database The database is displayed here.
Server The server is displayed here.
Connection type The connection type is displayed here.
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Database maintenance *x

- Database connection

User: w741 1docuen
Database: w7411docuen
Server: orcin

Connection type: CracleOC|

~ Additional (optional) data maintenance configuration
Optional  Mandatory

[ Check all role permissions on TCA with default values
[] Reset all assignments between tables and functional groups to default
Check all table structures

|Update statistics in database

Check trigger validity

Create resp. update metrics metadata and time series
Synchronise unit groups between TCA and KITSM
Synchronise parameter types between TCA and KITSM
Synchronise metadata between TCA and KiTSM
Update TCAtime zone historical infos from KiTSM
Update of TCA roles atomic permissions on KiTSM
Recreate system standard remarks

A KISTERS

<Back |[ Ned> | Cancel | | Hep |

Additional (optional) data maintenance configuration

Optional

Check all role permissions on TCA with default values

Reset all assignments between tables and functional groups | Check this box to reset all assignments between tables and

to default functional groups to default.

Check all table structures Check this box to check all table structures.

Update statistics in database Check this box to update statistics in the database.

Check trigger validity Check this box to evaluate the user-specific triggers for

ORACLE databases for validity.

Note: Besides, an additional task to check if all triggers are
valid was added to the TCA database maintenance.

Create resp. update metrics metadata and time series

Synchronise unit groups between TCA and KiTSM Check this box to synchronise the unit groups between the
WISKI client and KiTSM.

Synchronise parameter types between TCA and KiTSM Check this box to synchronise the parameter types between
the WISKI client and KiTSM.

Synchronise metadata between TCA and KiTSM Check this box to synchronise the metadata between the
WISKI client and KiTSM.
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Additional (optional) data maintenance configuration

Update TCA time zone historical infos from KiTSM Check this box to update the WISKI client's historical
information of the time zone from KiTSM.

Update of TCA roles atomic permissions on KiTSM Check this box to update the WISKI client's roles atomic
permissions on KiTSM.

Recreate system standard remarks Check this box to recreate system standard remarks.

Database maintenance *x

- Database connection

User: w741 1docuen
Database: w7411docuen
Server: orcin

Connection type: CracleOC|

~ Additional (optional) data maintenance configuration
Optional Mandatory

Fill /'check assignment between functional groups and atomic pemissions
Portal admin user creation

Check all primary keys and indices

Check all table to functional group assignments

Fill/'check system parameter types

MaintainIOMatadata

Fill /‘check system time series types

Fill /'check mapping between time series types and agent types.
Fill mizsing report instance type XML configuration

Fill mssing default report instance types

Fill /‘check system time series parameters on KITSM

Creating system time series

A KISTERS

Additional (optional) data maintenance configuration

Mandatory

Fill/check assignment between functional groups and atomic
permissions

Portal admin user creation

Check all primary keys and indices

Check all table to functional group assignments

Fill/check system parameter types

Maintain |10 Metadata

Fill/check system time series types
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Additional (optional) data maintenance configuration

Fill/check mapping between time series types and agent
types

Fill missing report instance type XML configuration

Fill missing default report instance types

Fill/check system time series parameters on KiTSM

Creating system time series

Database maintenance

~KiTSM connection
Insert user name, password, host, tenant and port for KiTSM connection:
Tenant:  [WISKI |
User: |Mmin |
Password;l.......l |
Huost: |Ioca|host |
Por:
A KISTERS |
<Back |[ Net> | | Cancel | | Hep

Element Description

Tenant Enter the tenant for the KiTSM connection here.

User Enter the user name for the KiTSM connection here.

Password Enter the password for the KiTSM connection here.

Host Enter the host for the KiTSM connection here.

Port Enter the port for the KiTSM connection here.
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Database maintenance

F&Eﬂe basic data tables?

|

< Back Finish Cancel | | Help

Database maintenance

Deleting constraints. ..

klt_groupitem

%

A KISTERS

< Back Finish Cancel | | Hebp
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Database maintenance

~ Database maintenance finished successfully.
Do you want to review the relevant log file?
Show log file
A
<Back |[ Fnsh | | Cancel | | Hep
Element Description
Show log file Click this button to open the log file.

Note: While the database maintenance is running, the following tasks are performed in the background:

Constrains are deleted and new created

Views are deleted and new created

Missing tables are created

Database tables are updated

Procedures, functions and packages are deleted and new created
PK's und Indexes are corrected

Validity of ORACLE triggers are checked

Updating database statistics

10.3 Post-installation Steps

Changing Passwords of Default Users

Each new database is equipped with default users. A standard WISKI7 installation always includes the following default users:

Admin

Power_User (locked by default)
User (locked by default)

Guest (locked by default)

We recommend to change the passwords for these users at first use.
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1 WISKI Server Update (Manual Update)

Put together a package configurationlo. If, for example, you would like to install a 64-bit WISKI server installation, you need
the following packages:

W SKI - <vn>- <bn>-j ava- 64bit. zi p

W SKI - <vn>- <bn>- ki dsm zi p

W SKI - <vn>- <bn>-ki dsmclient-64. zip

W SKI - <vn>- <bn>-ki |l og-client-64bit.zip

W SKI - <vn>- <bn>- servi ces. zi p

W SKI - <vn>- <bn>-wi ski-client.zip

W SKI - <vn>- <bn>-wi ski-client-help-all.zip

Updating a previous installation with new directory structure

= Shut down and uninstall the services.
Create a backup of the existing configuration:

= Navigate to <r oot >\ wi ski \ bi n and execute the batch file confi gur ati on_backup. bat .

= This batch file will automatically backup your configuration and store all relevant data in <r oot >\ backup.
Backup and install the previous installed software:

= Archive the wiski directory to <root>\previous_versions\W SKI<version nunber> <build
nunber >. zi p.

= Delete the WISKI directory.

= Copy the package configuration into the root directory and unzip the files with the EXTRACT HERE context menu item.
Restore the configuration backup:

= Navigate to <r oot >\ wi ski \ bi n and execute the batch file confi gurati on_restore. bat. This batch file will
automatically restore your configuration from <r oot >\ backup.
Execute the services update procedure:

= Navigate to <r oot >\ wi ski \ bi n and execute the batch file wi ski - server _updat e_db. bat .

EX C:\Windows\system32\cmd exe Elﬂlﬂ_hj

Thiz batch updates the KiTSM database schema.

Please enter the user name [Admin]
Please enter the password [1Zyears] H
Please enter the domain name [MaiDomainl :

= The batch file will ask for the WISKI login data. The default values are displayed in brackets. If the default values are to be
used, click [RETURN].
Execute the client update procedure:

= Navigate to <r oot >\ wi ski \ bi n and execute the batch file wi ski _cl i ent _updat e. bat .

1.1 Updating a previous installation with new directory structure

= Shut down and uninstall the services.
Create a backup of the existing configuration:

= Navigate to <r oot >\ wi ski \ bi n and execute the batch file conf i gur ati on_backup. bat .

= This batch file will automatically backup your configuration and store all relevant data in <r oot >\ backup.
Backup and install the previous installed software:

= Archive the wiski directory to <root>\previous_versions\W SKI<version nunber> <build
nunber >. zi p.

= Delete the WISKI directory.

= (Copy the package configuration into the root directory and unzip the files with the EXTRACT HERE context menu item.
Restore the configuration backup:

= Navigate to <r oot >\ wi ski \ bi n and execute the batch file confi gurati on_rest ore. bat. This batch file will
automatically restore your configuration from <r oot >\ backup.
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Execute the services update procedure:
Navigate to <r oot >\ wi ski \ bi n and execute the batch file wi ski - server _updat e_db. bat .

B C\Windows\system32\cmd.exe E@lﬂ—hj

Thiz bhatch updates the KiISM database schema.

Please enter the user name [Admin]
Please enter the password [12years] H
Please enter the domain name [MaiDomainl :

The batch file will ask for the WISKI login data. The default values are displayed in brackets. If the default values are to be
used, click [RETURN].

Execute the client update procedure:
Navigate to <r oot >\ wi ski \ bi n and execute the batch file wi ski _cl i ent _updat e. bat .
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12 Setting Up a Satellite KiTSM Server

Setting up a satellite KiTSM server mainly comprises these steps:

= Setting Up a Calculation Node for Satellites/115)
» Setting Up an Interactive Node for Satellites/h

12.1 Setting Up a Calculation Node for Satellites

Setting up a calculation node for the satellite KiTSM server comprises these steps:

= Required packages for Satellites/ b
»  Since WISKI 7.4.3 SR12[ub
= Before WISKI 7.4.3 SR12[1h)

12.1.1  Required packages for Satellites

= W SKI - <vn>- <bn>-j ava-64bit.zip OR W SKI - <vn>-<bn>-java-32bit.zip

= W SKI - <vn>- <bn>-services. zip

Create a root directory, e.g. ¢: \ ki st er s. Place both packages in the folder and extract the files there.

12.1.2  Since WISKI17.4.3 SR12

In the 7.4.3 SR13 version a major change in the cluster node setup has been made. Configuration is now XML-based and much
simpler.

The procedure now consists of these steps:

Modifying the XML Filel 115

Creating the Cluster Nodes /18

Redirecting the Cluster Nodes to the Dispatcher [
Starting the Satellite Server 18

Configuring the KiTSM Cluster &

12.1.2.1 Modifying the XML File

The cluster node profile file can be found in the <r oot >\ wi ski \ servi ces\ W SKI Server _C usterProfil e.xnl
file.
= QOpen the file and scroll to the bottom.
= Remove the dcsl nst ance with the names: tsmdispatcher, queueserver, automation, interactive and scriptserver.
= (Change the name from t sl to the next free name, e.g. t sn2.
Note: You check the next free name on the cluster node page of the KiTSM web interface.
= (Change the ID from 30 to the next free ID, e.g. 60.
Note: You check the next free name on the cluster node page of the KiTSM web interface.
= Set the maxMenor y field to the amount of memory you would like to set up for the Java virtual machine.
= Remove the j procSer vi ce node with the name di spat cher db.
Example:

<!'-- | NSTALLATI ON CLUSTER STRUCTURE - - >
<I-- DCServer Instances -->
<dcsl nst ances>
<dcsl nst ance nanme="tsnR" type="tsn' default="true" id="60">
<maxMenor y>4096</ maxMenor y>
<j procSequenceNunber >80</ | pr ocSequenceNunber >
</ dcsl nst ance>
</ dcsl nst ances>
<I-- NON-OSG Kisters nodul es, Ki DSM Ki LogServer, Dcs Instances
w || get corresponding JProc service configurations automatically.
-->
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<j procServi ces>
<j procServi ce name="kil ogserver" sequenceNunber="06"
nodul eDi r="LogServer" />
</ j procServi ces>
</ Ki d uster>

12.1.2.2 Creating the Cluster Nodes

= Navigate to the directory <root>\wi ski\services\tsmibin and execute the Perl script
creat eOr Updat eDcsSer ver. pl .

> perl createO Updat eDcsServer. pl

12.1.2.3 Redirecting the Cluster Nodes to the Dispatcher

By default the cluster nodes expect the dispatcher to be on the local host. You must change this to the correct computer where
the dispatcher is running.

= Navigate to <r oot >\ wi ski \ servi ces\dcserver\server _tsml\configuration.
= Create an new file with the name dcsngr - cl ust er- nodecontrol | er-custom properti es with the following
content:

tsns. di spatcher.rmurl=rm://Iocal host: 1099/ TsnDi spat cher

= Replace | ocal host with the computer name or the IP address of the dispatcher server.

12.1.2.4 Starting the Satellite Server

» Navigate to <root>\w ski\services\jproccontroller\bin and execute the jproccontroller.pl
script

> perl jproccontroller.pl -daenon

12.1.2.5 Configuring the KiTSM Cluster

= Set INTERACTIVE USAGE of the new server to OFF.
= Set ADM STATE of the new server to ON.

= (Configure background processes for node 60.

= Set up the server as a service.

12.1.3  Before WISKI7.4.3 SR12

Setting up a calculation node for the satellite KiTSM server for versions prior to WISKI 7.4.3 SR12 involves the following steps:

Setting up the JProcController[ub
Setting up the DCServer[ud
Registering the calculation moduleslih
Starting the satellite serverl1h
Configuring the KiTSM cluster[1h

12.1.3.1  Setting up the JProcController

= Navigate to <r oot >\ wi ski \ servi ces\jproccontroller\configuration.

= Rename the file 80-j proc-tsnil-defaul t. propertiesto90-jproc-tsnR-default.properties.

= Edit90-j proc-tsnR-defaul t.properties,searchandreplacealltsm 1totsm 2 andtsni to tsne.

= Delete all other files in <root>\w ski\services\jproccontroller\configuration that start with a
number.
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12.1.3.2 Setting up the DCServer

= Navigate to <r oot >\ wi ski\ servi ces\ dcserver.

= Entercreate-dcserverinstance.pl tsn2 1024 inthe command prompt and execute.
The second parameter value is the amount of memory which should be assigned.

= Copy all  files from  <root>\w ski\services\dcserver\server_tsnil\configuration to
<r oot >\ wi ski \ servi ces\ dcserver\server_tsn2\configuration.

= Edit all copied files, search and replace allt sm 1 byt sm 2 and all t sml by t sn2.

= Edit the file <root>\wi ski\services\dcserver\server_tsnP\configuration\dcsngr-cluster-
nodecontrol | er-defaul t. properties.

= (Change cl ust er. node. i nst ance=30 to cl ust er. node. i nst ance=60
Note: This depends on the last instance, which can be looked up in the KiTSM web interface.

= Change tsms. di spatcher.rmurl=rm\://1ocal host\: 1099/ TsnDi spat cher to
tsms. di spatcher.rmurl=rm\://<Server wher e t he di spat cher is
runni ng>\: 1099/ TsnDi spat cher.

= Rename cl ust er - node#30- | 0g4j . properti es tocl uster-node#60-1 0g4j . properties.

12.1.3.3 Registering the calculation modules

When you are working with a WISKI version 7.3:

= Navigate to <r oot >\ wi ski\ servi ces\w ski-server and execute perl install.pl -c w ski-agents
tsnR.

When you are working with a WISKI version 7.4 or higher:

= Navigate to <r oot >\ wi ski\servi ces\tool s and execute perl install.pl wiski-server tsn2 -c
wi ski - agents.

12.1.3.4 Starting the satellite server

Navigate to <r oot >\ wi ski \ servi ces\jproccontroller\binandexecutejproccontroller.pl -daenon.

12.1.3.5 Configuring the KiTSM cluster

Set ADM STATE of the new server to ON.

Set INTERACTIVE USAGE of the new server to OFF.
Configure background processes for node 60.

Set up the server as a service.

12.2 Setting Up an Interactive Node for Satellites

Setting up an interactive node for the satellite KiTSM server comprises these steps:

= Required packages for an Interactive Nodeluh
= Since WISKI 7.4.3 SR12[uh
= Before WISK| 7.4.3 SR12[u®

12.2.1 Required packages for an Interactive Node

= WSKI-<vn>-<bn>-java-64bit.zip OR W SKI - <vn>-<bn>-java-32bit. zip
= W SKI - <vn>- <bn>- services. zi p

Create a root directory, e.g. c: \ ki st er s. Place both packages in the folder and extract the files there.

12.2.2  Since WISKI17.4.3 SR12

In the 7.4.3 SR13 release, a major change has been made to the cluster node setup. The configuration is now XML-based and
much simpler.

The procedure now consists of the following steps:
= Modifying the XML Filel 118
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= (reating the Cluster Nodes/ 1

= Redirecting the Cluster Nodes to the Dispatcher 11
» Starting the Satellite Serverlud

= Configuring the KiTSM Cluster 114

12.2.2.1 Modifying the XML File

The cluster node profile file can be found in the <r oot >\ wi ski \ servi ces\ W SKI Server _Cl usterProfile.xmn
file.

= QOpen the file and scroll to the bottom.

= Remove the dcslnstance with the names: tsndi spatcher, queueserver, automation, tsml and
scriptserver.

= (Change the name fromi nt er acti ve to the next free name, eg.i nt eracti vel.
Note: You check the next free name on the cluster node page of the KiTSM web interface.

= Change the ID from 40 to the next free ID, e.g. 70.
Note: You check the next free name on the cluster node page of the KiTSM web interface.

= Set the maxMenor y field to the amount of memory you would like to set up for the Java virtual machine.

= Remove the j pr ocSer vi ce node with the name di spat cher db.

Example:
<l -- | NSTALLATI ON CLUSTER STRUCTURE - - >
<l -- DCServer |nstances -->

<dcsl nst ances>
<dcsl nstance nanme="interactive2" type="interactive"
default="true" id="70">
<maxMenor y>4096</ maxMenor y>
<j procSequenceNunber >60</ | pr ocSequenceNunber >
</ dcsl nst ance>
</ dcsl nst ances>
<I-- NON-OSG Kisters nodul es, KiDSM KiLogServer, Dcs Instances
wi || get corresponding JProc service configurations automatically.
-->
<j procServi ces>
<j procServi ce nane="kil ogserver" sequenceNunber="06"
nodul eDi r =" LogServer" />
</ j procServi ces>
</ Ki O uster>

12.2.2.2 Creating the Cluster Nodes

= Navigate to the directory <root>\w ski\services\tsmibin and execute the Perl script
creat eOr Updat eDcsSer ver. pl .

> perl createO Updat eDcsServer. pl

12.2.2.3 Redirecting the Cluster Nodes to the Dispatcher

By default the cluster nodes expect the dispatcher to be on the local host. You must change this to the correct computer where
the dispatcher is running.

= Navigate to <r oot >\ wi ski \ servi ces\dcserver\server _interactive2\configuration.
= Create an new file with the name dcsngr - cl ust er - nodecontrol | er-cust om properti es with the following
content:
tsns. di spatcher.rmurl=rm://Iocal host: 1099/ TsnDi spat cher

= Replace | ocal host with the computer name or the IP address of the dispatcher server.
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12.2.2.4 Starting the Satellite Server

» Navigate to <root>\w ski\services\jproccontroller\bin and execute the jproccontroller.pl
script

> perl jproccontroller.pl -daenon

12.2.2.5 Configuring the KiTSM Cluster

Set INTERACTIVE USAGE of the new server to OFF.
Set ADM STATE of the new server to ON.
Configure background processes for node 60.

Set up the server as a service.

12.2.3 Before WISKI7.4.3 SR12

Setting up an interactive node for the satellite KiTSM server for versions prior to WISKI 7.4.3 SR12 involves the following
steps:

Setting up the JProcController[ud

Setting up the DCServer[ud

Register the application server modules/ 1)
Start the satellite server[ b

KiTSM cluster configuration b

12.2.3.1 Setting up the JProcController

Navigate to <r oot >\ wi ski \ servi ces\jproccontroller\configuration.

= Rename the file 60-jproc-interactive-default.properties +to 90-jproc-interactive-
defaul t. properti es.

= Edit 90-jproc-interactive-default.properties, search and replace all interactive-2 to
interactive-2.
= Delete all other files which start with a number in

<root >\ wi ski\services\jproccontroller\configuration.

12.2.3.2 Setting up the DCServer

Navigate to <root>\wi ski\services\dcserver and execute in the command line create-
dcserverinstance. pl interactive-2 1024. The second parameter is the amount of memory which should be
assigned.

= Copy all files from <root>\w ski\services\dcserver\server_interactive\configuration to
<root >\ wi ski\services\dcserver\server _interactive-2\configuration. Edit all copied files,
search and replace alli nteractivetointeractive-2.

= Edit the file <r oot >\wi ski\services\dcserver\server _interactive-2\configuration\dcsngr-
cl uster-nodecontrol | er-defaul t.properties and change two entries:

= cluster.node.instance=30tocl uster. node.instance=60 [

Note: This depends on the last instance, which can be looked up in the KiTSM webinterface.

» tsns.dispatcher.rmurl=rm\://|ocal host\: 1099/ TsnDi spat cher to
tsms. di spatcher.rmurl=rm\://<Server wher e t he di spat cher
runs>\: 1099/ TsnDi spat cher.

= Rename cl ust er - node#40-1 0og4j . properties tocl uster-node#60-1 0g4j. properties.

12.2.3.3 Register the application server modules

= Navigate to <r oot >\ wi ski \ servi ces\w ski -server and execute the following commands:
= install.pl -c w ski-server interactive-2
= install.pl -c wiski-operations interactive-2

= Navigate to <r oot >\ wi ski \ servi ces\ oper ati onf ranewor k- ser ver and execute the following command:
= install.pl -c operationframework-server interactive-2

© KISTERS | 2025




Setting Up a Satellite KiTSM Server

12.2.3.4 Start the satellite server

Navigate to <r oot >\ wi ski \ servi ces\jproccontrol |l er\binandexecutejproccontroller.pl -daenon.

12.2.3.5 KiTSM cluster configuration

= Set the ADM state of the new server to ON.

= Set the SELECT EXPRESSION of the KiTSM of the new node to clientGoup != "kiiosys" like the origin
interactive node.

= Set up the server as a service.
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13 Linux Installation

When installing WISKI under Linux, read the following sub chapters:

= |nitial Installationl12n
» Updating an Existing Installation[ s

13.1 Initial Installation

Copy the following packages into a folder to be used for installation, e.g. / ki st er s/ :

W SKI - <vn>- <bn>-j ava- 64bi t-1inux.tar.gz

W SKI - <vn>- <bn>-j proccontrol l er-client-64bit-linux.tar.gz
W SKI - <vn>- <bn>-j proccontrol l er-client-default-config.zip
W SKI - <vn>- <bn>-servi ces. zi p

Step | Description Command

1 Extract all tar.gz files. ..
for i in *.tar.gz; do tar -

xvzf $i; done

2 | Extract all ZIP archives. . , .,
unzip '*.zip

4 Navigate to the management directory.

cd wi ski/ bin/

5 Execute the configuration script. . .
./ confi gureLi nux. sh

6 Execute the init script, fill in all information and run the . .
initialisation process. ALY T .
server_initialize_db.sh

7 Start the JProcController console to check all processes. .
./jproccontrol |l er_consol e. sh

8 Extract the WISKI client packages on a WINDOWS . .
machine and execute DoMai nt ai n. exe. DbMai nt ai n. exe

13.2 Updating an Existing Installation

Step | Description Command

1 Shut down the old installation (KiDSM and KiTSM).

2 Extract all packages. Note: The packages contain a
wi ski subdirectory. If the directory where you extract
the files also contains a directory with the same name,
rename it first.
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Step | Description Command
3 Extract all t ar . gz files. ..
g for i in *.tar.gz; do tar -
xvzf $i; done
4 Extract all ZIP archives. . .
unzip *.zip
5 | Copythedi spat cher. propertiesto
<root >/ wi ski/servi ces/dcserver/server _
t smdi spat cher/ configuration
and name it:
dcsngr - di spat cher-custom properties.
6 |Copy the Kidsm custom properties to new
installation:
<r oot >/ wi ski/servi ces/ ki dsm ki dsm
cust om properties
(also migrate all custom specific converters).
7 Navigate to the management directory . . .
<r oot >/ wi ski / bi n. cd wi ski/ bin/
8 Execute the configuration script. . .
./ confi gureLi nux. sh
9 Execute the services update script. . .
./ wi ski -server _updat e_db. sh
10 | Execute the KiDSM update script. .
./ ki dsm_ updat e_db. sh
11 | Start the JProcController console to check all processes. .
./jproccontrol |l er_consol e. sh
12 | Extract the WISKI client packages on a WINDOWS . .
machine and execute DoMai nt ai n. exe. DbMai nt ai n. exe
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14 Certificate and TLS Management in WISKI

Technical Background Information

HTTPS is an extension of the HTTP protocol, which allows to encrypt the communication channels using TLS and to
authenticate via digital certificates. See HTTPS for more information.

Transport Layer Security (TLS) is a cryptographic protocol designed to provide communications security over a computer
network. See Transport Layer Security for more information.

There are different protocol versions: TLS v1.0 and v1.1 are deprecated. TLS v1.2 is the current default in WISKI Server, while
TLS v1.3 is supported but still not fully tested by QA and not the default right now.

There is also SSL in version v1, v2 and v3 - all 3 are deprecated and insecure. TLS is the successor specification, but many
people still refer to SSL instead of TLS.

WISKI Server does not allow communication with any protocol version older than TLS v1.2.

Digital certificates are electronic documents used to prove the validity of a public key. See Public key certificate for more
information.

In general, the server encrypts communication using its secret private key, while the client uses the public key to decrypt and
vice-versa. To be able to trust the server as being the one we expect it is, certificates are being used. The server provides a
server certificate (its public key with additional metadata) to allow to check its identity.

In simple words: an administrator created a private key and Certificate Signing Request (CSR) for its server, asking a trusted
root certification authority (CA, e.g. VeriSign, Microsoft, ..) to validate its identity based on provided CSR metadata. Once
validated, the root CA will sign the server certificate with its secret private key and provide the signed server certificate back
to the administrator. Once the administrator configured its server with the secret private key and the signed server certificate,
each client will be able to check the server certificate for validity: e.g. checking the expiration time of the certificate, the
hostname it belongs to and finally, if it's signed by a trusted root CA so that the client knows that the server can be trusted.

Certificates in WISKI

The default delivery of the WISKI7 Standard Portal works with a KISTERS self-signed certificate, which can be used in any
target infrastructure. This provides secured access to the portal with any server name. Unfortunately, current browsers
indicate an insecure warning in the title bar. This is because the free KISTERS certificate is not registered with an official
certificate authority (CA).

= You can check this by clicking the insecure information in the title bar as follows:

A KISTERS Web Portal x +

&« A N%secure :7482/applications/#Portal Admin/UserAdministration

‘ Your connection to this site is not secure

Admin v

You should not enter any sensitive information on this

site (for example, passwords or credit cards), because

it could be stolen by attackers. Learn maore

wile

You have chosen to disable security warnings for this
I rgac Users site, Re-enable warnings

Email

£ rortal Sef
2a4b628e-49ae-4502-8a17-

adbae0B47f06@kisters.de

@& Cookies (11 in use) 1febfe?1-9ba9-49h0-9403-
7303cBecdfeb@kisters.de

E Certificate (Invalid)

8 Site settings 78401fb5-8821-486¢-8fh3-

992c20334048@kisters.de

= To improve this behaviour, you can get in touch with your corporate IT department and look for a fully qualified certificate
for your server.

© KISTERS | 2025



https://en.wikipedia.org/wiki/HTTPS
https://en.wikipedia.org/wiki/Transport_Layer_Security
https://en.wikipedia.org/wiki/Public_key_certificate

Certificate and TLS Management in WISKI

This is typically valid for all domains of your organisation, for instance for *. ki st er s. de. Alternatively, you can

purchase a certificate for the desired domain name (you might look for GlobalSign, GoDaddy, Namecheap, SSL.com,
DigiCert, Thawte or others).

= You can substitute the default certificate using the installation/update wizard dialog of the WISKI Server Manager:

@ Update installation - TLS Configuration O

Keystore location | Ckisterstwiski_tmphwis kivservices\confighlocal\unmanaged' | | [l
Keystore password | define password for keystore, if empty "12years” is used
®) Use self-signed certificates
Certificate organisation | KISTERS AG

Certificate common name | vm-w7 -portal-2.kisters.de

e ©Q x

| Use custom certificate

Root CA certivicate [cri] [ ]
Server certivicate [crt] =
Server certivicate private key [key] ]

Z KISTERS

Cancel Previo us Finish

While the KISTERS certificate is active, users must accept the following dialog, which indicates that the connection COULD be
insecure, which is not the case with this installation.

= (lick the two steps to be able to proceed to the secure portal applications.
= (lick [ADVANCED].

@ Privacy error x 4+

< (& A Not secure \ :7415/auth/realms/kisters-water-default/login-actions/authenticate?session_code:

A

Your connection is not private

Attackers might be trying to steal your information from vm-w7-rx-11 (for example,
passwords, messages, or credit cards). Learn more

MNET:ERR_CERT_AUTHORITY_INVALID

Help improve Chrome security by sending URLs of some pages you visit, limited system

information, and some page content to Google. Privacy. policy.

© —

» Click [PROCEED TO..].
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@ Privacy error x 4+

<« (& A Not secure \ :7415/auth/realms/kisters-water-default/login-actions/authenticate?session_code=

A

Your connection is not private

Attackers might be trying to steal your information from vm-w7-rx-11 (for example,
passwords, messages, or credit cards). Learn more

MNET:ERR_CERT_AUTHORITY_INVALID

Help improve Chrome security by sending URLs of some pages you visit_limited system

infarmation, and some page content to Google. Privacy policy

This server could not prove that it is vm-w7-rx-11; its security certificate is not trusted by

your computer's operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection.

o Proceed to vm-w7-rx-11 (u@safe)_

= To make your operating system trust the KISTERS certificate, it can be imported manually. The default certificates and keys
can be found in wi ski / servi ces/confi g/l ocal /unmanaged/ security.
Refer to your operating system manual on how to import certificates.

If you would like to use your own certificates, provide the following certificate data to KISTERS:
=  X.509 Root Certification Authority Certificate
File format; PEM
= X.509 Server Certificate - including the whole certificate chain up to the root CA
File format; PEM
If and only if the server certificate has a X.509 Extended Key Usage extension: the purposes TLS Web Server
Authentication and TLS Web Client Authentication (for RMI) must both be set!
= Server Certificate Private Key
File format; PEM
Private key format: PKCS #8 or PKCS #1
Private key algorithm: EC or RSA

Read the chapters hereafter for detailed information on certificate and TLS management in WISKI:

= WISKI Server Configurationlz8
= WISKI Client Configuration[izh
= WISKI Portal Configurationlsh
= Security Monitor[12h

Also note the FAQ on TLS and Certificate Management! 2.

14.1 WISKI Server Configuration

WISKI  Server has one main configuration file for everything related to TLS and certificates:
servi ces/config/local/security-default.properties.

This file is available on each machine WISK| Server is installed on (no matter whether it is a master or a satellite[ 151 node.

The configuration file allows to override the location of the WISKI Server KeyStore, it's password and the KeyStore entry alias
used for WISKI Server.

Also, it allows to specify the location of the WISKI Server TrustStore and it's password.

All configuration items are documented in the property file itself. In case you will decide to override some settings, remind to
create a custom configuration file to do so.
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The KeyStore and TrustStore passwords are encrypted. You can generate new encrypted password by using the WISKI Server
Security Tooll sk

This configuration file is consumed by the WISKI Server Security Tool to set up all other required configurations in WISKI
Server. Components like Keycloak, Tomcat, DCServer, Karaf PAX Web instances, etc, all all require to be configured for TLS. To
avoid having to configure the KeyStore/TrustStore locations again and again for all endpoints, the Security Tool just evaluates
our centralised configuration and applies the required configuration to each thirdparty library or tool.

Beside the central configuration file, there are more files involved in the TLS or certificates support for WISKI Server. By
default, they are all stored in servi ces/ confi g/l ocal / unmanaged/ security:

File Usage

root CA. crt The self-signed root Certification Authority (CA) certificate.

Should only be available on systems using self-signed certificates. Systems using
official certificates don't need an own root CA. It's typically also stored in the WISKI
Server TrustStore.

r oot CA. key The root CA private key.

It should only be available on systems using self-signed certificates. Systems using
official certificates don't need their own root CA.

It's confidential and should never be shared, put in unprotected folders etc. - this
applies especially to productive systems. If it leaks only 1 time, the certificate as well
as the whole certificate chain (=> all certificates signed by this CA) must be considered
insecure, revoked and be re-generated again.

server.crt The self-signed server certificate, signed by the self-signed or official CA.

Typically not available on filesystem as it has no real usage - use the server certificate
chain instead of. WISKI Server will only write it when DEBUG is set.

chain.crt The server certificate chain consumed by the server endpoints. It's always available
on filesystem to simplify issue analysis but is consumed together with the server
private key from within the WISKI Server KeyStore.

server. key The server private key.

Typically not available in filesystem as it's security-sensitive and anyways stored in
the secured WISKI Server KeyStore. It will only be written on filesystem when DEBUG
is set.

It's confidential and should never be shared, put in unprotected folders etc. - this
applies especially to productive systems using official instead of self-signed
certificates. If it leaks only 1 time, the certificate must be considered insecure,
revoked and be re-generated (self-signed) or bought (official) again.

keystore. pl2 The KeyStore is password protected and contains the server certificate chain and it's
private key.

It's typically the preferred way to access the server certificate and private key by our
services.

It's confidential and should never be shared, put in unprotected folders etc.

truststore. pl?2 The TrustStore (technically also a KeyStore) is also password protected and contains
CA certificates (e.g. the KISTERS self-signed CA certificate or a customer CA certificate).

It's typically the preferred way to access the trusted CA certificates by our services. It
will be merged with the Java default TrustStore at runtime.

It's not confidential since it contains public certificates only
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Note that since WISKI 7.4.13 SR11, WISKI Server can also consume the Windows TrustStore - therefore it's not always required
to configure the root CA certificate in our own TrustStore. It's important that:

= jt's official and provided by the JDK TrustStore,
= it's not official and provided by the WISKI Server TrustStore,
= or that it's not official but provided by the Windows TrustStore.

Nevertheless, keep in mind that if some certificates are added by some “evil users” to this store, WISKI Server could start to
trust remote endpoints it shouldn't trust.

14.2 WISKI Client Configuration

The WISKI Desktop does not require any additional configuration as client application, but there are some things to know:

14.3  WISKI Portal Configuration

WISKI Portal does not require any additional configuration, as everything is managed in the container - Tomcat in this case.
The configuration of Tomcat is managed within the WISKI Server setup.

14.4 Security Monitor

Introduction

The Security Monitor is a small Quarks-based service contained in the W SKI - *-security-distribution.tar. gz
WISKI Server Manager (WSM) package. It is available at earliest with WISKI 7.4.15 SR6 SP1. It is only installed if JProc is also
available - without JProc dependency, the Security Monitor is omitted.

If installed, the service monitors automatically check all certificate chains available in the WISKI Server KeyStore. By default, it
checks the validity of the chains every 12 hours (default value). This means that as soon as a certificate is about to expire - by
default the threshold is 30 days - an alert is written to the log file in wi ski/services/security-
noni tor/l og/security-nonitor.| og.

In the near future, the Security Monitor will also display the certificate expiration status in the JProc client, otherwise known
as JProcConsole. This feature is currently under development.

Installation

To install the Security Monitor, you must proceed as follows:

= Initial Installation or Update: If you perform an initial installation or update via the WISKI Server Manager, you must select
the securi ty-distribution package in the corresponding wizard in the MANAGE PACKAGES - PACKAGES view and
configure it in a later installation step as described below. Further information on installation and updating via the WISKI
Server Manager can be found in chapters Initial Installation Using the WSM (Empty Database)le®™ and Updating an
Installation Using the WSM (Existing Database)l 761

© KISTERS | 2025




Certificate and TLS Management in WISKI

Initial installation - Package selection m} X
Available packages Packages to install
Q Q
Group Package Group Package
Client service-monitor - Client wiski-client
Client wiski-client-help-de Client wiski-client-help-all
Client wiski-client-help-en Database Database (installed)
Database PostgreSQOL distribution Environment java-win
Environment water-python-wing4 Server elasticsearch
Environment WSM API CLI Server jproc
Environment wiski-perl Server keycloak
Server kidsm Server kiwis
Server kigetmetrics Server log-processanalytics
Server kirollingoptimizer Server portal
Server python-fastapi-jproc Server security-distribution
Server python-jproc Server services
Server raster-extractions Server tomcat
Server reportvisualization-officelibs-win Server wdp
Server satellite WISK] WISKI DbMaintain
Server tools-grd cexport WISKI WISK] Services Nodel Package
Server tools-kidbtsutil WISKI WISKI TSM Core implementation package
Server trnls-tsevnart v

Service Menitor. Tools to manage TLS certificates, required for secure communication

Classic package name: service-menitor Classic package name: security-distribution
Package id: hmt-security.distribution.wsm:1.4.0-20240919171314_259_0cf3f95
Security Tools
Tocls to manage TLS certificates, required for secure communication
file:/Ci/temp/wiski_install/WISKI-7.4.15-5R8/WISKI-7.4.15-5R8-security-distributi

/C KISTERS ontrge

Service dependencies: java

Cancel Previous | Next |

= Package Management: If you want to install the Security Monitor subsequently in an existing WISKI Server environment,
you must use the Package Management wizard in WISKI Server Manager. In the package selection, search for the package
labelled securi ty-di stribution. Then configure the Security Monitor as described here.

EA ManagePackages - Packages O X

) security X

Package Installed Available

Cancel Previous Next Finish

Configuration

The default configuration of the Security Monitor can be changed by installing the package security-di stri butionin
WSM Expert Mode. During the installation/update, you can define customised settings for the Security Monitor in the
SECURITY TOOLS OPTIONS wizard step (see screenshot below). Among other things, you can set the interval at which the
validity check of the certificates should take place and how many days before a certificate expires a warning should be issued.
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X

Update installation - Security Tools options O

Security Tools
Tools to manage TLS certificates, required for secure communication

KeyStore password | sssssss [
KeyStore path | Ci/kisters/wiski/services/config/localfunmanaged/security/k
TrustStore password | sesssssssssssne )
TrustStore path | Ci/kisters/wiski/services/config/local/unmanaged/security/t
KeyStore alias | default

Security Monitor HTTP port | 7411

Polling interval for certificates expiration check | 12h

Minimum valid days before a certificate expires | 30

Mail alert on failed certificate expiration checks

Mail alerts receiver
SMTP host | localhost
SMTP port | 587

SMTP username

Note: After installation, the settings can currently only be changed manually in the configuration file at
wi ski/services/security-nonitor/config/application.properties. The configuration file also
contains documentation on all settings.

QOO BOIOEE OE OO

Optional e-mail alerts

Optionally, it is also possible to configure e-mail alerts for certificates that exceed the expiration threshold. To do this, you will
need to switch WSM Package Management to Expert Mode to see all the options:

X

Ea ManagePackages - Security Tools options O

KeyStore alias | default
Security Monitor HTTP port | 7411
Polling interval for certificates expiration check | 12h

Minimum valid days before a certificate expires | 30

Mail alert on failed certificate expiration checks |+

Mail alerts receiver
SMTP host | localhost
SMTP port | 587
SMTP username
SMTP password L]
Mail alerts sender | security-monitor@wiski-server.localhost

SMTP TLS/S5L |+
SMTP STARTTLS | DISABLED v

SMTP authentication methods

CECECECICECECECHCHCN CHCNCONS)

Initial certificate import path ]

Cancel Previous

Check the MAIL ALERT ON FAILED CERTIFICATE EXPIRATION CHECKS box and configure the appropriate settings for your
SMTP server. The SMTP server must be provided by the customer and is required to send e-mail.
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It sends alert e-mails - every 12 hours by default - when the expiration threshold - 30 days by default - is reached. It sends an
error e-mail when the certificates expire.

Note that the SMTP server typically requires TLS and therefore its root CA certificate must be imported into the WISKI Server
TrustStore. Currently this is also true when using an official root CA, but this limitation will be removed in the future.
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15 Security

The Security part of the deployment guide deals with the following topics:

= Authenticationlish
= WISKI Server Security Tooll 1sa

15.1 Avuthentication

The Authentication part of the deployment guide deals with the following topics:

= Change Password for a WISKI Client User[1sh
= Configuring LDAP Authentification[sh

15.1.1  Change Password for a WISKI Client User

The (default) password for a WISKI7 client user can be changed as follows.

= Login to WISKI via WSM action for Desktop Client starting "WISKI'.
= Use old current password for client user to log in.

=  QOpen WISKI Explorer (VIEW: SYSTEM VIEW, Tree path: SYSTEM METADATA > MANAGEMENT > USER ADMINISTRATION >
USERS) and edit the user.

Ed WISKI Explorer

|:|| System view T  Systern metadata ¥  Management T User administration ¥  Users ¥ ‘ frum|p1.10.1999
| System view v | |E] Users X| v
D Groups

Database user Long name Valid from Valid to

]

- Import/Expor
05 Key lists 2Guest Guest 01.01.1550

—-[ 7 Management 3PortalAdmin
-G Explorer navigation
7 Parameter

@[5 Types

-5 Units &User
E| i User administration
E] Functional groups User: Pdmin ‘ valid from: ﬁE@EO—E
Object group

Roles I Password; [*TFEEEEE \] Valid to: [99.00.0000 vl

Portal admin 01.01.1350
4Power_EE

5S5ysteml

Details |Rdes,.’[lb_|ect permission groups I User rights | Server permissions |

: [£] User groups Database user: | m I:l ’E‘
L.[Z] Users
o StatEn GEs Password expires in: | | Iv] | | [ Account locked
-7 Water body folder E-mail: |
.3 Operations ]
D tment:
-[[7) Temporary Eparmen | E= u

-[.3 My favourites

| Create like... |

| Transfer configurations. .. |

Long name: ’ﬁdmm ‘

= Type in the new password.
= Save and log out.

Now you should log in with the new user credentials.
Note: Be aware that currently there is no check for a similarity of the old and the new password. Also there is no verification

of typing errors of the new password (no repeat password dialog). Be aware that momentarily there are no security
requirements for the password. If you got any doubts concerning this topic contact your system administrator.

15.1.2  Configuring LDAP Authentification

WISKI7 supports the OpenID Connect standard. Up to version 7.4.5 SR5, only the internal MITREId ID provider was used, using
the TCA database as user backend, i.e. the user federation. From version 7.4.5 SR6 onwards, WISKI7 also supports user

authentication with external directory services based on OAuth2, to connect an ID provider which supports LDAP (e.g.
Keycloak).

The following describe the old and the new system. You will learn how to configure the WISKI server to use an external 1D
provider that supports external LDAP user repositories (Active Directory, etc.).

Note:
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= With WISKI 7.4.13 SR12 Keycloak finally became the default, still supporting LDAP as optional authentication backend.
MITREId is deprecated and will be completely removed with 7.4.13 SR13. See the Version Highlight W7.4.13 SR11 WS-
7217 KeycloakAsDefault to be obtained from the KISTERS

=  From WISKI version 7.4.5 onwards, the old dispatcher LDAP authentication plugin is deprecated and was removed with
version 7.4.5 SR6.

Configuring LDAP authentification comprises these areas of functionality:

= Authentication via WISKI LDAP Plugin (since WISKI 7.4, old authentication) [
= WISKI Open ID Cannect Configuration (Keycloak)l1sh

15.1.2.1 Authentication via WISKI LDAP Plugin (since WISKI 7.4, old authentication)

Note: This way of user authentication is only valid for versions before 7.4.5 SR6. For later versions, only the WISKI OpenlD
Connect solutionl13h is supported.

File System

Finally, the WISKI LDAP Authentication Plugin must be installed and configured:

= Open an MS-DOS-Box and navigate to ~/ wi ski / servi ces.

= Install the LDAP Authentication Bundle by adapting the XML Cluster Node Profile.

= Edit WSKI Server_ClusterProfile.xm and add the wi ski-auth-Idap component to the dispatcher
dcsl nst anceType:

<conponent nanme="w ski - aut h-I dap” nodul eDi r ="w ski - server"” />

= (Call perl createO Updat eDcsServer. pl toregenerate the cluster node configuration.
= (Configure the LDAP Server URL (see also default configuration file) with:

not epad dcserver\server _tsndi spatcher\configuration\dcsngr-w ski -
aut h- | dap- custom properties

= For tests in the local KISTERS network in Aachen, the following connection string should be used (adapt it to your
credentials):

| dap: // CN=Cedri ¢ Jonas, OU=Devel opnment , OU=User s
Aachen, DC=ki st er s, DC=de/ <your _w ndows_domai n_passwor d>@i s- dc-
01. ki sters. de: 389

= Add this URL with key 'ldap.url' to the configuration file (see also default configuration file):

| dap. url =l dap: // CN=Cedri ¢ Jonas, QU=Devel opnent , OU=User s
Aachen, DC=ki st er s, DC=de/ <your _w ndows_domai n_passwor d>@i s- dc-
01. ki sters. de: 389

= |f this does not work, check your connection string via Windows permissions dialogs.
= Restart the KiTSM Dispatcher in order to perform the next steps.

KiTSM Webinterface

Connect to the KiTSM server administration under htt p: // t smser ver: 7420/ TsnSAdmi n.
Co to tab page AUTHORISATION.

Go to tab page DISPATCHER.

Go to tab page PASSWORD SERVER CONNECT.

Click on [+] in the heading line.

Specify:
Name: W SKI 7 LDAP
Plug-in Java Class: de. ki sters. tsnsyst em di spat cher. server. Aut hDi spat chHandl er OSG
(select from drop down list box)
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Parameter: W SKI 7- Aut h- LDAP (click on the proposed item below)
Status: On
Cache Time: 0

Home|TSM Cluster| Log V\ewer|Tenants GG EE N Preferences 7

Dispatcher QIiEWERT] Permi55i0n5| User—Admin| ?
Password Server Connect Logging

Edit Password Server Connection

Create / Edit Password Server Connection

Name: |WISKI7 LDAP
Plug-in Java Class: | de kisters tsmsystem dispatcher. server AuthDispatchHandlerOSGi =l

Parameter: [WISKI7-Auth-LDAP

Currently AuthDispatchHandlerosci senvices with following
parameters are available: WISKI7-Auth, WISKI7-Auth-LDAP

Status: | on |
Save | Reset |

install user Cluster Admin|KiAdminDomain|il {07.11.2014 14:00:24 CET|

A Server Map entry must be added to insert the WISKI LDAP authentication plugin into the authentication chain:

= Connect to the KiTSM server administration under htt p: / / t smser ver: 7420/ TsnSAdni n.
= (o to tab page AUTHORISATION.

= (o0 to tab page DISPATCHER.

= (o to tab page SERVER MAP.

= C(Click on [+] in the heading line.

= Specify:
Name: 1002 (one larger as the largest one on the SERVER MAP tab page)
Index: On
Status: Yes

Try next rule in case | No
of no permission:

Expression: true

Password Server: W SKI 7 LDAP
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Home|TSM Cluster| Log V\ewer|Tenants LUGLIEEILLE Preferences 7

(BIELEI T Tenants and Permissions | User—Admin| ?

Password Server Connect [SEW=8NET Logging

Change / Create Server Rule

Change / Create Server Rule

Index: |1002
Status: | On =l
Try next rule in case of no permission: | Yes =l
Allow foreign tenant Authentication: | No =
Expression: [rue
Password Server: | WISKI7 LDAP =l
Save | Reset |

Home|TSM Cluster| Log V\ewer|Tenants LUGLIEEILLE Preferences 7
Tenants and Permissions | User-Admin | 7

Password Server Connect Logging ?

E Key Index Rule Server Continue Expression Password Multi
Status Status Server Tenants
1001 1000 E On Oon Yes  callingClient == "TsmAdmin" || callingClient == "tca" Tsm Password Service  No E|
20011001 [Alfy] On  On Yes true WISKIT No  [=]
3001 1002 |I| On Oon Yes  frue WISKI7 LDAP No E|

WISKI7 Client Configuration

= Add your users to the WISKI7 User Administration, use this syntax:
<USER NANME>@TENANT>
with the user name being the same as the operating system login name.
How to check your OS user name: With the whoarmi / upn command, you can check your LDAP user name that you have to
create in the WISKI user administration.
= Finally, edit the file W SKI . i ni and add the following sections and keys:

[ Logi nDi al og]

TsmLDAPLogi n=1
t smenabl eal | setti ngs=0

[ TSM

t enant =W SKi
host =t snser ver
port =7430

The W SKI . exe tries to connect to the KiTSM Server and sends the name of the user that is currently logged in. If the login
fails, the login dialog is opened with user name and password greyed out. Use this chance to correct tenant, host and port.

15.1.2.2 WISKI Open ID Connect Configuration (Keycloak)

WISKI7 Server uses the OpenID Connect standard for user authentication. The default Identity (ID) Provider delivered with
WISKI is Keycloak. Keycloak provides optional support for external authentication backends like e.g. LDAP (including Active
Directory).
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The next subsections explain how to set up and configure Keycloak. Also the necessary WISKI7 client and server configuration
steps are explained.

Generally you have to perform the steps depicted below.

Installing Keycloak

Keycloak is mandatory and installed by default by the WISKI Server Manager (see screenshot below).

Available packages Packages to install
.lq
Group Package | Group Package .
Client service-monitor T
Chent wiski-chent
Client wiski-client-help-de

Environment java-win

Environment wiska-perl

Server elasticsearch
No content in table Server jproc
Server keycloak
Server kidsm L]
Server kigetmetrics
Server kirollingoptimizer
Server kiwis
Server log-processanalyhics -

|
S KISTERS |

Finish

In the next steps of the installation or update process, you will have to enter your credentials for the Keycloak database
connection.

Note: We recommend using your own database schema for Keycloak. It is possible to install Keycloak inside the WISKI schema,
but we do not recommend this for security reasons.

Proceed like this:
= Before the [NEXT] button is activated, the connection must be tested. Click [TEST CONNECTION] for this.
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£ Initial installation - Database connection O

W I S K I Keycloak database connection

Mote : It is recommended to use a separate database schema for Keycloak. If thats not possible, you can also use
the same schema than WISKI Server.

Database type: | Cracle *
Database host:
Port: | 1521
Service:
Uszer
Password: | ssssess

JDBC: | jdbcroraclethin@/

@ Test connection

—

/K KISTERS

Cancel Previous MNext

= The next window asks for the Keycloak admin password. Note that the Keycloak admin user is named keycl oak and its
default password is 12years.

= Optionally, the configuration of the LDAP backend can be enabled by clicking USE LDAP.

= Fill in your LDAP credentials.

£ Initial installation - LDAP configuration O

W l S K I Keycloak admin password

Keycloak keystore password

ee

Use LDAP

LDAP URL

Bind DN

Bind credential

Users DN

—

/K KISTERS

More information on this step can be found herel 7\




= Finally the connection to the LDAP server can be tested.

Running Keycloak by JProcController

Starting and stopping Keycloak is handled by the JProcController and can be monitored in the WSM Service Monitor.

Web Consoles
You can address two types of consoles which are explained below.

Admin Console

The Keycloak Web Admin Console is available at ht t ps: // | ocal host : 7415/ .

The name of the Keycloak admin user is keycl oak.

Note: The Keycloak admin user is not the WISKI admin user. Keycloak has it's own admin user!
The default password of the Keycloak admin user is 12year s.

Note: It is not possible to log in as a normal user here.

User Console

The Keycloak Web User Console is available at https://Iocal host: 7415/ adm n/ ki st er s- wat er -
def aul t/ consol e if the default realm (ki st er s- wat er - def aul t) is being used.

Each Keycloak or LDAP user is allowed to log in here. Use it to e.g. check the validity of the LDAP configuration without
involving WISKI Server.

Note: It is not possible to login with the Keycloak admin user here.

Configuring Keycloak for LDAP User Department Attribute ("department”)

When you install Keycloak with the WISKI Server Manager, it is already pre-configured: A realm is created and configured,
multiple clients are created and configured as well as a user federation and a default admin user for Keycloak. Also the
database connection is correctly set. All corresponding properties files are adapted according to your settings during
installation.

In some cases, it may be required to modify the default Keycloak configuration. These cases are explained in the next sub
sections.

Scope Procotol Mapper

Additional attributes like the user department can be read from LDAP and passed to the system if required. To do so, the LDAP
user federation in Keycloak provides mappers. These mappers will map LDAP directory attributes to the Keycloak internal
user model.

When WISKI users log in, the WISKI Server can request additional user information like the department. For this, it needs to
know the key of the additional user information. This is configured in
wi ski/services/dcserver/server _tsndi spatcher/configuration/dcsngr-w ski-auth-oidc-

def aul t. properti es by default:

Note: This configuration must typically not be changed.

The ID Provider - Keycloak - will provide this additional information in the depart nent field thanks to a so called "scope
procotol mapper”. This means that if the WISKI Server requests additional user information with e.g. the scope pr ofi | e, the
field department will be filled with help of all mappers configured for the profi | e scope. In our specific case, the scope
protocol mapper for the department will take the department information from the Keycloak user model mentioned above and
publish it with the depar t ment key.

= To create and configure this mapper, log in to the Keycloak Web Admin Console.
= Select the ki st er s-wat er - def aul t realm and switch to the CLIENTS SCOPES menu item on the left:
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Client scopes

Client scopes are a common set of protocol mappers and roles that are shared between multiple clients. Learn more [

Y Name * Q Search for client scope > Change typeto ~
D Name Assigned type Protocol Display order
D acr Default - OpenlD Connect -

D address Optional - OpenlD Connect -

D email Default - OpenlD Connect -

D kisters-water-default None hd OpenlD Connect -

D microprofile-jwt Optional - OpenlD Connect -

D offline_access Optional - OpenlD Connect -

D phone Optional - OpenlD Connect -

D [ profile Default - OpenlD Connect -

[] rolelist Default ~ SAML -

D roles Default - OpenlD Connect -

= Then click on the pr of i | e scope and select the mappers:
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Security

#IAKEY

Client scopes * Client scope details

er-default
profile

Settings Mappers Scope

Name * (@ profile
Description (3 OpenlD Connect built-in scope: profile
Type (@ Default

Display on consent o Oon

screen (3
figure Consent screen text ${profileScopeConsentText}
@
Realm settings
Authentication e L b c Cn
®

Identity

Display Order (3

User fe

Save Cancel

= Next, select ADD MAPPER and use the context menu item BY CONFIGURATION:
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Security

#AKE?

Client scopes » Client scope details

profile

Settings Mappers Scope

Client scopes
; Q, Search for mapper >
Realm roles
From predefined mapp
Name
: By configuration
given name er
middle name Token mapper
birthdate Token mapper
zoneinfo Token mapper
updated at Token mapper
profile Token mapper
. . username Token mapper
Authentication
locale Token mapper
Identity |
picture Token mapper
User fe
family name Token mapper

= |n the upcoming screen, select USER ATTRIBUTE as mapper type.
You will then be forwarded to a page for the configuration of the new mapper:
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= @IKE)

efaul Client scopes » Client scope details » Mapper details
ter-detault

Add mapper

Manage If you want more fine-grain control, you can create protocol mapper on this client

Clients

Client scopes Mapper type User Attribute 4@
Realm roles
Name * Department <
Users
Groups User Attribute department
Token Claim Name department <=

Claim JSON Type String G ——

Configure
Add to ID token o OFf

Realm settings

Add to access token (&) o Off

Authentication

Identity p 1 Add to userinfo o on

User federatio Multivalued 3 o Off

Aggregate attribute o Off

values (3

Cancel

)
5]
=
T

Note:
= Make sure that the mapper type is of type USER ATTRIBUTE.
= The name could be "Department” or anything other meaningful name since it is only a display name.
= The user attribute is read from the internal Keycloak user model and should be depart ment .
= The Token Claim Name must be depart ment and corresponds to the value configured by default in desnygr -
wi ski - aut h- oi dc-defaul t. properti es as mentioned above.
= The JSON Type must be st ri ng.
= ADD TO USERINFO must be the only enabled switch.
= Finally, save the new scope protocol mapper.
Keycloak is now able to pass over the department information from the Keycloak internal user model to the WISKI Server
if requested.

User Federation Mapper

= The next step is to configure another mapper on the LDAP User Federation level.
Note: This is the most important part as it must be customised since each customer LDAP directory structure is different,
and each customer must decide about what the depart ment field in his directory tree is.

= To do so, log in again to the Keycloak Web Admin Console, select the ki st er s-wat er - def aul t realm and switch to
the USER FEDERATION menu item on the left:
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User federation

User federation provides access to external databases and directories, such as LDAP and Active Directory. Learn more [

Manage priorities

FEElm R KISTERS WATER LDAP ;

Ldap  Enabled

= (lick on the KI STERS WATER LDAP User Federation and select the MAPPERS tab on the top.
= Then click ADD MAPPER:




Security

(OAKEY

User federation » Settings

LDAP

er-default

Manage

Settings Mappers

Clients

Client s es
' Q, Search for mapper > Add mapper

Realm roles

Users Name
Groups creation date
email

first name
last name
Configure modify date
Realm settings Username
Authentication

Identity p

User federation

Again, choose a meaningful display name for the mapper, e.g. "Department".

Make sure that the mapper type is of type USER-ATTRIBUTE-LDAP-MAPPER. The internal user model attribute is
depart nent, as we configured in the scope protocol mapper above.

Note: The LDAP attribute itself is "department” in our example but must be customised for each installation. This attribute
name must match to your LDAP directory tree structure. Read-only must be the only enabled switch.
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= IKEY

rater-default

Manage
Clients

Client st

igure
Realm settings
Authentication
Identity pr

User federation

Security

User federation » Settings » Mapper details

Create new mapper

Name * (3

Mapper type * (@

User Model Attribute
®

LDAP Attribute (3

Department

user-attribute-ldap-mapper /

department /
department /

Read Only &

© o

Always Read Value
From LDAP (&

Is Mandatory In LDAP
®

Attribute default value

@

Force a Default Value

@

Is Binary Attribute (®

= Finally, save the new mapper on the LDAP User Federation level.
Each user logging in to WISKI for the first time from now on will get it's department configured. But make sure that the
department is also available in the WISKI database, otherwise it will not be assigned.

Add LDAP User Federation Provider

Q» of

QP of

QP of

QP or

In some situations it can be useful to configure more than one User Federation Provider, for example, if you need to configure
more than one users DN or if you have multiple LDAP backends (e.g. a second backend for backup purposes.

= Todo so, login to the Keycloak Web Admin Console.
= Select the ki st er s-wat er - def aul t realm.
= |n the left menu, select USER FEDERATION and click on ADD NEW PROVIDER and select LDAP as provider.
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Security

= {@IKEYC

kisters-water-default User federation

User federation provides 7.¢cess to external databases and directorie

Manage

Add new provider Manage priorities

Clients
Client scopes Kerberos

Realm roles LDAP

Users LDAP

Groups
Ldap  Enabled

Sessions

Events

Configure
Realm settings
Authentication

Identity providers

User federation € ———

You are redirected to the ADD LDAP PROVIDER page where you first configure the general options first.

User federation » Add LDAP provider

Add LDAP provider

General options

Ul display name * & my-ldap-user-federation

Vendor * (3 Other -

= Define a meaningful Ul display name; this defines how the provider is displayed in the Keycloak tabs and dialogs.
= As vendor, choose ACTIVE DIRECTORY for Active Directory implementations or OTHER for any other LDAP directory

implementation.
= Scroll down to the section CONNECTION AND AUTHENTICATION SETTINGS:
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= Set the connection URL, this is the URL to your LDAP server (the machine where the LDAP server is running).

= |n case you want to use a secure connection, use | daps: // and the port provided by the customer or IT responsible.
Keep in mind that if the LDAP server uses a certificate signed by a non-official root CA, the root CA must be added to the
WISKI Server TrustStore as currently Keycloak cannot consume the Windows TrustStore.

= (Click on TEST CONNECTION to check if you can connect to the configured server. This will only test if connectivity is given
on the network layer: check if the machine is reachable and - optionally - if a TLS connection can be established.

= (Configure the setting BIND DN, the distinguished name of the connection parameters to LDAP including the necessary
rights, consisting of common name (CN), OU and DC.
It is comparabable to the username to login to the LDAP server and must be provided by the customer / IT responsible.

= (Configure the bind credential, i.e. the password of the LDAP user.

= |t is comparable to the password to login to the LDAP server and must be provided by the customer / IT responsible.

= C(Click on TEST AUTHENTICATION to check if you can authenticate to the configured server with the provided credentials.
For this, the bind DN settings for LDAP access are checked (whether LDAP accepts the user).

= Scroll down to section LDAP SEARCHING AND UPDATING:
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LDAP searching and updating

Edit mode * @ | READ_ONLY | v

UsersDN * ® | OU=dev,DC=wtr,DC=kisters,DC=de

Username LDAP uid
attribute * @

RDN LDAP attribute * uid
(©]

UUID LDAP attribute entryJuUID
*®

User object classes * inetOrgPerson, organizationalPerson

@

User LDAP filter @

Search scope & One Level v

Read timeout @

Pagination & o Off

= Set the EDIT MODE entry to READ_ONLY.
= The entry USERS DN is the full DN of the LDAP tree where your users are.
This DN is the parent of the LDAP users. It could be for example ou=users, dc=exanpl e, dc=comassuming that
your typical user will have DN like ui d=j ohn, ou=users, dc=exanple,dc=c [...]; the distinguished name
of the current user on LDAP; this indicates how the users are organised on the LDAP server, with the organisation units
(OU) and the domain controller(s) (DC).
This setting must be provided by the customer/IT responsible.
= The setting for USERNAME LDAP ATTRIBUTE can typically be kept as-is and is used to map the username from LDAP.
This name of the LDAP attribute is mapped as Keycloak user name. For many LDAP server vendors is can be ui d. For
Active directory it can be sAMAccount Nane or cn. The attribute should be filled for all LDAP user records you want to
import from LDAP to Keycloak; default is cn when using Active directories, should equal the required Windows user name,
see below.
In case of issues, ensure that this attribute contains the expected user name in the LDAP directory.
= UUID LDAP ATTRIBUTE: Name of LDAP attribute, which is used as unique object identifier (UUID) for objects in LDAP. For
many LDAP server vendors it's ENTRYUUID however some are different. For example for Active directory it should be
OBJECTGUID If your LDAP server really doesn't support the notion of UUID, you can use any other attribute, which is
supposed to be unique among LDAP users in tree. For Example UID or ENTRYDN.
= USER OBJECT CLASSES: All values of LDAP objectClass attribute for users in LDAP divided by comma. For example:
INETORGPERSON, ORGANIZATIONALPERSON. Newly created Keycloak users will be written to LDAP with all those object
classes and existing LDAP user records are found just if they contain all those object classes.
= QOptionally, you can configure an additional LDAP filter for filtering searched users:
= USER LDAP FILTER: Additional LDAP filter for filtering searched users. Leave this empty if you don't need additional
filters. Make sure that it starts with (' and ends with ' ) .
= SEARCH SCOPE: For one level (default setting), we search for users just in DNs specified by User DNS.
= The search scope can be set to SUBTREE in case your users are not all located directly in a tree, but organized in sub
trees.
The search is then performed for all subtrees.
= Save the new user federation.
Note:
e The number of OU and DC entries depend on the actual LDAP setup.
o All other settings can stay as is.
= Ensure that the setting for USERNAME LDAP ATTRIBUTE refers to user names that do not contain blanks; WISKI7 does
not support user names with blanks!
= Ensure also that the default value for USERNAME LDAP ATTRIBUTE matches the required user name.
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Adding Clients

For e.g. usage of the WISKI REST API via OIDC authentication it may be necessary to add new clients.

= To do so, login to the Keycloak Web Admin Console, select the ki st er s- wat er - def aul t realm.
= Select CLIENTS from the navigation menu on the left and click on CREATE CLIENT:.
= In the first step (GENERAL SETTINGS), ensure that the client type is set to Openl D Connect .

= (#IKEY

Clients » Create client

Create client

Clients are applications and services that can request authentication of a user.

Clients /

Clie

o General Settings Client type ® OpenlD Connect
2 Capability config
: : ClientID * ® my-rest-client e
3 Login settings
Name @ My REST Client ===

Description (@

Configure
B Always display in Ul (2 Q Off

Realm settings
Authentication
Identity p

User fec

Next Back Cancel

= Select a client ID which has to be used later for authentication in your own application.
= Select a meaningful display name.

= QOptionally, a description can also be added.

= Press NEXT.
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= |n the next step (CAPABILITY CONFIG), ensure that CLIENT AUTHENTICATION is enabled.
= STANDARD FLOW must be disabled while DIRECT ACCESS GRANTS and SERVICE ACCOUNTS ROLES must be enabled.
=  Press NEXT.
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Security

= This step (LOGIN SETTINGS) can be left as-is. Click SAVE.

= To get the credential - client secret - of your new client, switch to the CREDENTIALS tab and make your secret visible.

= As a last step, switch to the CLIENT SCOPES tab:
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Clients > Client details

my-rest-client | openid Connect <

Clients are applications and services that can request authentication of a user.

Settings Keys Credentials Roles Client scopes Service accounts roles Sessions Advanced

Setup Evaluate
Y Name * Q Search by name > Add client scope Change typeto ~ :
B Assigned client scope Assigned type Description
G my-rest-client-dedicated none - Dedicated scope and mappers for this client
D email Optional - OpenlD Connect built-in scope: email
D kisters-water-default Default - OpenlD Connect KISTERS WATER default client scope
D offline_access Optional - OpenlD Connect built-in scope: offline_access
D prefile Optional - OpenlD Connect built-in scope: prefile

= Ensure that the configured client scopes correspond to what is displayed in the screen above.

= Remove everything which is not displayed in the screenshot above, add ki st er s- wat er - def aul t and double check
if the assigned type of each scope is valid (OPTIONAL or DEFAULT - as displayed in the screenshot).
The client can now be used!

Changing "Remember Login" Session Lifetime

e Login to the Keycloak Web Admin Console, switch to the ki st er s-wat er - def aul t realm and select the REALM
SETTINGS menu item.

kisters-water-default

Realm settings are settings that control the options for users, applications, roles, and groups in the current realm.  Learn¥pore [

General Login Email Themes Keys Events Localization Security defenses Sessions Tokens Cl
General
Default Signature RS256
Algorithm
OAuth 2.0 Device 10 Minutes =

Code Lifespan

OAuth 2.0 Device = 5 +
Polling Interval

Realm settings Short verification_uri Short verification_uri in Device Authorization flow
in Device

Authe n Authorization flow

Identit:
Refresh tokens

= |n the realm settings, select the TOKENS tab and scroll down to the ACCESS TOKENS section:
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Security

The OFFLINE SESSION MAX value is set by default to 90 days.

This means that users using the "Remember Login" functionality when logging in to WISKI will be forced to re-authenticate
after 90 days. This value can be changed to meet your requirements.
Switch now to the SESSIONS tab and configure the same amount of time in the section OFFLINE SESSION SETTINGS:

WISKI Desktop Configuration to Remember Logins (Optional)

You can configure WISKI7 in a way that users do not need to always enter user name and password when starting WISKI7. For
this, the refresh token provided by the ID provider is stored encrypted. The client remembers the information of the token and
provides access to WISKI7 without the login dialog.

The configuration on client side includes the following steps:
= Login as Admin user and select REMEMBER LOGIN.
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JC KISTER

Password:

Tenant:

= Alternatively, set the system setting REMEMBER LOGIN under the LOCAL node, LOGIN SETTINGS sub node to YES (see
screenshot below).
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Filter: |remember | | Remember Login
_G System Remermber user authentication, Permits login without lagin dialog,
- Local Login dialog can be enabled again with the menu entry "Logout and exit” of main menu "Fils"

B[ Login settings
~[Z] Remember Login

Defaultvalue:
Mo

Walue for all users:

TN | | |

Will be overwritten far ulli by

] [x]

[5how key client [ logindialog | rememberlogin apphy

Note: This can also be overwritten for all users.

= Log in with your Windows user credentials.

= Then a refresh token is written to the wi ski _pr of _<user >. i ni, the token is AES encrypted.

= When you then exit WISKI7, your next program start will take the refresh token into account; consequently, no login dialog
is presented.

= To delete the refresh token, exit WISKI7 with the ribbon menu entry HOME > EXIT AND DELETE LOGIN INFORMATION (see
screenshot below).

= After the refresh token is deleted, the login dialog appears again for the next start of WISKI7.

15.2 WISKI Server Security Tool

The WISKI Server Security Tool is a small utility delivered with WISKI Server to simplify handling of security related issues like

password encryption
HTTPS tests

KisRPC encryption
certificates handling
KeyStores handling
etc.

The tool is available in servi ces/wi ski -server/bi n/security-tool.jar and must be executed in the working
directory servi ces/ w ski - server/bin/.

Note the available online help for the security tool which should be addressed since information in this topic here could be
older or even outdated.
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cd services/w ski-server/bin/
../..ljavalbin/java -jar security-tool.jar

Executing the steps above will print the - always up-to-date - online help:

Usage: <mmin class> [options] [comand] [comand options]
Opt i ons:
--hel p

Commands:
genDef aul t Cert sSet up Generates default WSKI Server KeyStore with
st andard password and sel f-signed certificate
Usage: genDefaul t CertsSetup [options]
Opt i ons:
--hel p

bui | dCertificateChain Builds - best effort - an ordered certificate
chain frommultiple source certificates. The resulting chain wll
be witten in the WSKI KeyStore fol der inside chain.crt.
Usage: buil dCertificateChain [options]
Opt i ons:
--hel p

--certificates
Multiple files in PEM format containing one or nore certificates.
File suffix is always '.crt' and nust not be given here, always
| ocated in WSKI KeyStore fol der.
Default: [server, rootCA|

--chain
Chain file. File suffix is always '.crt' and nust not be given
here, always located in WSKI KeyStore folder. Default is 'chain'.
Defaul t: chain

- -extract Root CA
Extract root Certification Authority Certificate to an ow file.
This is disabled by default. Using the switch enabl es the
descri bed behavi or, no additional paraneter is required.
Defaul t: fal se

- -r oot CACer t
Root Certification Authority Certificate: suffix is always '.crt'
and nust not be given here, always |located in WSKI KeyStore
folder. Defaults to 'rootCA .
Defaul t: root CA

encr ypt Encr ypt
Usage: encrypt [options] Plaintext password
Opt i ons:
--hel p

- - pr onpt
Prompt for plaintext password without echo
* --type
Crypto type (userPassword, dbPassword, keyStorePassword,
keycl oakPassword or servi ceRunner Passwor d)

test-https Test HTTPS
Usage: test-https [options] HTTPS URL
Opt i ons:
--hel p

--trustStoreLocation
TrustStore | ocation. Defaults to
"../../config/local/unmanaged/ security/truststore.pl2"
Default: ../../config/local/unmanaged/ security/truststore.pl2
--trust St or ePassword
Trust Store password. Defaults to "Tpu9003HzNRLWSG'
Def aul t: Tpu9003HzNRLWSG
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--trust St oreType
Trust Store type (PKCS12, JKS or wi ndows). Defaults to "PKCS12".
Def aul t: PKCS12

secur e- ki srpc Secure Ki sRPC by TLS
Usage: secure-kisrpc [options]
Opt i ons:
--hel p
* --tls

TLS encryption
Default: true

creat eCSR Create a Certificate Signing Request
Usage: createCSR [options]
Opt i ons:
--hel p

--organi sation
Organi sation (defaults to KI STERS AG
- - cormmonNane
Conmon Nane (defaults to the fully qualified domain nane or as
fall back to the hostnane)
- - al t DNSNanes
Al ternative DNS nanes: additionally to Cormon Name and
conma- separ ated (defaults to Comon Nane)

si gnCSR Signs a Certificate Signing Request
Usage: signCSR [options]
Opt i ons:
--hel p
--cCsr

Certificate Signing Request: suffix is always '.csr' and nust not
be given here, always located in WSKI KeyStore fol der
Def aul t: server
- -root CACert
Root Certification Authority Certificate: suffix is always '.crt'
and must not be given here, always |located in WSKI KeyStore
f ol der
Def aul t: root CA
- - r oot CAKey
Root Certification Authority Private Key: suffix is always '.key'
and must not be given here, always |located in WSKI KeyStore
f ol der
Def aul t: root CA

addCer t ToKS Adds a Certificate to the WSKI Server KeyStore
Usage: addCert ToKS [ opti ons]
Opt i ons:
--hel p
--alias

Alias of the Server Private Key & Certificate to be added to the
W SKI Server KeyStore
Def aul t: default

- -server Key
Server Private Key: suffix is always '.key' and nmust not be given
here, always |located in WSKI KeyStore folder
Defaul t: server

--certificateChain
Certificate chain: suffix is always '.crt' and nust not be given
here, always located in WSKI KeyStore folder. Sserver certificate
including - if available - intermediate certificate(s) and root
CA. Order is inportant: first the server certificate, then the
internediate certificates in correct order and finally the root
CA.
Default: chain
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addCert ToTS Adds a Certificate to the WSKI Server TrustStore
Usage: addCert ToTS [ opti ons]
Opt i ons:
--hel p
--alias
Alias of the Certificate to be added to the W SKI Server
Trust St ore

Def aul t: kisters-self-signed
--certificate
The Certificate to be added to the W SKI Server TrustStore: suffix
is always '.crt' and nmust not be given here, always l|ocated in
W SKI Trust Store fol der
Defaul t: root CA

genRoot CA Generates a Root Certification Authority Certificate
Usage: genRoot CA [opti ons]
Opt i ons:
--hel p

--organi sation
Or gani sati on
Def aul t: KI STERS AG
- - f or Host
For Host information - no functional inpact, only adds additi onal
information to the certificate nane to nmake clear it's not
gl obally valid

Available commands

Note:

= Not each command will have a full documentation here. The purpose of the following lines is just to add some additional
context to each command, which would simply be too much inside the online help.

= Refer to the online help printing above or - better cause always up-to-date - when calling the tool if you search for
detailled documentation for a specific command.

Command Description

encrypt This command can be used to encrypt passwords. Ensure to choose the correct password type
when doing so.

User passwords stored in Keycloak cannot be encrypted by our tool and can - as hashes are stored
- not be decrypted.

secure- ki srpc Allows to enable or disable KisRPC TLS encryption. As it's enabled by default in the meanwhile, this
command should not be used any more.

Note: It is not recommended to disable KisRPC TLS encryption as you could possibly transmit user
data and credentials in clear text via the network.

genDef aul t Certs | This command can be used to generate the default certificate / KeyStore setup of WISKI Server. It
Set up is also being called by WISKI Server Manager and / or the WISKI Server install / update setup itself
when a system is being installed with the default self-signed certificates.

Typically, there is no need to call that on your own.

buil dCertificat |This command is pretty useful and helps to generate a valid server certificate chain. It can
eChain consume multiple certificates from multiple files (each file can have 1-n certificates) and will try -
on best effort base - to build a valid server certificate chain out of that. This is also being used by
WISKI Server Manager.

Some restrictions:
= There must be exactly 1 server certificate
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Command Description

= There must be exactly 1 root CA certificate

If one or both is missing or available more than once, the tool will fail and inform about the exact
issue. Without server and root CA certificates, a chain cannot be built. Also, if there is more than
one of them, the tool cannot identify the beginning and the end of the certificate chain.

In case of possible intermediate certificates being supplied, the tool will try to build a valid chain
and ignore any certificates not required to build the chain.

If however you missed to provide some required intermediate certificates the tool will fail and
complain about the missing certificate.

genRoot CA Can be used to generate a self-signed root CA private key and certificate. Is also being used by
genDef aul t Cert sSet up (see above).

creat eCSR Can be used to generate a server certificate sign request. Is also being used by
genDefaultCertsSetup.

The sign request - based on a server private key generated at the same time - will be signed by a
root CA resulting in a server certificate.

si gnCSR Can be used to sign a server certificate sign request with the WISKI Server self-signed root CA. Is
also being used by genDefaultCertsSetup.

addCert ToKS Allows to add a server private key and server certificate chain to the WISKI Server KeyStore.
Ensure that the alias used here is the one configured in the WISKI Server security configuration
(services/config/local/security-default.properties).

addCert ToTS Allows to add a root CA certificate to the WISKI Server TrustStore. The alias is only informational
and doesn't affect WISKI Server functionality.

Self-signed certificates must be added to the TrustStore if they are not provided by the Windows
TrustStore.

Official certificates are often available in the Java TrustStore or in the Windows TrustStore and
must not be added.

Nevertheless, if you use WISKI Server Manager, all root CA certificates will be added as we
currently can’t check if addition is required or not.

As a general rule, you make nothing wrong by adding a root CA certificate here although it's
already provided in the Windows or Java TrustStore - it just means additional maintenance efforts
in case it has to be exchanged.

Do not add server or intermediate certificates here - the TrustStore is only intended for root CA
certificates!

test-https This command can be used to test HTTPS connections especially for debug usage. It allows to
specify the TrustStore to be used (any PKCS12 TrustStore or the Windows TrustStore) to call a
specific URL.

For example, if you want to know if your Windows TrustStore is correctly configured to access e.g.
the Service Registry or Portal URL, this tool can be used.
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16 WISKI Troubleshooting

The Troubleshooting around WISKI7 and KiTSM comprises these areas of interest:

= TLS Certificate Issueslis

= [nstallation of Self-Signed Root CA in Local TrustStore! 160

= Database Problems/ien

= Error message on WISKI startup "Connect to KWebKitOjbCtr! failed -3"[16h
= Login Problemslieh

= System Startup Problems 168

» Monitoring Your System[1e8)

= Monitoring General KiTSM Server State 16k

» Monitoring KiTSM Calculation Queues| 7

= Solve performance issues on Windows 2022 with RDP connectionsl 7

This list (and the topics contents) will grow by the time...

Note: If the suggested solutions do not work, investigate the problem further, for example by looking at the application log
files for detailed error descriptions. Finally: Give us a hint, we will try to find a solution and we will add it here in the
Troubleshooting documentation topic.

Also note the FAQs at the end of this documentation.

16.1 TLS Certificate Issues
| am using self-signed certificates and cannot access my HTTPS resources any more in my browser

A self-signed certificate is typically signed by an untrusted root certification authority (CA), like the one being generated by
the WISKI Server setup (Common Name: Gener at ed Sel f - Si gned Root CA for W SKI Server <host>).

Since this certification authority is not known by the system TrustStore (Windows, Linux, Java), the browser cannot trust the
remote endpoint providing the self-signed server certificate.

until around 2022-2023, it was possible to simply add an exception for this certificate & host combination from within the
browser:

@ Privacy error x 4+

& c A Mot secure | :7415/auth/realms/kisters-water-default/login-actions/authenticate?session_code: ]

A

Your connection is not private

Attackers might be trying to steal your information from vm-w7-rx-11 (for example,
passwords, messages, or credit cards). Learn more

MNET:ERR_CERT_AUTHORITY_INVALID

Help improve Chrome security by sending URLs of some pages you visit, limited system

information, and some page content to Google. Privacy_policy.

© -

Since about 2022-2023 however, browsers are becoming more and more strict when it comes to secure communication. So it's
often not possible any more to simply add an exception from within the browser. This trend aims at improving end-user
security as most users anyway just ignored the message and simply ignored the issue. These changes are not implemented by
KISTERS, but by browser vendors.

You could now land on such or similar page without the ability to add an exception. You will get the same message about your
connection not being safe, but without a link to proceed to the insecure URL.
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To be able to still use such systems with your browser, some workarounds exist:

= Use a certificate provided by yourself as customer.
If you can provide your own certificate, chances are good that they are signed by an official root CA or that the root CA is
already installed and trusted on your machines.
If that does not apply, follow the next step.

= Install the WISKI Server's self-signed root Certification Authority in your local operating system TrustStore.
This applies only to WISKI Server installations using generated self-signed root CAs, which is the default setup.
You will need to get the WISKI Server self-signed root CA first.
If your browser is running on the WISKI Server: the WISKI Server self-signed root CA is located in the WISKI Server
configuration directory, typically servi ces/ confi g/ | ocal / unmanaged/ security/root CA. crt or inside the
truststore. pl2.
If your browser is not running on the WISKI Server: the WISKI Server self-signed root CA is accessible via htt p: / / ki s-
cjonas. ki sters. de: 7480/ security/root CA. crt.
If HTTP is not available due to firewall restrictions, use https://kis-
cjonas. ki sters. de: 7479/ security/root CA crt - butthen, you will have to be able to define an exception

in your browser or use different tools like
curl -k https://kis-cjonas. kisters. de: 7479/ security/root CA.crt > root CA . crt
to download the r oot CA. crt .
In any case, remind to change the hostname to match your system!
Ir:this res/o/urkc_e is not available, e.g. on a machine accessing only the Standard Portal, use the following resource:
ttps: I S-
Cj oﬁas. ki sters. de: 7482/ Ki WebPort al / rest/wi ski 7/ dat aSour ces/ 0/ wi ski Certificate
There is also a tool to do that automatically for you if you are using the WISKI Standard Portal, check the WISKI Server
Manager package named wat er - security. di stribution. wsm
Once you got access to the root CA. crt, you can add it to the operating system TrustStore. See Installation of Self-
Signed Root CA in Local TrustStoreleb for details on this.
Finally restart your browser, not only one tab or one window but all processes) and access the TSM Web Admin or the
WISKI Standard Portal; no more certificate-related security issue should exist.

I'm installing a WISKI Server satellite and the communication between master & satellite doesn’'t work

The Eureka log files within DCServer (servi ces/dcserver/|ogs/server_*_eureka.l og) and Karaf nodeO
(servi ces/ kar af / node0/ dat a/ | og/ kar af _eur eka. | 0og) are a good starting point to check for certificate issues.
If there are multiple 10 MB large Eureka log files within a short time range or if the logs are rotating frequently (multiple
times per day): all these are hints for probable TLS issues.

Check first the content of these log files.

The problem often is that the whole multi-node system is not using the same root CA certificate. It is theoretically possible to
use multiple root CA certificates within one multi-node system, but we do not recommend this since each of these root CA
certificates would have to be distributed to the WISKI Server TrustStore or Windows TrustStore for each node. If this is
missing, parts of the system will not be able to communicate with other parts. If, for example, the satellite server #1 uses a
different root CA certificate than the master node, it cannot trust the master node and Dispatcher and Service Registry
connections, among others, will not be able to be established.

Therefore, ensure that the root CA certificate is the same for all nodes:

= |f your own certificates are used, they are typically the same for all nodes; you can check this in the WISKI Server
KeyStore.

= |f the default self-signed certificates are used, ensure that the r oot CA. crt and WISKI Server TrustStore is the same for
all nodes. Ensure also that each server certificate for the server nodes has been generated on the master node and
distributed to the satellite node. Finally, even while being less recommended due to multiple storage of the root CA private
key make sure the identical root CA private key is also stored on each satellite.

16.2 Installation of Self-Signed Root CA in Local TrustStore

Note: Be careful, since installing a self-signed root Certification Authority into your local system can affect the security of your
whole operating system: The operating system (not only WISKI Server) would automatically trust any server providing a
certificate signed by this CA!l If you feel unsure, stop reading here and ask for support.

In the examples below, r oot CA. crt is the self-signed root Certification Authority to be installed into the local system
TrustStore. The filename could be different.

It's recommended to remove the self-signed root CA from the local system TrustStore as soon as it's not needed anymore - see
above.
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Using Windows (without admin permissions!)

= Executecertutil.exe -user -addstore root rootCA. crt.
Windows will then show up a dialog box whose content must be double-checked before confirming.

Security Warning

You are about to install a certificate from a certification
! , authority (CA} claiming to represent:

Generated Self-Signed Root CA for WISKI Server
kis-cjonas.kisters.de

Windows cannot validate that the certificate is actually from
"Generated Self-Signed Root CA for WISKI Server
kis-¢jonas.kisters.de”. You should confirm its origin by
contacting "Generated Self-Signed Root CA for WISKI Server
kis-cjonas.kisters.de”. The following number will assist you in
this process:

Thumbprint (shal): 11769882 51714ABS OFEASBAD 4A96EF30
52092998

Warning:

If you install this root certificate, Windows will automatically
trust any certificate issued by this CA. Installing a certificate
with an unconfirmed thumbprint is a security risk. If you click
“Yes” you acknowledage this risk.

Do you want to install this certificate?

Yes

= Usecertutil.exe -user -delstore root <certificate_thunbprint>toremove it later.
= Check the Windows User Certificate Manager to get the thumbprint.

All  Apps Documents Web

Best match

Manage user certificates

ERRE T S e

I'Iullus\: CGmp'\iu_. perer e e - Control paﬂE‘l

&, Manage file encryption certificates

Note: Do not use the Windows Computer Certificate Manager!
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File Action View Help

e nE e XE HE

5 Certificates - Current User ksurd B - [T, Eumicatian Nata  lntandad D
’ ,j Personal / 5] AAA Certificate Services 4 '» Certificate X
v . Es(t:e:ﬁr:_li::immc Authorities @Békimore CyberTrust Root . E e ™Y
- . [5Bitdefender Personal CA.Endpoint0000 B
’ ‘J Enterprise Trust 5] Certum Trusted Network CA q
> [ Intermediate Certification Authorities o o . Show: | <All> el
> [=] Active Directory User Object (5] Class 3 Public Primary Certification Authority q
5 [ Trusted Publishers [55] Copyright () 1997 Microsoft Corp. Field Value A
> [ Untrusted Certificates C5IDigiCert Assured ID Root CA ! Bvdid to Thursday, 10 February 2033 1...
> [ Third-Party Root Certification Authoritie E5]DigiCert Global Root CA ! [=]subject Generated Self-Signed Root C...
> [ Trusted People E5]DigiCert Global Root G2 [ | [=]publickey RSA (4096 Bits)
5> [ Client Authentication lssuers 5IDigiCert Global Root G3 [ | [=]publickey parameters 0500
> [ Local NonRemovable Certificates 5] DigiCert High Assurance EV Root CA I Key Usage Certificate Signing, OffHine CR...
> [ Smart Card Trusted Roots [ DigiCert Trusted Root G4 i |li]BasiConstraints Subject Type=CA, Path Lengt...
s O % 5IDSTRoot CA X3 [ mhumbprint 11769882517 14abS0featha... |
[5]D-TRUST Root Class 3 CA 2 EV 2009 i
[ Entrust.net Certification Authority (2048) B |1176988251714ab50fea%bal4a96e£305209299b
[ Generated Self-Signed Root CA for WISKI Server kis-cjonas.kisters.de q
[ GlobalSign
5] GlobalSign (
[5] GlobalSign Root CA
53] Hotspot 2.0 Trust Root CA - 03 k
[55JISRG Root X1 I
[Z5IKISTERSCloud ASP ROOT-CA K Edit Properties. .. Copy to File...
5] kisters-KIS-AC-CACERT-CA K
55 kisters-KIS-AC-CACERT-CA K
[55) kisters-KIS-AC-CACERT-CA K
5l kisters-KIS-AC-CACERT-CA X o]
[Zlkicters-KIS-AC-CACFRT-CA k STRUFRTUR FITTZTAUST <>

= (Check the dialog box to ensure you remove the correct certificate before confirming.

Root Certificate Store

;s Do you want to DELETE the following certificate from the
Lk Root Store?

Subject : Generated Self-Signed Root CA for WISKI Server
kis-cjonas.kisters.de, KISTERS AG

Issuer: Self Issued

Time Validity : Monday, 13 February 2023 through Thursday,
10 February 2033

Serial Number: 4377EEDA

Thumbprint (shal) : 11769882 51714AB5 OFEA9BAD 4A96EF30
52092998

Thumbprint (md5S) : 174B633E B1928BC9 9CSEBSA4 9EBCDA14

Yes

Using Linux

= Executesudo trust anchor --store root CA crt toinstall the CA into the local system TrustStore.
= Usesudo trust anchor --renpve root CA crt toremove it later.
= For information purposes: Use sudo trust |i st tolistall installed CA certificates.

16.3 Database Problems

Error message during database test with ORACLE 12c client.

When you get the following error message when the ORACLE tnsping is executed.
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@ tnsping.exe has stopped working

Windows can check online for a solution to the problem.

+ Check online for a solution and close the program

*# Close the program

(%) View problem details

or

@ The program can't start because MSVCR100.dll is missing from your

&7 computer. Try reinstalling the pregram to fix this problem.

The computer misses the MICROSOFT VISUAL C++ 2010 SP1 REDISTRIBUTABLE PACKAGE (X86), download the package from
the Microsoft web page and run the installation.

Other database problems could comprise:

= Repair Missing Database Constraints/ie

16.3.1 Repair Missing Database Constraints

If constraints are lost during the database import and export, the following command can repair the database structure.
Solution:

Execute the following command:

<r oot >\ servi ces\t sm bi n>t sm di spat cher. pl dat abase checkschema - -
repair.

16.4 Error message on WISKI startup "Connect to KWebKitOjbCtrl failed -3"

The error message CONNECT TO KWEBKITOBJCTRL FAILED can be solved by installing the 'Microsoft Media Foundation'
feature.

=  MS Windows 8 download and install: https://support.microsoft.com/de-de/help/2929699/media-feature-pack-for-windows-
8-1-n-and-windows-8-1-kn-editions-april

= MS Windows 10 download and install: https://support.microsoft.com/de-de/help/3010081/media-feature-pack-for-
windows-10-n-and-windows-10-kn-editions

16.5 Login Problems

Note: In case the suggested solutions won't work, investigate the problem further by checking e.g. the application log files for
the detailed error descriptions. At the end: give us a hint, we will try to work out a solution and put in here into the
Troubleshooting documentation topics.

Login problems could comprise:

No free TSM statelsh

No open tenant MaiDomain or WISK|Teh

Login failed for user 'wiskiadm'. while trying to get a pool for tenant 1001[1eh

TSM/TCA database connection troubleshooting: ODBC connection without DSN/ b

TSM/TCA database connection troubleshooting: ODBC connection with DSN on 64-bit computer 165
Database tables missing or not up to date. Ask the administrator to update the database.l1e8!
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16.5.1 No free TSM state

Possible reason(s):

Maybe the IP address or host name of the computer where the KiTSM is hosted has changed. This leads to two reactions: an
additional KiTSM server will be created and the KiTSM Server state is set to ADM STATE OFF.

Solution:

Open the KiTSM System Administration (web interface).

Use the tab sequence TSM CLUSTER > TSM SERVER.

Check if the TSM server with the correct IP/hostname (usually the first in the list) is set to ADM STATE ON, if not start it.
Note that old KiTSM servers have no more heartbeat but are in ADM STATE ON whereas new servers have a heartbeat but
are in ADM STATE OFF.

Note: When removing old servers, you have to remove the connected background processes as well and you have to create
new background processes for the new server. This procedure is explained in detail in Update Dispatcher Database Connection
Settings, read from chapter Check the background process configurationl egy onwards.

Or the Int. usage setting of your KiTSM Server is set to OFF, so it can only be used for background calculations.

Solution:

= QOpen the KiTSM System Administration (web interface).
= Use the tab sequence TSM CLUSTER > TSM SERVER.
= Set the Int. usage setting of your KiTSM server to ON.

16.5.2 No open tenant MaiDomain or WISKI

Possible reason(s):
The user or password for the connect to the TCA database stored in the database is not correct.
Solution:

Start WISKI7 with the /dbadmin option to verify and possibly reset the database user name and his password (DATABASE
USER tab). Make sure that you use the database user and password for the dbadmin login, which differs from the WISKI7 login.
Check the WISKI7 users on the USER tab.

Or the State setting of your domain is set to INACTIVE, so that no open tenant can be addressed.
Solution:

See next error message ERROR WHILE LOGIN INTO...

16.5.3 Login failed for user 'wiskiadm'. while trying to get a pool for tenant 1001

Possible reason(s):
The TSM Domain configuration has wrong connection settings.

Solution:

Open the KiTSM System Administration.
Use the tab sequence TENANTS > TENANTS.

1

2.

3. Click the button.

4. Check the connection parameters and the password in the EDIT TENANT PARAMETER tab.

16.5.4 TSM/TCA database connection troubleshooting: ODBC connection without
DSN

If you want to use an ODBC connection with DSN, try to connect with one of those two possibilities:

= The default DSN if DSN configuration is set to 1 in the ODBCDriver section and its DSN key. Default DSN will be built using
this database and server entry: <dat abase>_on_<server >.
= The DSN that is currently configured under the ODBCDriver section, key DSN.

© KISTERS | 2025




WISKI Troubleshooting

16.5.5 TSM/TCA database connection troubleshooting: ODBC connection with DSN
on 64-bit computer

If you can not connect because no ODBC is found for the given DSN, display a message box ODBC DSN NOT FOUND.

16.5.6 Database tables missing or not up to date. Ask the administrator to update the
database.

Database maintenance

The current client application database contains tables which are not
! up to date: (2 - missing or too old) Contact the application
administrator to update the TCA database.

When you successfully logged in, the above message could come up. It shows that the database of your current client does not
match the structures of your client software version. In this case you have to perform DbMai nt ai n. exe.

You could also get a message that reads IN THIS DATABASE TABLES WERE FOUND WHICH ARE NEWER THAN THIS VERSION. In
this case no further action is necessary.

Note: Make sure you started DbMai nt ai n. exe from the correct sub folder.

Note: DbMai nt ai n. exe can also be called from the command line using the following arguments to perform certain tasks:

= check table structure (argument: CheckTabl eSt ruct ur e)

= Update statistics (argument: Updat eSt at i sti c)

= fix table to functional group assignment (argument: ToFi xTabl e2FuncGr oupAssi gnnent )

= synchronisation of unit groups and units between TSM and TCA (argument: SyncUni t Gr oups)

= synchronisation of parameter types between TSM and TCA (argument: SyncPar anet er Types)

= synchronisation of basic data between TSM and TCA (argument: SyncBasi cDat a)

= Update time zone historical information on TCA (argument: Updat eTZHi st | nf os)

= update role atomic permissions on TSM (argument: Updat eRol eAt omi cPerm ssi onsOnTsm

Each argument can be wused with the parameter yes or no, eg: /CheckTableStructure vyes
or / ToFi xTabl e2FuncG oupAssi gnment no.

16.6 System Startup Problems

Note: There are two database connections in your system, one for the KiTSM database (accessible through the tab sequence
TENANTS > TENANTS (select your tenant) > TENANT: (your tenant), one for the TCA database (accessible through the tab
sequence TENANTS > TENANTS > EXTRA DATABASE).

All database connection information is stored in the $SOFTWARE | NST DI R\ bi n\runti ne\ TSM
Di spat cher. properti es file.

All other database connection information is stored in the database itself. That is the reason why you can not simply move a
database from one server to the other. You have to specify all connection settings again on the new database location! See
Duplicating WISKI7/KiTSM database for further information.

Note: Read through the Updating Dispatcher Database Connectionsed topic for further information.

System startup problems could comprise:

Dispatcher DB status is set to “Stop” (red) in the WSM Service Monitor [168)
KiTSM Dispatcher status is set to “Stop” (red) in the WSM Service Monitor/ 18
Webservice status is set to “Stop” (red) in the WSM Service Monitor/[ s

TSM server status is set to “stop” (red) in the WSM Service Monitor [ 168

There are only "?"0in the WSM Service Monitor instead of status indicators/ s

© KISTERS | 2025




WISKI Troubleshooting

16.6.1 Dispatcher DB status is set to “Stop” (red) in the WSM Service Monitor

Possible reason(s):
Login to Dispatcher database is not correct, or the database server connection cannot be established.

Solution:

= Check the settings in the $SOFTWARE | NST_DI R\ bi n\runti me\t sm di spat cher. properti es file.
= Check if the database server is running.

16.6.2 KiTSM Dispatcher status is set to “Stop” (red) in the WSM Service Monitor

Possible reason(s):
TSM dispatcher can not work with dispatcher database.

Solution:
= (Check the log files in install dir folder \ wi ski \ servi ces\tsnl bi n\runti ne.

16.6.3 Webservice status is set to “Stop” (red) in the WSM Service Monitor

Possible reason(s):
Tomcat has problems. Usually a port problem.

Solution:
= (Check if the Tomcat ports are blocked by another program. Use e.g. Curr Por t s.

16.6.4 TSM server status is set to “stop” (red) in the WSM Service Monitor

Possible reason(s):
TSM server could not be started.

Solution:
= (Check the log files in install dir folder \ wi ski \ servi ces\tsnl bi n\runti ne.

16.6.5 Thereareonly "?" in the WSM Service Monitor instead of status indicators

Possible reason(s):
The service has not started at all.

Solution:
= Start the system manually with j proccontrol l er.pl -daenon or check the KiTSM service status in your local

system settings.
16.7 Monitoring Your System

To monitor the status and performance of your KiTSM system, you have quite some possibilities:

= Using the JProcConsolel e
= Using the Web Admin User Interfacelisé

16.7.1  Using the JProcConsole

KiTSM provides a console program named JProcConsole that gives you an overview about the default services included in
KiTSM. The JProcConsole can be started from the command prompt.

$SERVI CES | NST_DI R\j proccontrol | er\ bin\j procconsol e. pl
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- daenon

JProcConsole prompts with a login screen:

|/ Controller Login
r Controller Login

Controller URL |rmi:ﬁlocalhost1 0994ProcController |

User | |

Password | |

| Looi |

User: adm n
Password: admi n

A successful installation could look like this:

(2 roc Console (==
File Edit Language Help S KISTERS
r Controller Services Z
Service Pid State Change State
Ki-LogServer 4420 run Stop
dispatcher-DBE run
tsm-cluster 4208 run Stop

de kisters bundle kiiosys applicationdb mmn
de kisters. tsm dispatcher mn

tsm-queueserver 2984  run Stop

de kizters.tem cluster. nodecontrol mn

de kisters.tsm queneserver mmn

tsm-webserver 4308  run Stop
tsm-1 3380 run Stop
de kisters.tsm eluster nedecontrol mmn
dekisters.tsm.server  run
de kisters wiski server wiski-iosysbundle mmn
de kisters bundle kitosys. server base un
tsm-importserver-1 3112 run Stop

de kisters.tsm cluster nodecontrol mn

de kisters. tem importserver mmn

wiski-1 4412 run Stop

de kisters.tsm.cluster.nodecontrol mn

de kisters wiski server wiskiserver mn

operation-1 3152 run Stop

de kisters.tzm cluster nodecontrol mn —|

-

localhost1099/JProcControlier| 21.01.2013 14:21:06 | 10s

You can manipulate the refresh rate with EDIT > PREFERENCES or double-clicking the right corner entry of the status bar.

You can manually refresh the display using the corresponding button or switch the GUI language with the LANGUAGE main
menu entry.

See also Troubleshootingl1sh1 if one or more of the entries above are not running (green).
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16.7.2 Using the Web Admin User Interface

Use the Web Admin user interface to monitor and control your KiTSM system:
Even though all KiTSM processes are green and running the state of the KiTSM Server must be checked.

Perform the following steps:

= Start the KiTSM Administration GUI (htt p: / /| ocal host : 7420/ TsnSAdni n/ | ogon. do).
= You need now to log in as:

= Tenant: Ki Adnmi nDonai n

= Role: Ki Cl ust er Adm n

= Login: Ki Cl ust er Adm n

= Password: 123abc

A

Tsm System Admin Login

Please enter login and password

Tenant: kiadminDomain

Role: IKiCIusterAdmin

Login: |iClusterAdmin
Password: | ..... i

/K KISTERS -]-|21.01.2013 14:24:59 ceT|

16.8 Monitoring General KiTSM Server State

A KiTSM Server has two states: a TSM STATE and an ADM STATE.

The TSM STATE is responsible for the green run field in the WSM Service Monitor. It indicates that the server process is
physically running.

To use the running KiTSM server with WISKI7 the ADM STATE must be set to ON.

Normally this is the case, however it is worth to verify this.

This check is also necessary, if WISKI7 returns the error message NO FREE TSM while logging in to KiTSM.
TSM CLUSTER > CLUSTER NODES

Check the ADM STATE entry of your KiTSM Server.
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W Log Viewer | Tenants | Authorisation | Preferences |
Controller R GE@LLEER Cluster load ‘ Dispatcher‘ Cluster sessions|
([« 1-7/7 ] ][]
. 99001 |E| 906001 192.168.54.129 tsm-1 ?1.01.2013 14:28:06 CET 2 10
Applications in cluster node
Key Type Name IPPort State Interactive Sessions  Tasks
Usage
129001 kKiiosys KIlOSystem 7443 on |E| on 0 0
128001  ftsmserver tsmserver 7442 on [m] on 50 0
98001 |z| 905001 qs-peri- 1 tsm-1 on |E| on  21.01.201314:28:17 CET 2 &
2 kisters.de
Applications in cluster node
Key Type Name IPPort State Interactive Sessions | Tasks
Usage
127001 kiiosys KilOSystem 7443 on E on 0 0
126001  tsmserver tsmserver 7442 on [m] on 60 0
97001 [¢] 903001 qs-perf- 20 operation-1 on [m] on 21012013 14:28:26 CET 2 0.
1.kisters.de

In the steps before the Perl script i ni t dat aWr. pl all created the tenant database schema. This database schema contains
the KiTSM and Dispatcher tables as well as the WISKI7 database tables. The WISKI7 tables are generated through

DbMai nt ai n. exe.

This tenant schema must be ACTIVE for the Dispatcher. If the desired tenant is not ACTIVE, WISKI7 returns a NO OPEN TENANT
DATABASE error while logging in to KiTSM.

TENANTS > TENANTS
Check if the tenant state is ONLINE.

Home | TSM Cluster ‘ Log Viewer Authorisation | Preferences ‘ Kﬂ

Application Db plugins ‘ Groups
[« 1-171 D] ][]

=il el e e

=)

ld Database storag State Extra db JDBC URL Db user
ld Application{ State Exists Version up to date Version Data up to
db date
- [#] MaiDomain onling 300 [=]

1001 tsmDb online no jdbe:sglserver:ffgs-db-smv- wiskiadm
1:1433.DatabaseName=tiwag_kitsm3

1001 tsmservel available yes yes 10 03 yes

2001 kiiosys available Yes yes 2 06 yes

2001 tcaBExDb online YES jdbe sqlserver:/fgs-db-srv- wiskiadm
1:1433;DatabaseName=tiwag_kitsm3

JE KISTERS install user Cluster Admin|KiAdminDomain|21.01.2013 14:29:46 CET|
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16.9 Monitoring KiTSM Calculation Queues

KiTSM offers three types of background processes:

= (Calculation trigger marking
= Execution of pending calculation
= Scheduled calculation processing

Note: These background processes were named Calculation Server in the WISKI6 system.

The calculation trigger marking process receives the changes in the time series data and translates these changes into update
entries for all dependent time series. The Execution of pending calculation process then actually updates the time series data
reflecting the change in source data. The Scheduled calculation processing background process is responsible for executing the
scheduled calculations at a certain time.

The KiTSM System administration provides three queues, organised in tabs, for these background processes:

= (alculation trigger
= Pending calculations
= Scheduled calculations

Use the tab sequence TENANTS, TENANTS (select your tenant) > TENANT: <YOUR TENANT> > CALCULATION TRIGGER to
monitor all calculations still in progress.

When you e.g. create or modify an agent, the trigger checks all depending time series and flags those for recalculation which
are necessary.

Home |T8M Cluster| Log Viewer_ Authorisation | Preferences|
Extra database | TS Domains _

TSM Domain | Background processes _ Fending calculations | Scheduled calculations | Alarm buffer| Alarm manager configuration | Domair

[AEQ] 1-373 [v] ][]
---——————_
o Emer  (Created

. stated

36169042 [B1 new external evert | yes WES il 541042 [01.11.19582 00:00:00 CET  26.07.2006 00:59:59 CEST
29.03.2012 16:16:14 CEST

36170042 |E| new external event | yes YES 0 542042 |01.11.1882 00:00:00 CET 26.07.2006 00:52:59 CEST
(223.03.2012 16:16:14 CEST

36171042 |§| new external event | yes YES 0 23735042(01.11.1982 00:00:00 CET 26.07.2006 00:59:59 CEST
23.03.2012 16:16:14 CEST

Note: The Tsld is the internal time series identifier. You can verify it in the WISKI7 time series properties (to be opened with
the Properties context menu item on the desired time series in the Explorer list view):
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|dent: |
M arne |
Short name: h.CrndT otal
aron
Comment:
|dent: 42042
I arne; 10-DayTatal
Short name: Drap. Tatal
Site: Clirat i prop
Statian: Tip Bl =
Parameter: Ident: 541042 |
Timezone: [ i -
als dista M amne: 00 - Recorder.FP |
Starage col Shart name; Crnd.P |
Site: Climg r .
Columns: Statign; T ~OmmeEnt
Tirmeztam Parametey
Total, Par Timezone
Type: totals Y alue dist
i Storage c
Evportrumber: | | Site: Climate Site [K-05041570) 3
Client walue 1; Colunnrs: Station: Tipping Bucket [K-300022) =
Ci e Primary Farameter: Precip [Precip]
et walliE & I: -‘5"35|E|"_35_|-E Timezone: [GMT] Dublin, Edinburgh, Lizzabon, London
i g Lnit: millirg Walue diztance: not equidiztant
Chent walue 3: e ; ; et
i orage configuration: persisten
Client walue 4: Export number.
irbual columns Client walue 1: E|:+Iymns£:

i . _ imestamp W
eele Client value 2: I: Total, Parameter twpe: Precip [Precip], Unit: millimeter,
E‘ Client value 2: Type: totals b

Client value 4: Export number. | |
Wirtual coluring Cliert walue 1: | |
configuration: ] )
Client walue 2: | |
C Clignt value 3: | |
Clignt walue 4: | |
Yirtual colunis |
configuration;
[ ok ] [ Apply J [ Cancel J [ Help J

Use the tab sequence TENANTS, TENANTS (select your tenant) > TENANT: <YOUR TENANT> > PENDING CALCULATIONS to
monitor all calculations still in progress.
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v | | |
':I'slyﬁ Pending caloulations ‘ﬂ'sﬁ 4, T5M Domains LAY @ vigw-source: 192, 168,55, 738 ‘m 4, TSM Domains * =HHE
|view-sourca: 192.168,55.73: 8050/ TsmSAdmin/pages/help/help. jsp?key=TsmDomains

€ C' | @ 192.168.55,.73:8080/TsmSAdmin/tsmdominvaliddata.do &% R

E}J Diese Seite ist auf | Englisch = | Soll sie Ubersetzt werden? [Uberseuenl lEmghsch nie Ubersetzen x

~
Home |TSM Cluster | Log Viewer - Authorisation ‘ Preferences| T
Extra database |TSM Domains _

TSh Domain | Background processes | Calculation trigger _ Scheduled calculations | Alarm buffer‘ Alarm manager configuration ‘ Domain pi

@M [E 1-20/110 D ¥ [
.-—__

20008042 |I| errar 2985 4735042

Manually set by user: Install Account Adrmin
Timestamp of 25.03.2012 18:27:12 CEST
manually setting: L
key: exception during execution of agent de kisters wiski7 agents.ratings tagrcratingagent: java. lang.nullpointerexception
message: Exception during execution of agent de kisters.wiski¥ agents. ratings TAQRCcRatingAgent: java.lang MullPointerException
messageKey: agent.executeexception
messageParameter.0: de kisters wiski7 agents.ratings TAQRCcRatingAgent
messageParameter.1: java.lang NullPointerException
stack: de kisters. agents base . TAgException create( TAgException java:94)
de kisters.agents base. TAQException create{ TAGExceptian java: 120)
de kisters.agents base. TAgDatasccessBase write ToDestDataBuffer TAgDatasccessBase java: 2087)
de kisters.agents base . TAgDataAccessBase execute(TAgDataAccessBase java 972)
de kisters.tsmsystem.tsm.core. TsmTsCalculationServiceManager. processExecutionPlan(TsmTsCalculationServiceManager
de kisters tsmsystem.tsm.core. TsmTsCalculationServiceManager.calculate Timeseriesi TsmTsCalculationServiceManager jav
de kisters.tsmaystem.tsm tsprocess. TsinvalidDatawarkerProcess. runworker( TsinvalidDataVWorkerPracess java: 112)
de kisters tsmsystem.tsm tsprocess. TsWorkerProcess.runi TsvWaorkerProcess java: 179)
Javalang.Thread.run(Thread java:619)
exception.1: de Kisters.dataaccess framework. TsaReaderVWriterErrar
causeMessage.1: java lang.NullPointerException
causeStack.1: d.run(Thread java:619)
exception.2: java lang MullPointerException
causestack.2: ers tsmdataaccess. TsmDaRemarks\Writer writeltems( TsmDaRemarks\Writer java: 159)
de kisters.dataaccess. framework. Tsavaluewriter write( Tsavaluevyriter java: 114)
de kisters.agents base. TAgDatasccessBase writeToDestDataBuffer{ TAgDatasccessBase java 2076)
de kisters.agents base . TAgDatasccessBase execute( TAgDataAccessBase java 972)
de kisters tsmsystem.tsm.core. TsmTsCalculationServiceManager. processExecutionPlan(TsmTsCalculationServiceManager ]
de kisters tsmswstem tsm.core TsmTSCaIcuIat\nnSENicEMaTaﬂer calculateTimeseries( TsmTsCalculationServiceManaoer jav ™
>

5
'f,- start E o 2 Pending calculations -... DE 2 oled O o/

You can set the status of the calculation request back to new; click the III button for that. With this change the entry will be
put back to automatic update. Before changing the state, the cause of the error should be purged.

Click the @ button to set the state of an entry (from new) to error. With this change the entry will not be selected for future
calculations of automatic update.

Note: Already running processes will not respect this state change.

Click the button to change the state of multiple erroneous entries at a time. With this button a screen is selected where all
entries in error state or all entries of one time series identifier in error state can be reset to the new state.

Click the Iil button to expand the time series path for the time series identifiers of the entries. The language independent
path and the path in the selected language are displayed. Click the Iil button to hide the time series path for the time series
identifiers of the entries.

Click the =kl button to limit the time range of the processed calculation entries to the current time stamp. Click the =l button
to unlimit the time range again.

Use the tab sequence TENANTS, TENANTS (select your tenant) > TENANT: <YOUR TENANT> > SCHEDULED CALCULATIONS to
monitor all calculations that were organised with a schedule. Note that WISKI7 provides a special time series property for that.
This feature is optional. Note that this feature can be used to reduce the workload of your system!

You can use the Web Admin user interface to perform e.g. these system management and system optimisation tasks:

= How to add a new tenant
= How to determine system load
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16.9.1 Adding a New Tenant

You can add new tenants to your current setup.
= Use the tab sequence TENANTS, TENANTS.

= C(lick the ﬂ button to add a new KiTSM tenant configuration.
= Enter the relevant connection parameters and confirm with [SAVE].

Home |TSM Cluster| Log Viewer-Authorisalion | Freferences | /(ﬂ
TSM Domain: MaiDormain

Extra database

Domain Name: Testoomain

JOBC URL: |jdbc:orac|e:thin:@orac|e-11g-sm—n:1522}0RCL
*Database Id: [z

*Storage System Type: [normal v

Tatah

database user password: |-+

repetition of database user p dz [eeeees
Database-Pool minimum connections: [2
Datahase-Pool shrink threshold: s
Database-Pool shrink time [minutes]: [0
Database-Pool shrink time factor: [z
Tsm Session duration [minutes]: 5

*anly has effect on database creation.
If any TSM-server is running, changes on this parameters can result in none predictable problems.

|
user: (w7 docu |
|
|

Your new tenant is added to the tenant list.

Home |TSM Cluster| Log Viewer_Authorisation | Freferences /(7'1
Extra database_ /(ﬂ

[AI®EE 1-202 i [B][]

e — A N~ S

|—f 1001 @ active MaiDomain jdbc:oraclecthin@oracle-11g-srv- T Cocu Install Account  18.05.2011 10:0210 CEST
1321 0RCL Admin

@ 2001 u] DomainForDocumentstion jdbc:oraclecthin@oracle-10g-srv- T docu Install Account 02042012 15:37:20 CEST B0
m1522:0RCL Acmin

The state is set to configured.

= (lick the = icon in the STATE column.
= C(lick the [CREATE TENANT DATABASE] button in the TsmDomainState tab to create the new tenant database.
Your new tenant will be created.

16.9.2 How to Determine and Control System Load

One tool to monitor your system, e.g. in case of heavy workload or high memory consumption (CPU usage), is to check the
processes related to KiTSM and WISKI.

Use the Windows Task Manager to identify the processes by their PID (process ID):
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1Fe Task Manager - m] * WSM Service Monitor — O X
File Options View | @- + ! s ; .‘p . f + +
Processes Performance App history Start-up  Users Details  Services E
Name s Bl
MName PID Username CPU CPUtime Memory (a.. Command line “lw WISK] Server [localhost:1099] L. z
_'ava‘exe 26468 techdok 04 00:00:31 2.373.224 K "Ch\kisters\wiski\services\elasticsearchbin'.. .\ javaihk ﬁ: WebServer-Node-0 6560 (_,'
b java.exe 7420 techdok 10 104:30:38 633368 K Chkisters\wiski\services\deserver\.\java\bin\java -Xrs
java.exe 2 techdok 03 00:07:37 333,932 K "Chkistershwiski\services\java\bin‘java" -¥ms236M -X Elasticsearch 26468 (_/'
gﬂ:?ava‘exs T340 chdok 02 27:16:06 396.904 K "C1\|I(i;tEr5\hTtiski\ser\.nces\java\bin\ja.va.Exe." —.Djava.uti & wiski-dats-provider 20836 (/.
Bijave.exe 9360 techdol sl ST el . == T
gﬂ.]ava‘exa 10196  techdok 00 01:07:46 292412 K Chkisters\wiski\services\deserver.\java\bin\java -Xrs £ timeseries-validation 1256 L.
B java.exe 1888 techdok 0 01:48:18 293176 K Chkisters\wiski\services\jproccontroller\.\java\bin\jav
i java.exe 9784 techdok 00 01:05:30 285484 K Ci\kisters\wiski\services\dcservery.\java\bin\java -Xrs |b & tsmdispatcher 7420 | (_/'
& jova.exe 8200 techdok 00 00:45:38 169,160 K Cikisters\wiski\services\kidsmb..\java\bin\java -Xmx 1. 8 dispatcher-db
B jova.exe 9068 techdok 00 00:23:40 107140 K Ckisters\wiski\services\kidsm.\java'bin\java -Xmx 1
Bijavaexe 125 techdok 00 00:41:18  273.832K  "Co\kisters\wiski\services\java\bin\java" -Xms236M -X » £ queueserver 0260 [ @)
i java.exe 3008 techdok 00 01:06:33 AT1.264 K Cikisters\wiski\services\deserver'..\java\bin'java -Xrs R .
b java.exe 6744 techdok o0 00:26:49 168968 K CAkisters\wiskilservices\kidsm, \java\bin\java -Xmsx2! &£ automation 9784 @«
P java.exe a6 techdok 00 00:28:44 258,780 K Cikisters\wiski\services\jproccontroller_kidsmb.\java\, P 58 interactive 9228 ( )y
! /
P java.exe 2884 techdok 00 00:22:19 16724 K Cihkisters\wiski\services\kidsm\, \javatbin\java -Xmx 1
gﬂ_java‘exa 9228 techdok 0 01:22:28 525140 K Chkisterstwiskilservices\deserver\.\java\bin\java -Xrs P scriptserver 3008 (/'
P java.exe 8612 techdok 00 00:36:36 110320 K Chkistershwiskivservices\kidsm. \javatbin\java -Xmx 1
il ) ) . s P o tsm 10196 [ @)
b java.exe 6012 techdok 00 00:34:37 176176 K Cihkisters\wiski\services\kidsm. \java'bin\java -Xmx 11
gﬂ_java‘exe 9202 techdok 0 00:06:14 247324 K Chkistershwiski\services\processanalytics\bin'..\.\java’ £ Services-Node-0 24140 (_,'
Hejava.exe 10896  techdok 00 00:02:13 154156 K C:hkisters\wiski\services\kidsm\. \javatbin\java -Xmx5
java.exe 12876 techdok 00 00:00:27 20844 K “java" -cp /rmiService/*;./ReportEngine/lib/* de.kisters €8 Processnalyticsimporter 9292 [ @)
B izvaw.exe 5616 techdok 07 13:58:45 438448 K "Chkisters\wiskiservermanaaeriiavaibin\iavaw.exe” -# ¥ 5 GDSM Server localhost5990] (J
. . £ KiDSM ConnectarServer 6744 (/ 3
(7} Fewer details End task Ir
- Waiting for the next refresh ... [ ]

Check the CPU usage as known from your Windows system.

Note the user name of the processes related to KiTSM and WISKI: They differ from the default system user name (usually
Adm ni strat or or KI STERS). This makes it possible to identify them also by the user name.

16.10  Solve performance issues on Windows 2022 with RDP connections

Due to a bug in the Windows 2022 Tablet service WISKI has some significant performance issues with RDP connections. This
can be fixed by deactivating the Tablet service:

= Delete the sub keys of HKEY_LOCAL _MACHI NE\ SYSTEM Sof t war e\ M crosof t\ TI P\ Test Resul t s
= Disabled the Tabl et | nput Ser vi ce service (Touch Keyboard and Handwriting Panel Service) in the services app
= In the services tab of the task manager identify the PID of the Tabl et | nput Ser vi ce and kill the service
= Take ownership of C:\ Program Fil es (x86)\ Common Files\M crosoft Shared\ink\ TabTi p32. exe

and rename it (to prevent it from starting up and adding to Test Resul t s key)
= Take ownership of C: \ Program Fi | es\ Conmon Fi | es\ m crosoft shared\i nk\ TabTi p. exe and rename

it (to prevent it from starting up and adding to Test Resul t s key)
= Reboot the server

See also: Server 2022 and Teams Bloats HKEY_LOCAL_MACHINE\SYSTEM\Software\Microsoft\TIP\TestResults\ - Microsoft Q&A
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17 Optimising Your System
You can optimise WISKI7 and the WISKI server in manifold ways.

The next sub chapters will explain some optimisation steps within the Web Admin user interface:

= Managing Background Processes| 7
= Optimising Your System For Memory and CPU Usagel 17
= QOptimising Background Processes/Queues| 7

17.1 Managing Background Processes

The number of queues is unlimited. But the more queues you have, the slower your system could get. Since your system comes
with some hardware restrictions, it is important to deal with the guestions: How many CPU cores does your Server has and
how large your working memory (RAM) is.

You can thus optimise your system regarding workload by managing your background processes.

Use the tab sequence:

TENANTS > TENANTS (select your required tenant) > KITSM TENANT: (your tenant name) > BACKGROUND PROCESSES

Aus Internet bxplorer importiert
Home | TSM Cluster | Log Viewer m Authorisation | Preferences | /{ﬂ
Application Db plugins | Groups |Tenant5 LOEURGCHED o TETRGINETY Tenant administration: MaiDomain| 7
KITSM tenant (EERGIOGINGEGINEEEEY Background calculation | History migration | Tenant properties
18042 calculation trigger marking  yes 182.168.55.73#1 1001
Instances
Key State Session update time created Usage
E 1290042 active 1205001 29.01.2013 153715 CET 29.01.201312:2317 CET  7.690407E-4
18042 Execution of pending yes 192.168.55.73#1 1001 1 150
calculation
Instances
Key State Session update time created Usage
|i| 1280042 active 1204001 29.01.2013 153715 CET 29.01.201312:2317 CET 0.0021796403
JE KISTERS installuser Cluster Admin|KiAdminDomain[26.01.2013 15:37:47 CET]

Obey roughly to this rule of thumb: Install two working instances per CPU core. This means that on e.g. a quad core system you
can have up to eight calculation queues for each background process - which means in total 24, if you have a system setup
with these background processes:

= (alculation trigger
= Pending calculations
= Scheduled calculations

Click the button of the respective background process to modify the number of instances of the process.
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Haorne | TS Cluster| Laog Viewer EEEGEINER Autharisation | Preferences /(ﬂ
Application Db plugins | Groups |Tenants & ?
FITSM tenant
Tenant: hMaiDomain
Key: 118042
Type: calculation trigger marking:
Active: [yes [~]
Number: |1
Minimum free m BI-Tiz0
JSE KISTERS install user Cluster Admin[KidminDomain[29.01.2013 22:30:58 CET|
The result could look like this:
Home |TSM Cluster| Log Viewer_Authorisation | Preferences| /(ﬂ
Extra database|TSM Domains _
TSk Domain Calculation trigger | Pending calculations | Scheduled calculations | Alarm buffer | Alarm manager configuration | Daomain pmpenies|
- Key  Type  active TSMServer  Serverdd  lumber  Min.memory
@ 115042  calculstion trigger marking  yes  192.168.55.73%1 51001 1 150
Instances
Key State Session update time created Usage
) 1128042 active 8158001 30032012 11:51:44 CEST 29.03.2012 142531 CEST 977153865 [XI[X]
@ 116042 Execution of pending yes 192168.55.73%1 51001 g 150
calculstion
Instances
Key St S pateti - =
) 1129042 active B167001 30.03.2012 11:52:12 CEST 0.0 XX
) 1130042 active 8168001 30.03.2012 11:52:12 CEST 0.0 XX
) 1126042 active  TAE1001  3003201211:51:44 CEST 220320M2121415CET 2344423764 [ [X
) 1131042 active 8163001 30.03.2012 11:52:12 CEST 0o [XI[X]
7] 1132042 active 5170001 30.03.2012 11:52:13 CEST 0o [
7] 1133042 active 2171001 30.03.2012 11:52:14 CEST 0o [
7] 1134042 active 5172001 30.03.2012 11:52:14 CEST 0o [
) 1135042 active 8173001 30.03.2012 11:52:15 CEST 0.0 (|
E3) 117042 acheduled calculation yes 192 168.55.73%1 1001 1 150
processing
Instances
Key State Session update time created Usage
@ 1127042 active 7962001  30.03.201211:51:44 CEST 22.032012121415CET  1.5783763E-4 [XI[X]
Note:

= The USAGE column indicates the workload of the respective processes. If the usage is zero or close to, there is nothing to
do for the background processes (no imports running, no time series calculation necessary at the moment, etc.).

= This assumes that no other services need workload. So if e.g. a KiDSM is running on the same machine, reduce the number
of calculation triggers and pending calculation processes to e.g. six to have two more for the KiDSM.

= Of course this is only a random access. You need to investigate whether your performance gets better or weaker with
more or less calculation queues.

= Also take your import procedures into account: The more import processes you run in your system, the higher the
workload!

17.2 Optimising Your System For Memory and CPU Usage

Since KiTSM uses a Java Virtual Machine, the processes of this machine must be equipped with the highest possible memory.
Default is 768 MB but for larger KiTSM systems this value should be increased.

To set the KiTSM memory to a value which fits the system requirements of WISKI7, use as rule of thumb approximately 500
MB + 250 MB per worker/instance of a background process. So if four workers are doing their job, increase to approx. 1,500
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MB of memory - which is the maximum possible value on 32-bit operating systems. This is why we recommend 64-bit
operating systems.

Note: Avoid swap file usage! Do not forget to leave enough physical memory for your operating system!

Use this setting:

= Moveto\wi ski\services\dcserver\server_tsmil\ configuration
= QOpen (or create if it does not exist) dcser ver - cust om properti es.
Modify this entry:

vm nmenor y=1024

Do not forget to uncomment this entry if it is currently commented out.
Save the file and restart the KiTSM Controller service (either manually from the command line or through the Windows
system service) to apply this setting to your KiTSM system.

17.3 Optimising Background Processes/Queues

You can also optimise your system by reducing the workload within the pending calculation queues.

You can change multiple settings for the background processes and specify some elements for error handling in your
calculation queues.

Use the tab sequence:
TENANTS > TENANTS (select your required tenant) > KITSM TENANT: (your tenant name) > BACKGROUND PROCESSES.

Click the button to address the settings.

»

HDme|TSM CIuster|L0g Viewer BEGERE Authorisation|F'references| Xﬂ E
Application Dh plugins | Gmups|Tenants SR ERET M ERRTGETRN Tenant administration: MaiDomain| 7
KITSM tenant‘ Background processes | Background calculation | Histary migration QIERENNsil=iEE ? |
E Delayed calculation. false
E Time interval for long term retries for failed queue entrigs. 24
[ Maximurn values per calculation far packground calculation 20000
E Maximurm number of queue processing retries 30
E Scheduled time series update modes time Zone. urtc
E Scheduled time series update mode process at offset [minutes]. ]
E Pending calculation intervals should be split on creation false
E Caching of objects and data from database false
E Scheduled time series update modes enabled. true
E Edit history entries for background processes true
[&] Edit histary entries for client calls. true
Time interval for 1ong term retries for failed queue entries. 24
maximurm number of queue processing retries 30 =

Set the Pending calculations batch size under the BACKGROUND CALCULATION SETTINGS to a different value.

= This setting determines the number of queue entries that are handled by a background process at a time. Increase the
default setting of 1 (which normally is too low!) if your workers are waiting most of the time!

= Start with value 5 to 50. Valid values are from 1 to 100.

= The optimum value depends on the system load, the number of background processes and the import block size and import
frequency.
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Home | TSM Cluster|LUg Viewer BERENS

Authorisation | Preferences Kﬂ

Application Dh plugins ‘ Groups |Tenants ki tenant: MaiDomain RIEEREEnllilE = MaiDomain| 7

Froperty name Pending calculations batch size
Description Set the batch size for pending calculations - increase if the worker are waiting most of the time.
Walue range integer. 1..100

\a’alueI_:,

Save

General Information: Please check the value before saving. The software only performs basic checks.

install user Cluster Admin|KiAdminDormain|29.01.2013 22:39:54 CET

= Under the BACKGROUND CALCULATION SETTINGS you can also manipulate these settings:

= The maximum number of values per calculation (to restrict resource usage).

= The Java time zone ID for scheduled time series update modes. A list of possible values can be found in the user
preference screen.

= The offset [min] for the process at date for scheduled time series update modes (0 = next day at 0:00 with respect to
the configured time zone).

= Whether to split pending calculation intervals on creation.

= Whether to enable scheduled time series update modes.

= Writing of edit history entries for background processes.

= Writing of edit history entries for client calls.

All actions on time series are saved in a edit history. This history can be influenced by these two settings:

= Edit history entries for background processes
= Edit history entries for client calls

You can change the history logging properties and switch both settings off so no more history is maintained (set the values to
false).

HDmE|TSM Cluster| Log Viewer BEEREE Authurisatiun|F'references| /(ﬂ

Property name Edit history entries for background processes
Description Determines writing of edit history entries for background processes.
Walue range false, trus

Value [false
true

General Information: Please check the value before saving. The software only performs basic checks.

install user Cluster AdminjKiAdminDomain|29.01.2013 22:41:46 CET

Note: You can find the edit history entries also in your WISKI7 client application: all subscribed time series are logged in the
Inbox of your WISKI7 Explorer.
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-
| Tools and Analysis j Inbox (3) * [ 12 [months = umtilfzrizzoon A mE | T
J ‘Tools and Analysis j [ Inbax {3y X ‘ =
03 Standard graph groups
[ Inbox (3} Time stamp readd Time series i Diata from Diata until
— Cperati e __________
#l-(5 Operations 05.02.2012 14:00:42 Cmel 01 -Continuaus .0 ‘background-process- 01.01.1970 01:00:00 31.12.2000 23:45:01
04.02.2012 16:38:03 r cmd 01 -Caontinuous O background-process- 01.01.1970 01:00:00 31.12.2000 23:45:00
04.02.2012 16:33:40 r omd 01-Continuaus O background-process- 01.01.1970 01:00:00 31.12.2000 23:45:00
‘ | i
Refresh | Time sefies.. | Show all.. | Delete record... ‘
| KiTSh: MaiDomain / 192.168.55.73 / 7430 | j

So if you switch both settings off so no more history is maintained (by setting the values to false), the Inbox will remain
empty.

Or you can delete old history entries:

select * fromts_edithistory
del ete from TS_EDI TH STORY where TSEH DATE UTC <
to_date('2011-11-01","' YYYY-MM DD )

Note: This can at the moment only be achieved by SQL select statements. So contact us if you are interested in more
information on this issue.

Under the EXPERT SETTINGS section you can also manipulate these two settings to influence how often the system tries to
recalculate erroneous entries in the calculation queues:

= the time interval in hours to retry processing of failed entries, even if the maximum number of retries is already reached.
= the maximum number of retries to process previously failed queue entries.

HDme|TSM CIuster|L0g viewer RIEIE0E Authonsat\on|F'references| y.<in
Apnlication Dh pIugins|Gr0ups ‘Tenants R ERE R A ETIGEIN Tenant administration: MaiDDmain| 7
KITSM tenant| Background processes | Background calculation | History migration ERERERRRE il 7
Delayed calculation false
Time interval for long term retries for failed queue entries 24
Maximum walues per calculation for background calculation 20000 | |
Maximum number of queue processing retries 30
Scheduled time series update modes time zone. uTc
Scheduled time series update mode process at offset [minutes) u]
Pending calculation intervals should be split on creation false
Caching of objects and data from database. false
Scheduled time series update modes enabled true
Edit history entries for background processes true
Edit history entries for client calls. true
ime interval for long term retries for failed queue entries 24
AXImuUm number of gueue processing retries 30
[F] Status of calculated production data 4 id

Note: These expert settings control the automatic recalculation of erroneous calculation requests. You can also set back failed
gueue entries manually:

Use the tab sequence:

TENANTS > TENANTS (select your tenant) > TENANT: (your tenant) > PENDING CALCULATIONS.
Click the IE button of an entry to reset single erroneous entries.

Click the button to change state of all erroneous entries.
Click the [RESET STATE OF ERRONEOUS ENTRIES] button to set back all existing faulty entries.

Two more ways of saving workload are in your WISKI7 client system:

= Think about to configure your monthly and annual time series as virtual time series that are not calculated all the time
source time series change. So use virtual time series for those you only use occasionally.
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= Daily time series which are not editable could be configured as scheduled time series in order to calculate them only once
a day and hence reduce the workload. Note: This can at the moment only be achieved by SQL select statements. So contact
us if you are interested in more information on this issue.

© KISTERS | 2025




Using the WISKI Standard Portal

18 Using the WISKI Standard Portal

The WISKI7 Standard Portal (or simply 'Portal) has been available since WISKI7 version 7.4.7 SR14. For the best user
experience, we recommend using the latest versions of Chrome, Firefox, Safari or Edge. Our software is tested and supported
on several additional versions no older than 12 months. However, older versions may still work with limitations in animation
performance and web layout/styling. Internet Explorer 11 is supported in the latest versions released in 2017 (11.0.44). In line
with Microsoft, we no longer support earlier versions of Internet Explorer. Desktop computers should have sufficient RAM (i.e.
1 GB) and network bandwidth (i.e. = 5 Mbps). The application takes advantage of JavaScript and does not require any
additional browser extensions (plugins or add-ons).

With the release of 7.4.11 SR7, both the WISKI7 and WISKI7 Standard Portal support HTTPS. For details on how to use the
secure protocol, please refer to the section Certificate and TLS Management in WISK| 1231,

Detailed information can be found in the following subchapters:

= Portal Installation[sh

= Starting and Stopping/sh

= Portal Administration (since WISKI 7.4.11 SR7)[1s5
= Troubleshooting for the Portallsh

= Standard Applications/ie5

18.1 Portal Installation

To use the WISKI Standard Portal you need a certain set of packages. See Package selectionles for details.

Initial installation O X

Package selection

Platform: | 64 Bit -
Packages: Select Program
v|  elasticsearch ~
V|  java-bdbit
keycloak
v kidsm

v kidsm-client-64
kidsm-converters-Afll StGallen
kidsm-converters-BAFU
kidsm-converters-EFAS
kidsm-converters-Erftverband
kidsm-converters-HD OOE
kidsm-converters-Landsvirkjun
kidsm-converters-ViM

V| kigetmetrics-64bit-win
kilog-client-64bit

kircllingoptimizer

o kiscriptserver-ide-64
v|  log-processanalytics
v|  portal

python-conda-winbd

(1] python-jproc L

Description:

JCKISTERS

Cancel Previous MNext
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[ Update installation - Install WINDOWS services O >
WISKI Server
KiDSM
WISKIDataProvider ®) System Other

Cancel Previous | Mext |

After successful installation, the Admin user can add additional users via the WISKI Client (Guests role rights suffice). Existing
WISKI users can log in at the Portal as long as their permissions allow access. When using Keycloak with LDAP authentication
backend, users will be managed by the LDAP configuration selected. The WISKI Admin user can modify all permissions from
within the Portal administration later, which will only affect rights set for the Portal.

Note: After 7.4.11 SR7, the Data Viewer application will also be installed automatically with the selection of the port al
package. Since that version, installations containing the Web applications Application Metrics and Data Viewer will also need
the KiwIS and WDP packages (select the ki wi s and the wdp- wi n package in the WISKI Server Manager). It is recommended
to also install the WISKI Data Provider as a WINDOWS service™ when WDP is selected - the WISKI Server Manager will ask for
it.

*After 7.4.11 SR10, the WINDOWS service is not needed any longer. The WISKI Data Provider (WDP) will be included in the
JProcController. Please select the j pr oc package for all portal installations to make sure the WDP is installed properly.

In the Service Monitor, you will see a node called wi ski - dat a- pr ovi der after successful installation.
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E& WSM Service Monitor - X
g = || E |l
Name PID
hd WISKI Server [localhost:1099] (:I
L8 WebServer-Node-0 7764 ' @
Elasticsearch 1564 :I
wiski-data-provider 10156
» L tsmdispatcher 16212 :I
'l:ﬁ dispatcher-db
» £¥ queueserver 11176 )
» £ automation 11748 CI
> LF interactive 13112 (j
» (ﬁ scriptsenver 15988 :I
» O temi 12584 )
L8 Services-Node-0 9736 " @
L} Processhnalyticsimporter 3544 C|
¥ =5 KiD5M Server [localhost:8999] C|
L} KiDSM ConnectorServer 332 CI
L8} KiDSM Message Broker 9668 [ @
L6 KiDSM Reverse Proxy 5136 [ @
££2 KiDSM TaskManager 8536 [ @
L8} KiDSM TimeScheduler 1700 (:I
L5 KiDSM Executor 3084 | @
£¥} KiDSM TransferToals 10892 C|
(&) Dump Stacks and Heaps of every process I\___-_ ]
£ KiDSM Hearbeat Sidecar 10260 C|
'l:ﬁ KiD5SM Logforwarder 10244 C|
¥ =5 KiRollingOptimizer [localhost:7999] C|
£ KiRollingOptimizer 8288 C'
Waiting for the next refresh ... [ ]

The WISKI Data Provider (WDP) serves as an API for data retrieval from WISKI by KiWIS and for the web applications based on

it, such as the Data Viewer.

JC KISTERS

lications | Data Viewer A

Stationsiubersicht

3T

10T T™M 3

Kartd

M

Applications | Data Validation

L« Applications | Data Viewer

>4 Applications | KiDSM

[« System | Application Metrics
L2 System | Portal Administration

£ System | Process Analytics

- Userspace
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18.2 Starting and Stopping

To launch  the  Portal, double-click the [WISKI ~ PORTAL] icon as shown below or  visit
htt p: // <host name>: 7481/ appl i cati ons in your browser. For HTTPS, call
htt ps:// <host nane>: 7482/ appl i cat i ons accordingly or use the WISKI PORTAL icon to start the action script,
which will automatically detect the correct protocol and open the default browser.

[EB WISK) Server Manager - 102 - 0O ®
Fle Exti  Help
5 On | Installstion roct folder; | Cilkinters = | | | (2= | | ) |
Wizards | fctiors | Server webinterface | WISED support report
- ]
* Desktop Client -
B B 8 I g
DEMmintain WlngOptlrnm WISKI 00X ‘WESK dbadmin jPocCantroler
regEtration Conscle
* General
* KiD5M
* KiGetMetrics
Iratall WINDOWS
sCheduied tasic
¥ EiRollingOptimizer
F WISKI Development
¥ WisKl Portsl
wisk plit
To stop (or restart) the Portal web server, you can use the toggle button for [WEBSERVER-NODE-0].
Note that the Portal applications need this node to be running (technically a Tomcat server).
B e e
:u- i g I
0 On_ lestadation. mot fokdee | C3kmten B S 3 | T rr— R
|Mhhhwmmm S - - AF + = o3 A
J M nD
| p - '
i *}. ] > - £ Wetderper tioce £ L
| : :
O Hanciamcn el a
Tk il installation o e s - «
— O gyt
o Update installation A E— - o
b O mtseaton sy i
3 ﬂﬂ-hﬂ- {*L.] [
. “uwm- 118 ‘.
L 1] ] [ &
O Sarvm-hiocde 0 nazm [ 4
0 Preceniralyboieporer ko H 8
OB L e i e 9] [ 4
v [l CRzsegtpren e ot L
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Portal Administration (since WISKI 7.4.11 SR7)

The first login to the WISKI7 Standard Portal should be done with the standard WISKI7 Adm n user. This user has the role

User Adm n and can see the Por t al

General Settings

Admi n application to manage users and portal settings.

You can change the following base settings of the portal to your local preference:

/‘( F\JSTERS System | Portal Admin

Partal Sethings
)
|ﬂ Fortm artteyn
Element Description
Portal Title This is used as a string visible in the header of tab pages or when the user stores the page as a

bookmark / favourite.

Default Theme

KISTERS provides a larger set of different themes, mainly changing the color of the title bar as well
as the navigation panel on the left hand side.

Language

The Standard Portal has several out-of-the box translations. When you select your preferred
language, the portal also uses the date format which is typically used in this area.

Date Time Format

In case the language dependent data format does not fulfil your needs, you can individually select
another date format here. Please check the language dependent format before using this individual
option.

Time Zone

You may select a desired time zone for visualisation. If you leave this on DEFAULT all users will
see the information in their individual time zone setting of the browser.

Default Application

Please select the default application that each user should see at first login. For all later logins the
user will see the application he has used when he logged out the last time.

Application Selector | The application selector is the drop down list which appears when you click on the application title
Style in the title bar (to the right of the KISTERS |0g0).
Logo Title The logo title is the fly-over text appearing when you move with your mouse over the KISTERS

logo at the top left.

User Settings

The Portal Admin application provides the main user management system in the WISKI7 Standard Portal.
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= When you want to create a new user, you need to create and configure them in WISKI7 first.
Once a user has logged in at the portal (needed for registration), he/she will appear in the portal’s user list like depicted

below.
S KISTERS  system | portal admin v g ddni 5
: Users i ___f-” [+
| -:;,;'1 Lsers iz
& Ponai Serting = Useriiame Email LisrRches Craation Tims it Timap Options:
E‘ Ay it 3 020 M

= Double-click on a user entry to manage the main user settings.
Note: The WISKI7 Standard Portal provides all major applications as roles. So you can easily maintain which user has
access to which application.

= C(lick the [SAVE] button in the lower right corner to save your changes.

/( KISTERS System | Portal Admin v

$ primin -

I imh Users

B Portal Setongs Eole name Description
b (e e s Adfenin Ry
o o L] W B R

o R D i3 B

o Wkl ¥ e B
o+ Protesslnalyiic Process Aralytics User Robe
o e Lis Lisar R
o X HICAEAY Uier Pl

10 2000 KISTERS AG | All rights reserved Al Bme ttamps in tirme fone EuropaBarkin

18.4  Troubleshooting for the Portal

The following checklist might help to get Keycloak running with the WISKI7 Standard Portal:

Versions with HTTP (before 04-2020, until 7.4.11 SR6)

= Check if the PortalAdmin user exists in the portal-related database table (\WP_WrDI ST_USER).

= |f not, run DB mai nt enance. exe and make sure the PortalAdmin gets the correct password for initialisation.

= Check if you can log in as that user in the WISKI client.

= Make sure the webport al . properti es file matches the client settings (Client ID and encrypted Client Secret).

= Make sure that the LDAP settings are correct. Test with the buttons under USER FEDERATION > ACTIVE DIRECTORY, see
screenshot below.
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I8 w7 _Ranorex-11 B < o2 B o7 poral |

< C @ Nichtsicher | kn-cjonas2 kisters.de:7414/auth/admin/master/console/#/realms/kisters-water-default/user-storage/providers/dap/53f172 dd-c130-4265-8ed2-ach8e3fcffb
1

KISTERS WATER LDAP &

Settings Mappers

Required Settings

Provider ID 53f172dd-c130-4265-Bed2-achBedToif
PREPRN o |
&  User Federation )
Console Display Name & KISTERS WATER LDAP
Authentication
Priority @ 0

mporcuseso [0

Edit Mode @ v

Sync Registrations & OFF

* Username LDAP attribute @ | santaccountiame  Short name, e.g. mdros.son[

*RDN LDAP attribute @
* UUID LDAP attribute @ opjectGUID

* User Object Classes @ person, organizationalPerson, user

* Connection URL @
*Users DN @
* Authentication Type @ v
*Bind DN @
*Bind Credential @ [ sossvanes CN's Windows (I) Pagsword Fest authenticatios,

Custom User LDAP Filter @

Search Scope @ One Level v

= Check the MAPPERS settings if you cannot log in with short name, try with mail / e-mail login, i.e. your LDAP credentials.

= |f users are displayed in the WISKI client with their IDs instead of their user names, check if the mappings are set correctly
in your Keycloak configuration (see description how to configure user federation mappers in Configuring Keycloak for
LDAP User Department Attributel 1sh).

= Check these logs for errors:
= \wi skil\services\tontat\nodeO\l ogs\ WebPortal .l og,
= \wi ski\services\keycl oak\ dat a\ | og\ keycl oak. | og.

= |f specific users do not have permissions on a fresh installation, check if the portal has been initialised properly. The
PortalAdmin must be the first to login, then the other (LDAP) users will have permissions. Permission import settings can
be checked in \'wi ski\services\tontat\ nodeO\ webapps\ Ki WebPor t al \ WVEB-
I NF\ conf\ per ml nmport\ perm nport.json.

Versions with HTTPS (since April 2020, 7.4.11 SR7)

As a temporary workaround, for 7.4.11 SR7 and later, you need to perform a manual reconfiguration when using the portal
and Keycloak after a WISKI7 update.

= Make sure that all nodes are running in the WSM Service Monitor, especially the WebServer-Node-0.
= Reconfigure Keycloak by fixing the redirecl URIs (HTTPS on port 7482)
= Visit https://<canoni cal _host nane>: 7415 and start the administration console. Log in with the username
keycl oak and the default password 12year s.
= Navigate via Clients and Client ID 55bc5d58- 4aab- 472c- a8¢8- 16cd880a4f 43 (for the Web Portal) to the
SETTINGS tab.
= Modify all valid redirect URIs with ht t ps: the port 8843 is obsolete, replace it by port 7482.
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@IKEYCL 2 reoosc -

Settings ~ Credentials  Roles  ClientScopes® ~ Mapper{@  Scope®  Revocation  Sessions®  OffineAccess®  Clustering  Installation @

5bc5d58-4aab-472c-a8¢8-1 6(d88034f43] w

ClientID® 550c5d584aab-472c-38¢8-16c0880a4F43 Q

Name © Web Porcal
Description ©

S o |

Consent Required © oFF

Login Theme ©

Access Type © confidentiat

standard Flow enabled 0 [
o

Implicit Flow Enabled ©

-
weso B

ts Enabled ©

Authorization Enabled © OFF

Root URL©

o * Valid Redirect URls ©

= Scroll down and save your settings.

= Run the portal installer script again with the following call from the folder \ wi ski \ servi ces\portal \installer
(using cnd):
Note: You must have the correct PortalAdmin password. Replace the XXX in the following command with this password.

..\..\java\bin\java -jar portal-client-installer-standal one.jar --
passwor d=XXX - - keycl oak=true --adm nuser nane=Adm n - -
adm npasswor d=12years --excl udeRol es=Dashboard

= You can add the flag - - ver bose=t r ue for debugging purpose and with - - excl udeRol es you can add a comma-
separated list of apps you do not want to be seen in the Portal.
= All users registered in the LDAP service can now log with their short name or e-mail address and their private password.

Versions with Data Validation (7.4.11 SR8 and higher)

Note: When using WISKI 7.4.11 SR9 the first step can be skipped.

= Check if the TimeSeriesBuffer is turned OFF in the service registry, which indicates that
= the registration was not done correctly and
= tasks in DV do not work properly (you won't see any results after launching tasks).
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A KISTERS OpeniD Connect Server X |} Keycloak Admin Cansole. X [@ eureks x 4+ = X

& C A Notsecure | vm-w7-portal.kisters.de:7421/serviceregistry/ * 0 =0 8

, Data center: Dispatcher
Current time: 2020-06-17T11:09:10 +0200, Uptime: 16:19

Lease expiration enabled: true, Renews threshold: 40, Renews (last min): 164

[l Last 1000 since startup

DS Replicas: ym-w7-portal kisters.de |

Instances currently registered with Eureka

Application AMIs Availability Zones Status
Search Application [Search AMIs | [Search Availability Zones | [Search Status |

DE.KISTERS.TIMESERIES BUFFER nfa (1), ) DOWN (1) - vmwlzmtal kisters de7469(0,

DE.KISTERS.TIME SERIES.VALIDATION nfa (1 1), M- de: 0,

) (
DE.KISTERS.TIME SERIE S.VALIDATION.REPOSITORY nfa (1), . ( ters.de:8480|0,
DE.KISTERS.TIME SERIES.VALIDATION.RULES.IMPLEMENTATION n/a (1), . - rtal kisters.de:7469|0,
DE.KISTERS.WATER.AUTH.OPENIDCONNECT nfa (1), (1), m- rtal kisters de:7414|7415,
DE.KISTERS. WATER.DATABASE.ELASTICSEARCH nfa (1) 0] (1) - ym-wT-portal isters de:920010.
DE.KISTERS. WATER EXECUTIONQUEUE wa (1), 0] - tal isters de/848010.
DE.KISTERS WATER KIWIS wa (1), 0) - rtal isters de:0I7482.
DE.KISTERS.WATER.OPERATIONS.RESTFUL nfa (1), [} (1) - rtal kisters.de:7469|0,
DE.KISTERS.WATER.PORTAL nfa (1), . ( rtal kisters.de:7481|7482,
DE.KISTERS.WATER.PUBLISHER nfa (1), (1) (1) - ym-w7-portal kisters de:7469|0,
DE.KISTERS.WATER REPORTIMPLEMENTATION wa (1), 0] - tal Kisters. de 746910,
DE.KISTERS. WATER.TIMESERIE S.ALGORITHMS.SOURCE a (1) [0) - rtal isters de 746910,
UP (7) -y T 7408 ymeT-
e
DE.KISTERS WATERWISKLHTTP nfa (1) m portl kisters de
otia ki
portal kisters de
DE.KISTERS. WATER WISKLHTTP.STATIC na (1), 0] uP (1) rtal isters de 748017479
DE.KISTERS.WATER.WISKI.METADATA.EXPORT nfa (1), . UP (1 rtal kisters.de:7480|7479,
DE.KISTERS.WATER.WISKI.METADATA.ODATA nfa (1), [} UP (1) - rtal kisters.de:7480|7479,
DE.KISTERS.WATER.WISKI.RESTAPI nfa (1), . UP (1 rtal kisters. de:7406|7408,
DE.KISTERS.WATER WORKFLOWENGINE nfa (1), ) OB ) M ekt n
Application AMIs Availability Zones Status
General Info
Name Value E
environment standalone ki
num-of-cpus 4
vm-wT-portal isters 427468 . -

= For recent updates, you can quickly check the OIDC settings against the file wi ski \ servi ces\ wat er - pyt hon-
conponent s\ bi n\. confi gurati on\. openi dconnect - Ti meSeri es Buffer:

= To login at the Admin Console (OIDC settings), see 2.a below

= C(reate a new client for the TimeSeriesBuffer.

= Login at the Keycloak admin console <host nanme>: 7415 with user name keycl oak and password 12years.

= Add your hostname temporarily to Trusted Hosts.
= Use the interface REALM SETTINGS > KISTERS WATER DEFAULT > CLIENT REGISTRATION > CLIENT REGISTRATION

POLICIES > TRUSTED HOSTS > EDIT

CPAKEYC
ers-water-default Kisters-water-default &
General  Login  Keys  Email  The Cache  Tokens  Client Registration  Security Defenses
nitial Access Tokens  Client Registration Polic
Realm Set T
Anonymous Access Policies @
Add provider. ~
Policy Name Provider ID Actions
Allowed Protacol Mappe allowed-protocolmappers Delete
Delece
Delece
Delece
Delete
Delece
Authenticated Access Policies @
import
Add provider ~
Policy Name Provider ID Actions
allowed-clienc- Delece
allowed-protocolmappers Delece
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= Restart the Water-Python-Components node in the WISKI Service Monitor.
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WSM Service Monitor — O >
2] +]=) (2 ] :
| Name PID )
| ¥ E8 WISKI Server [localhost: 1099] " @)
| ﬂg WebServer-Node-0 (/‘. __
j L8 Keycloak (—_j L

L8, elasticsearch 2905 (;l
LF; timeseries-validation 11676 (/I
» ¥ tsmdispatcher 15006 ()
{f: dispatcher-db E
1 » & queusserver 3684 (j 3
1 * & automation 0206 (;. -
b L8 interactive 6276 CI
> L scriptserver 15840 @«
> L tsmi 20036 @«
- LF; Services-Node-0 14220 (/I I
| L8 ProcesshnalyticsImporter 12232 ()
{f: Water-Python-Components 17684 IL___):-
{1‘3 Workflow Engine 13548 (j
¥ E5 KiDSM Server [localhost8999] " @]
L85 KiDSM ConnectorServer 1348 (;. L
! £¥; KiDSM Message Broker 37 (/‘. i
f L8, KiDSM Reverse Proxy 16816 () e
L8 KiDSM TaskManager 20064 (;l
Refreshing service list ...

= |f the Water-Python-Components node is running again, check whether the registration was successful.
= Find the correct client ID (e.g. with Chrome debugger).
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€ Devioots | = |
ol e Geee T e e e Garn
® O |V Q| OPresevelog B Disable ca Online v | # ¥
Fil O Hide data URLs (1] XHR JS CSS Img Media Font Doc WS Manifest Other [(J Has blocked cookies [J Blocked Requests
| 100ms s 200ms 20ms
Name X Headers Preview Response Initistor Timing Cookies
[ token v [{3d: "80094593-3C5C-47b3-ad39-F67aB6047160", Clientld: "lead214d-122-4D7d-9676-0e32c00I5C60",
vesns »G: {id: "36694593-3cSc-4Fb9-ad39-767a8604716d", clientld: "1ead214d-122c-4bFd-9676-be92cOO35CER
= . »1: {ia: "33520762-2400-4b , clientls 7
istec watederatt »2: {ia: "20704940-1617-4473 , Clientlg
(] clients fist=08umanx=20isearc »3: far "9ataess ClientIa 2d30-a a
va: {ig: "37748270-6078-4007-5e92 -cbAab13COBCR", CLientld: "a77E2FO-G675-407-9e92-Ch4ab13cOBCD
baccess: {view: true, configure: true, manage: true}
alwaysDisplayInConsole: false
ributes: {}
authenticationlonsindingOverrides: {3
beareronly: false
ClientId: "a77£5270-6075-4007-9e92-cbdabl3c0BC
» defaultClientScopes b-origins®, “role_list", "profile”, “roles”, "email"]

directAccessGrantsEnabled: true

, "phone”, "offline_access

microprofile-jut"]

name: "Client ID
10", protoco:
“true”, access. token.clain:

protocol
"openid-connect”,
wtruem ]

‘openid-connect:

1-96¢1-30be60bbeces’, name: "Client
{user.session.note: "clientld”, id.token.clain:

ve: (ia: "ba
» config:

false
5-6706-4041-9621-39be69bbecee”

P = t
»1: {ig: "G55809bF-24cE-4130-0564-7=2al13713" , name:
57-2457-4225-b9ca -60Ba343e3070" , name

lient Host", protocol: "openid-connec
Jient IP Address”, protocol:

redirectUris: [1
serviceAccountsEnabled: true
standardf
surrogateAutnRequired: false

webOrigins: [

070773 C5aF -4965- D477 -205210<55E5C” ,
76465042 b26e -4d6a- 2745 -e5b7ac2244bC"
"325cEdbe - 2dae-4533-227F - 7c51274043e8",

clientld: a
Clientla:
clientld:

»8: {ig: "f749eFF6-bbo0-400f-9042-10F2a2ac4cse”, clientld: G4-4350-9403-07 26561920127,
»9: {id: "ca930771-2658-4215-0055 -7a675Fe001a0" , clientld: “broker”, name: "S{client broker}”,.}
»10: (id: "1 -£480-4022-b57¢-(bb00802GECT ", Clientld: "realn-mansgement”,.}

»11: {id: "09202616-051e-46e9-0a60-62030c2e9052 ", Clientld: "security-acmin-console”,.}

Arequests | 342 B transferred | 33.9 k8 resource

00 ms

oms

1130
Mittwoch
17.06200

Verify that the name of the client is registered as Ti neSer i es Buf f er in Keycloak management.

FAKEYCI

ater-default

Client 1D

Name

Description

Enabled

tication
Consent Required

Consent Screen

Login Theme

Client Protocel w
Adcess Type @ -
Standard Flow Enabled
Export
oFF
Orec AecessGroms Eravied o [
PRVIRRA ST . |
Authorization Enabled OFF
ot URL
Valid Redirect URIs. +
b Ori +
] R " 5 @ * & N 4 i

Now you can remove your hostname from the Trusted hosts.
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MIKEYC & Keyoo:

Trusted Hasts

Trusted Hosts @

0 TP
Waet®  [Tremdtions
Prodder® [

e e Fpormimen o | B

Host Sending Client Registration
Request Must Match ©

Chient URls Must Match ©

g R w8 @ e v 4 ow ~ | s -]
= Modify the Settings for the newly created client.
= Disable Consent Required and Standard Flow.
- 1} ~
A77f82f0-6b78-4007-9€92-cb4ab13c08c0
. Settings ~ Credentials  Roles Client Scopes. Mappers Scope Revocation Sessions Offline Access Clustering  Installation Service Account Roles
©ze Client 1D a77f82f0-6b78-4007-9e92-cb4ab13c08c0
Client
Identity Prov Deseription
User Feder: Enabled m
Authenticatior —
Login Theme-
s N
Client Protocol openid-connect v
AccessType confdenaa
Events Standard Flow Enabled OFF
e Implicit Flow Enabled oFF
Direct Access Grams nabiea© [0
Service Accoumsnabled [l
Authorization Enabled OFF
‘Admin URL
Web Origins + =

WAKEYCL

water-default

Import

=

¥ Keycloak Admi.

©KISTERS |

Clients > a7782f0-6678-4007-0e92-ch4ab13<08c0

A77182f0-6b78-4007-9€92-cb4ab13c08c0 &

Settings  Credentials

a77f82f0-6b78-4007-9e92-cb4ab13c08c0 Scope Mappings

Full Scope Allowed

Realm Roles

Client Roles

Roles

> Fine Grain OpenlD Connect Configuration v

WA e®de b e 1723 [

Client Scopes Mappers Scope Revocation  Sessions Offline Access Clustering  Installation Service Account Roles

Available Roles Assigned Roles Effective Roles
offline_access

uma_authorization

« Remove selected
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= Add the client to the WISKI database (User Administration).
= Get the correct UUID by performing the following steps.
= Use the interface CLIENTS > SESSION > SHOW SESSIONS

IKEYCL

Clients

S7718260-6678-4007
Kisters-water-default

A77f82f0-6b78-4007-9e92-cb4ab13c08c0 &

Rl Settings Settings  Credentials  Roles  Client Scopes Mappers@®  Scope®  Revocation | Sessions Offline Access Clustering  Installation Service Account Roles

© dients Active Sessions

User From IP Session Start

= Select the service account from the user list.

AT77f82f0-6b

Offline Access @ Clustering  Installation @ Service Account Rales @

Seftings  Credential Roles  ClientScopes®  Mappers@  Scope®  Revocation  Sessiens @
Active S
Show Sesslons
User Fram 1P Session Start
0 19216854175 Jun 17, 2020 5:2357 PN

= Copy the ID to your clipboard.

Jsars  service-sccaun: aT7E20-6078-4007-2e80 cbdeb! 320820

Service-account-a7 7821

Details  Attributes  Cred

Last Name
PR—— - |
Requires User

» Nnanih Cann, wanatihilitg Mardss 6

= Add the client to the list of users in your WISKI user administration.
Note: User is the ID from your clip. Grant the user administrator rights.
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Fad User administration — m} X

WISKI objects  Roles  User

User Database user ~ Long name Valid from valid to Locked Departme
1 Admin gawiskiadm Admin 01,01,1950 Mo
2 Guest gawiskiadm Guest 01.01. 1350 Yes
3 PortalAdmin gawiskiadm Portal admin 01.01. 1350 Mo
4Power_User gawiskiadm Power user 01.01. 1350 Yes
5 SystemUser gawiskiadm System user 01.01.1950 Yes

User a

8 c0dc1bf5-12f1-4203-86cf-639b2bf07e92 qawiskiadm 16.06.2020 Mo

9 22bc2143-0621-47d9-a921-a 1cba7e 292f1 qawiskiadm 16.06.2020 Mo

| K8

>
EENE

| Cancel | | Help |

= The time series buffer should be running. After starting tasks the result should be visible in the interface of the web

/( KI STERS Applications | Data Validation v
£ Configuration v A Resuls v
BB ByTasks
Results By Tasks & U] Q
A1 By Entities
Latest Results
Name Description Last Execution View Period Good Doubtful Fail ‘Options
simpleT 1 17/06/2020 17:36:35 17/06/2019 17:36:35 — 17/06/2020 17:36:35 _ @ = o

18.5 Standard Applications

Currently, Application Metrics and Process Analytics are available within the standard WISKI7 version (since 7.4.7 SR14).

From WISKI 7.4.11 SR7 on, the basic version of the Data Viewer is included in each portal installation. With a licence, the
KiDSM web client can be integrated in the Standard Portal since SR5.

Detailed information can be found in the next subchapters:

= Application Metricsl o8
»  Process Analyticslieh

= Data Viewerl1o®

= KiDSM/[20b1

= TS Data Validationlzod

18.5.1  Application Metrics

Core functionality

The Portal application Application Metrics is part of the WISKI Standard Portal. It is based on the ki get metri cs-w n- 64
package, which can be selected upon installation or update using the WSM (package selection portal and
ki get netrics-64-bit-wi n). As one of the WISKI viewer applications, it mainly offers a web-based visualisation of the
status of import log files and system performance.

See the separate user documentation for Application Metrics that is shipped with the package port al when being selected in
the WISKI Server Manager or can be separately obtained at KISTERS. It is also available as PDF file within the application itself
in the HELP tab.

Features

Application Metrics comes with two default views and a help tab:
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View

Metrics Overview This view provides information on metrics considering time series marked as invalid,
pending calculations and imports done in the past hour. Each view can be customized
and maximized. A preselection helps to set time periods of interest.

Metrics List In the METRICS LIST view, specific information about locations, parameters, time
ranges and time series paths are shown to make a detailed selection. After choosing
metrics time series, a graph view can be displayed to show the selected time series in
one graph or in a matrix to compare the data.

Help Will show the user manual as an integrated PDF file.

See the separate user documentation for Application Metrics that is shipped with the package por t al when being selected in
the WISKI Server Manager or can be separately obtained at KISTERS.

Installation and configuration

The configuration is based on KiGetMetrics. The WSM will take care of a default configuration on Windows systems. A
scheduled job should be selected, too. On Linux systems, a Cron job can be installed.

Troubleshooting

Issue Solution

Metrics cannot be viewed in|® Checkif the package KiGetMetrics has been installed and a minutely scheduled job

et ; is runnning the file

Application Metrics. <your W SKI _version>/tool s/kigetmetrics/Ki GetMetrics. ba
t in the WISKI7 installation’s folder.

= (Check if the database connections, targets and metrics have been configured
correctly in
<your _versi on>\tool s\ ki getmetrics\config\Ki Get Metrics.x
m .

= (Check if the scheduled task is running correctly (see next section).

= Check if the exchange database temporarily holds any data (for MSSQL: [ dbo] .
[ app_netri cexchange]; should have values until WISKI7 imports them).

= Examine the log file
(<your _versi on>\tool s\ ki getmetrics\| ogs\Ki Get Metrics. | og
) to make sure KiGetMetrics is writing values.

= Restart the server after performing modifications to relevant parts of the
software.

The scheduled task is not running | Uncheck the power setting START THE TASK ONLY IF THE COMPUTER IS ON AC
(Error message: “The operator or | POWER:

administrator has refused the
request Ox800710EQ.").
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Issue Solution

@ KiGethetrics Properties (Local Computer) x - o X

jger, determine whether the task should run. The task will not

Nexthin | | Actions

10 minutes d 20/037; | | Task Scheduler Librany =

dor modified B Create Basic Task..,
2603
2009
2609

1 hour

Import Tas

[ Display All Running Tasks
oy, 26/0 | | 7] Disable All Tasks History
30/09:
20709/
i ¥

Any connection

When runnin the task, use the following user accounts

he task will anly have access ta lacal resources

Run with highest privileges

18.5.2 Process Analytics

Core functionality

As a successor to the former KiLogViewer, the KISTERS Process Analytics tool aims towards providing a good overview of
system logs running on different systems. Currently, that comprises KilOSys, KiRollingOptimizer, KiDSM as well as SODA. With
the new application, messages across these four components - whether they are warnings, success or error messages - can be
checked at a quick glimpse within one app. Designed as a scalable web application, future components can be added according
to the customer's needs.

The application itself can be reached through the WISKI Standard Portal (also known as Web Portal), the URL to call within
your favourite browser is http://<server_i p>. ki sters. de: 7481/ appl i cati ons/ #pca/ overvi ew. With
HTTPS, you would use port 7482 by default. Alternatively, it can be accessed via the WSM by clicking on the WISKI Portal icon
in the ACTIONS tab and switching to the application after login in your default browser.

See the separate user documentation for Process Analytics that is shipped with the package port al when being selected in
the WISKI Server Manager or can be separately obtained at KISTERS. It is also available as PDF file within the application itself
in the HELP tab.

Features

Process Analytics comes with these default views:

View

Overview Provides the log overview comprising four components, i.e. SODA, KiRollingOptimizer,
KiDSM and KilOSys. Further systems can be added in future, according to customer's
needs. A process chain will provide information about the components involved, e.g.
to keep track of which import has yielded an error. Users thus no longer have to find
and check single log files across their file system.

Messages This view lists all the messages across components. Filters are available to narrow
down your search. For performance reasons and to keep an overview, the list of
messages is restricted to 5000 rows - use the filters to display only what you need.
Amongst others, use cases might be detecting log messages like TIME SERIES NOT
FOUND or issues when exchange numbers could not be processed adequately.

Daily Overview To quickly see what happened on a selected day, the user will switch to this view. The
full day is shown in a clickable ribbon with the number of messages written each
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View
hour. For a customised view, individual columns with information about the day’'s
processes can be displayed or hidden.

Help Will show the user manual as an integrated PDF file.

Installation and Configuration

In order to get Process Analytics running, you must install three packages: WISKI Standard Portal, the Elasticsearch Module (for
the No-SQL database) and the Process-Analytics Importer. Select the additional packages (port al , el asti csearch, | og-
processanal yti cs) when installing or updating via the WSM, which will automatically install and configure your system
properly. The application can be stopped or started conveniently using the Service Monitor of the WSM or the JProcController
Console individually, which will not close any other services or applications. Remember that the Process Analytics Importer
always needs the Elasticsearch database.

For advanced users, the tool can be managed via CLI, too. With a Kibana installation, advanced users can also access the
Elasticsearch database itself.

Main configuration files are:

.Wi ski\services\processanal yti cs\conf\ProcessAnal ytics. xm

.Wi ski\services\processanal yti cs\conf\processanal yti cs-custom ymni

The maximum memory can be set (from importer version 1.8.0 / 7.4.11 SR15) as follows:

= Edit the file .wi ski \ servi ces\ processanal yti cs\conf\jvm options

= Adjust the - Xns and - Xnx entries to the desired values. The examples in the file give some hints which values might
make sense, for normal systems the default 1 GB should be fine.
Note: If the WISKI server is running, the ProcessAnalyticsimporter node must be restarted to use the new settings.

Troubleshooting

Issue Solution

If you do not see any data in the | = Check if the Process Analytics importer is really running. Its node should have a PID
WISKI Standard Portal viewer, ... in the Service Monitor of the WSM as well as in the JProcController console. If it is
not running, you can restart it manually by activating the node or with the batch
script i mporter_start. bat found in

wi ski/ servi ces/ processanal yti cs.

= Check if the i mporter _status. bat yields “OK" status for all instances. If not,
try restarting as described above. This file will also show the PID, which can be
killed via CLI, too.

If you lack information on| = Check if you have registered the corresponding service and it is not black-listed in
components / processes in your| your ProcessAnal ytics. xm file:
Process Analytics Viewer, ...
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Issue Solution

File Edit Search View Encoding Language Settings Tools Macre Rum  TedFX Plugine Window
cDHERGE| I FHER| deciag| @2 BE|IT1EE2ER

Eiwehxﬂ#;mﬂuﬁu(3]‘ipummundﬂtscuﬁuﬂ¥ﬂl3 EjPthuAﬂdﬂk:nﬂEﬂ|Eiwdxm¢d;mmuﬂha£3|Ei“th
£%2xml wer=ion="1.0" encoding="UOTF-8"2>

E(P:acesskﬂaly:ics>

<Service idencifier="EiDSM">
<KistersType>KiDSM</KisteraType>
<Path>»../f..f/kidsm/logs</Path>
<BlackList></BlackLisc>
<Configuration>..f.. /kidsm/conf/Anto-custom.xml</Configuration>
</Service>
[ <Service idencifier="KiRolling">
<HKistersType>RiRolling</HisteraType>
<Fath>../../kirollingoptimizer/logs/filerelationlog</Fath>
<BlackList></BlackLisc>
<Configuraction></Configuration>
</Service>
BH <Service idencifier="REIIOSYS">
<BistersType>Ril0Sys</HisteraType>
<Path>../f../doserver/logs</Fath>
<BlackList></BlackListc>
<Configuracion></Configuration>
</fService>
=] <Service identifier="FIIOSYS 2%>
<HistersType>Ril0Sys</HisterasType>
<Fath>C:\kisters\WISKI_versions\W747_7_SNPA\documents\data</Fath>
<BlackList></BlackLisc>
<Configuracion></Configuration>
= <fZervices
“</Processhnalycics>

CR T T SO L

wom
|

=

[

[ e =
WD B0 =] o Ln b L ROk

=

PR M OR OB RORY R M
TR S T S T

¥ =

= The Process Analytics Importer will run as a j ava. exe process traceable in the
Windows Task Manager - showing the details with the command line will show the
importer process, which can be killed from here, too.

= For further troubleshooting, check the log file located at: ...
wi ski / servi ces/ processanal ytics/ processanal ytics_inporte
r. bat.

18.5.3 Data Viewer

Core functionality

The basic Data Viewer is a new application which is shipped with the WISKI7 Standard Portal from WISKI 7.4.11 SR7 onwards.
The Data Viewer is included in the standard package of the WISKI Server Manager and is automatically installed when the
package portal is selected and does not require complex configurations in WISKI or the Data Viewer itself. It shows WISKI
content in a web GUI with read-only access and requires access to WISKI to display your stations and corresponding time
series in real time. In addition to real-time data, you also have access to historical data.

This free version provides you a standard viewer. It is a basic version of the more complex Water Data Viewer. The Water
Data Viewer can be configured specifically to your needs and requirements. In case you look for a highly configurable internal
web page, please contact your KISTERS project representative for more information about our products.

Features

The Data Viewer shows WISKI content for readonly access and presents users with these particular benefits:

= Mapping using background maps from ESRI ArcGIS Online

= Enhanced time series graphing with interactive graphs

= Download features for data in XLSX, CSV other formats such as WaterML2

= |nteractive selection of time series from various stations for graphing and for downloads

= Station overview either as map layer over a map or in a configurable list

= Searching and filtering: within the station overview; stations can be filtered according to station metadata fields or with a
full text search
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Installation and Configuration

To install the Data Viewer, select the PORTAL package in the WISKI Server Manager. KIWIS and WDP are required as well
(select the packages ki wi s and wdp-wi n in the WISKI Server Manager wizard dialog).

Troubleshooting

Issue Solution

If you do not see any location | Make sure that the global coordinate columns in your station location tab is filled.
markers in your map (@ white map | Check your WISKI stations, they must contain position information, too. You can use
area), ... this web page to obtain or transform appropriate coordinates for your area:
Coordinate Systems Worldwide. WISKI7 uses WGS84 with EPSG:4326 as global SRS
(spatial reference system).

See the comprehensive information in the WISKI TCA client user guide or online help
under "General Concepts" > "Maps and Spatial Referencing".

18.5.4 KiDSM

Core functionality

Since WISKI 7.4.11 SR7, the former RCP client is no longer shipped. Users must use the KiDSM application which is integrated
in the Standard Portal.

KiDSM automates many different steps in your daily work with KISTERS programs. Use the program e.g. for automatic basic
data and time series import and export, for data forwarding in the Power context and for automatic report generation in all
KISTERS programs. You can monitor files and locations (directories), convert files, download data from web or FTP sites, trigger
alarms and much more. All these operations can be started immediately or according to a schedule.

Features

Dashboard: most important information at first sight

Configuration Overview: configuring tasks, locations and jobs to get started

Tasks Overview: the current status of all your tasks (progress, valid from/until, last execution)
Jobs Overview: the current status of all your jobs (activity, progress, locations)

Key Management: managing keys (e.g. tls-rest-key pairs)

Process Overview: the current status of all your processes (retries, latency and more)

Jobs Statistics: statistical overview with execution, transmission, file detection, successful or failed state information
Notification View: configuration of notification and receivers

Clean-Up View: to schedule the deletion of log files and clean up KISTERS components

Import Configuration: for xml-based import configurations

Export Configuration: for xml-based export configurations

Job Diagram: a visualisation of components being involved in jobs, tasks and groups

Installation and Configuration

For WISKI versions 7.4.11. SR5 and SR6, refer to the troubleshooting section below. Since the release of WISKI 7.4.11 SR7, by
default, only the WISKI Admin user (with the role User Adm n) can see the integrated KiDSM client. The Admin user can
assign permissions to each user who is to have access to this application (see Portal Administrationls5, "User settings"
section).
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Troubleshooting

Issue Solution

For versions 7.4.11 SR5 and SR6,
the permissions must be modified
manually. The following steps
describe how to proceed in detail.

see below

Log in at the WISKI Standard Portal with user Por t al Adm n and select the application PORTAL ADMIN.

Check the portal object permission groups:

/( KISTERS Admin | Portal Admin v

PortalAdmin ~

< Portal Object Besl
383 Benutzer Portal Objekte Berechtigungsgruppen EX;"M
e
A Lsers & Roles ~Key Beschreibung Erstellungsdatum Anderungsdatum Optionen
i senuuerrolien PO KIDSM KIDSM Permissions 20122019 16:48 20122019 16:48 goa
P &Rol : E 3
3 ermission oles PO Metrics Metrics Portal Object Permissions 05.11.2018 1118 05.11.2018 11:18 E/f @
@ Berechtisungen “ PO ProcessAnalytics ProcessAnalytics Portal Object Permissions 05.11.2018 11:18 05.11.2018 11:18 Z0n
Funkti I -
’ unktionale PO SystemAdmin All Portal Object Permissions 05.11.2018 1118 28.10.2019 14:30 Dj @ @
| 53 Portal Objekte PO Wiski User Wiski User Portal Object Permissions 05.11.2018 11:18 05.11.2018 11:18 T 0o
S Datenquellen
& Applikationen
Create the portal object Ki DSMwith the description Ki DSM Per mi ssi ons if it does not exist:
Portal Object o s
Zurs PO KiDSM
Portal Objekt Berechtigungen Q
Typ Name Level
APPLICATION Portal Admin - . E— o =
(G Lesen | Schreiben | Loschen
APPLICATION Userspace - ccon | Schre
[GUYW Lesen | schreiben | Loscher
APPLICATION Application Metrics e S
Keine Lesen Schreiben Loschen
APPLICATION KiDSM
Lesen
APPLICATION Process Analytics esen | Schrelben | Laschen

& Erstellen

Check the user roles:
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Issue Solution

KlSTERS Admin | Portal Admin v & Fortaadmin +

< & =0
8% Users
283 Users & Roles
& Roles _ Permission groups Defauic [ Role Level | 8 . Q
& Permissions A | Mewics Active  Key Type Description Created Edited Options
- Frocessanaiis portal-dlientuserspace.all FPG all permissions 05/16/2013 G:01 AM 05/1672013 S:01 AM % @ B
. oo Syszmagmin portal-client-admin. menu.userAdmin FRG Edit only users 05/16/2018 8:01 &M 05/16/2015 8:01 &M Z @
% Portal Object
F systzmagmin FPG All Functional Permissions 05/16/2019 2:01 AM 05/16/2019 2:01 AN
[ = e WiskiUser ¥ & @
portal-dlientcore.al FPG all permissions 05/16/2013 S:01 AM 05/1672013 S:01 AM
o sppicatins g @
F Contentianager FRG Content Management Functional 05/16/2018 8:01 &M 05/16/2015 8:01 &M >
Il Packages Permissions g e
portal-client-admin.menu.all FPG Edit everything 05/16/2013 S:01 AM 05/1672013 S:01 AM
& Ponal sentings @ @
F Dasnooards FFG Dashicard Functonal Permissions 05/16/2018 2:01 &M 05/16/2018 2:01 &M
Weblogs @ @
F Pracessanalytics FPG Processanaiytics Funcranal Parmissians  05/16/2012 8:01 A 05/16/2019 2:01 AN 2 ©
Information
Fwiski User FPG Wisii User Functional Permissions 05/16/2013 S:01 AM 05/1672013 S:01 AM % @
BB widget Class
PO Processanalytics POFG Processanalytics Fortal Object 05/16/2018 2:01 &M 05/16/2018 2:01 &M 7 @
o Announcement Permissions
PO SysizmAdmin POPG All Portal Object Permissions 05/16/2013 8:01 AM 121772012 11:15 AW 2 @
) PO KIDSH POFG KIDSM Fermissions 12202018 5:23 FM 12202018 5:24 FM Z @
PO Wiski User POPG Wisk User Portal Qsject Permissions 05/16/2019 2:01 AN 05/16/2019 2:01 AN 2 @
PO Metrics POPG Mevics Portal Gbject Permissions 05/16/2013 8:01 AM 05/1672013 8:01 AW % @
B save
« »

Create the user role Ki DSMwith the description Ki DSM User Rol e, if it does not exist.

« Name Description Role Level Is Default

ContenthManager Content Manager Role 7

KiDSM User Role

Metrics Metrics User Role 1] o
ProcessAnalytics Process Analytics User Role 0 °
Systemadmin System Administratar Role 11

WiskiUser Wiski User Role 0 0

Assign the role KI DSMto the user Admi n:

PortalAdmin

< Users L -

200 Benugzerrollen
I 8% Benutzer &

Roles
i

Aktiv  Benutzerrolle Beschreibung Options
&/ Benutzerrollen Juliane .
ContentManager Content Manager Role Z @
& Permission & Roles Portaladmin
@ wiskiuser wiski User Role % @
@ Berechtigungen A portaltemp
El ProcessAnalytics Process Analytics User Role Z ®
A~ Funktionale
£l Metrics Metrics User Role 2 @
53 Portal Objekte |
SystemAdmin System Administrator Role % @
= Datenquellen
] KiDSM KiDSM User Role Iy @
& Applikationen

W Pakete

€2 Portal Einstellungen

When you install for the first time, | If that occurs, check the configuration file

;\/I%Lfr ?(lﬁmt‘;’,?; {E: @gs%E:PSMURL \'wi ski\services\tontat\nodeO\ webapps\ appl i cati ons\portal -

client-ki dsm package. j son.
If the ki dsmJRL value is empty, replace the "™ with the correct URL

https://<host nane>: 8843
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Issue Solution

The port should be 8843 and the host name and protocol (http or https) must be in
line with your portal configuration (compare
\'wi ski\services\portal\config\webportal.properties).

When using Firefox and only self- | €€ below
signed certificates, opening the
KiDSM client integrated into the
WISKI standard portal indicates a
"Potential Security Problem" that is
not critical.

If you do not want to use Chrome as the recommended browser, you must first open the standalone KiDSM in your Firefox
browser session and then switch back to the integrated client:

= Right click in the iframe window and select THIS FRAME and then OPEN FRAME IN NEW TAB.

/( KlSTERS Applications | KiDSM v

Did Not Connect: Potential Security Issue
Firefox detected a potential security threat and did not continue to vm-w7-nc-11 because this website requires a
ecure connecti

What can you do about it? @o

The issue is most likely with the website, and there is nothing you can do to resolve it

If you are on a corporate network or using anti-virus software, you can reach out to the support teams for assistance.
You can also notify the website's administrator about the problem.

v ource
ave Frame As..
©2020 KISTERS AG | All rights reserved nspe: IR o Al timestamps in i
View Frame Source

= Switch to the newly opened tab, click on ADVANCED... and ACCEPT RISK AND CONTINUE.
= Switch back to the WISKI Standard Portal tab and reload the portal (e.g. by pressing F5). You can close the other tab
(with the standalone client) and continue working with the integrated KiDSM web client.

18.5.5 TS Data Validation

Core functionality

Your everyday tasks rely on complete and validated data. This application helps you to notice any inconsistencies and to
initiate appropriate actions. You can configure individual validation check types and define time series groups to be used for
the validation checks. Checks can be scheduled, results are stored in the corresponding backend (e.g. the WISKI database or in
other attached information systems or programs). The application is useful for both high resolution and long term information
(e.g. before preparing annual reports).

TS Data Validation provides you with a Web-based user interface for the administration and visualisation of data validation
rules and tasks. You can define and manage these rules and visualise the results of the validation runs on maps and in tables.
Using workflows, you can manage the scheduled execution of the tasks. With this, your time series data can be presented in a
viewer application.

The application is part of the WISKI Standard Portal.

Features

= Defining rules is the first of several steps in configuring validation routines. The different types of rules to be configured
are directly linked to the validation algorithms assigned in the server side of the system.
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= Task definition is the next step after rule configuration. In this step, a link is created between a task and existing rules, and
a validation execution can be performed based on this link.

=  Workflow definition is the next step after rule configuration and task generation. In the Data Validation application, a
workflow is the scheduled execution of tasks. This functionality allows you to set an execution interval for one or more
previously configured tasks.

= The RESULTS view consists of the Results Overview, Results Detail and Time Series views. The information from completed
task instances can be analysed and evaluated here.

= The Results Overview displays the results either by Task or by Entity, the latter representing the Latest Results table in the
Results Summary by Task.

Installation and Configuration

With a valid license, you will have to install Python and some further backend services. A customized Python will be shipped
with your WISKI version (Miniconda, about 1.2 GB). Select the following packages in the WISKI SERVER MANAGER > PACKAGE
MANAGEMENT:

@' Package management

3 Reactivate database

[B) Apply patch

Note: The following two packages must be installed in the specified order.

= wat er-pyt hon
= python-jproc

The following three packages can be installed in any order.

= validation-kar af
= validation-python
= wat er - wor kf | ow engi ne

The default configuration which is suggested by the WISKI Server Manager during installation will work for most installations.

Mind that during the installation process, you might be prompted to install Python locally and your firewall might ask for
permission - you will have to allow communication to continue.

After a successful initial installation, only the PortalAdmin user can see the application. That user can assign permissions to
each user who should have access to this application (see Portal Administrationl1s5, USER SETTINGS section).

If you want to install the Data Validation application on a running WISKI standard portal without initiating a full WISKI update,
you can also select the five packages mentioned above in the order given above (WISKI Server Manager: PACKAGE
MANAGEMENT > INSTALL PACKAGE). If necessary, standard configurations are also offered in the installation dialogs.

Note: If you are using WISKI 7.4.11 SR8 or SR9 with Keycloak, refer to the Troubleshooting for the Portal - Versions with Data
Validation (7.4.11 SR8 and higher) 185 section.
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Troubleshooting

Issue Solution

If you do not receive any data|" M_ake sure that all services are registered in the se_rvice reg_istration.

when vou select the application in | ™ Visiting h'gt ps: /./ <host name>: 7421/ servi ceregi st ry must show that
the GUI and a red pop-up window the following services are running for Data Validation:

with the message ERROR LOADING - KI'STERS. TI MESER! ES. BUFFER

DATA appears, . . KI STERS. Tl MESERI ES. VALI DATI ON

. KI STERS. Tl MESERI ES. VALI DATI ON. REPCSI TORY

. KI STERS. Tl MESERI ES. VALI DATI ON. RULES. | MPLEMENTATI ON
. KI STERS. WATER. AUTH. OPENI DCONNECT

. KI STERS. WATER. EXECUTI ONQUEUE

. KI STERS. WATER. WORKFLOWENG NE

REuE R R

If you cannot edit time series but | Check the user's authorisations for the time series buffer in WISKI.

get the error message | " Chec.k'whe.ther the user can be identified via the UUID in the WISKI user
WISKIDATAEXCEPTION: ~ MISSING | administration. _ , ,
PERMISSION = This UUID must be the same as in your OIDC provider (MITREid: MANAGE
TSM.TSMSERVER.CHECKOUTTSDAT CLIENTS > TIMESERIES BUFFER: Edit CLIENT > MAIN: Client ID) - for Keycloak
AWISKIDATAEXCEPTION: MISSING see Troubleshooting for the Portal - Versions with Data Validation (7.4.11 SR8
PERMISSION and higher)[1s8. Test by granting Admin rights in the WISKI Client User
TSM.TSMSERVER.CHECKOUTTSDAT Administration and do the editing again.

A ..

= (Check the time series buffer user rights as in the step above.

If tasks and workflows are not :
= Restart the Water-Python-Components node in the WISKI Server Manager.

launched properly, ...
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19 Appendix

The Appendix collects some miscellaneous information:

External Java installations/ 208

Windows Services! 208

Client Installation Using an Installation Wizard (WiX Toolset)[2oh
Client Installation/Update in Silent Model22h

Usage of Elasticsearchlz5

Python as Scripting Language|22h

FAQT228)

19.1 External Java installations

The WISKI Server installation needs a Java JDK installation. The JDK is delivered, installed and updated together with the
other packages. Beside the normal installation it is possible to install your own Java. By installing another Java, the normal
installation routines can not be used any more, they are designed to use the delivered Java Version. The WISKI Server
software has to be set up manually. The latest WISKI installation always brings the newest Java version.

The WISKI Server software needs:

= Java 11 (AdoptOpenJDK is recommended)
= The JDK (Java SE Development Kit) version
= The JCE (Java Cryptography Extension) package installed, this can be downloaded from Oracle, please follow the
installation instructions.
= The WISKI server is started with perl startup scripts; these scripts search for the installed Java in the following order.
= Java inside the WISKI service directory (servi ces/j ava).
= Java installed with the environment variable TSM_JAVA HOVE.
= Java installed with the environment variable JAVA HOVE.

19.2 Windows Services

You can register some WISKI elements as WINDOWS services:

= Managing a KiDSM Service As a WINDOWS servicel 208
= Managing the KISTERS WISKI Service as a WINDOWS Servicelzoh

19.2.1 Managing a KiDSM Service As a WINDOWS service

Managing a KiDSM service as a WINDOWS service comprises these steps:
Launching the tooll 208!

Installing the WINDOWS Service[20M

Uninstalling the WINDOWS servicelzh

Checking the service installationlzoh

19.2.1.1 Launching the tool

There are two ways to start the KiDSM Service management tool:

= Launching the KIDSM Service management tool from the WISKI Server Manager
= Navigate to the ACTION tab. Double click SERVICE - MANAGE KIDSM WINDOWS SERVICES.
= Launching the KIDSM Service management tool manually.
= Navigate to <r oot >\ wi ski \ bi n using a WINDOWS Explorer and execute Ki DSM Ser vi ces. exe.

After launching the tool WINDOWS will ask for administrator rights, these have to be granted.
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(¥) KiDSM Serv... [ = | = [[m23]

Services

| Install KDSM service

Uninstall KiDSM service

I
[ )
| smtsewee |
[ )

Stop service

l Open Windows services ]

19.2.1.2 Installing the WINDOWS Service

= (lick the button [INSTALL KIDSM SERVICE].
= Click the button [START SERVICE].

19.2.1.3 Uninstalling the WINDOWS service
= Click the button [STOP SERVICE].

= Click the button [UNINSTALL SERVICE].

19.2.1.4 Checking the service installation

Use the button [OPEN WINDOWS SERVICES] to check if the service has successfully been installed or uninstalled.

File  Action View Help

= FE = HE »anmwp

~

5-9) Services (Local) Marme Description Status Startup Type Log On As i
f;_é)lntemet Connection Sharing (IC5) Provides ne... Disabled Local Syste..
.‘“:-'._é)IP Helper Provides tu..  Started Automnatic Local Syste... |
Z IPsec Policy Agent Internet Pro...  Started Manual Metwork 5...
ﬁ KISTERS Process Controller Service KISTERS Pro... Automatic Local Syste...
‘:.e) KtmRm for Distributed Transaction Coordin.. Coordinates... Manual Metwork 5...
‘:o, Link-Layer Topology Discovery Mapper Createsa M... Manual Local Service i
e 1 . at L nor - TR - . ' re
Extended ,\Standard /

19.2.2 Managing the KISTERS WISKI Service as a WINDOWS Service

Managing the KISTERS WISKI service as WINDOWS service comprises these steps:

Launching the toollzoh

Installing the WINDOWS service 28
Uninstalling the WINDOWS servicel z0b
Checking the service installation 2o

19.2.2.1 Launching the tool

There are two ways to start the KISTERS WISKI Service management tool:

= Launching the KISTERS WISKI Service management tool from the WISKI Server Manager.
= To shut down and uninstall navigate to the ACTION tab. Double click SERVICE - MANAGE JPROCCONTROLLER WINDOWS
SERVICES.
= Launching the KISTERS WISKI Service management tool manually.
= Navigate to <r oot >\ wi ski \ bi n using a WINDOWS Explorer and execute j proccontrol | er _servi ces. exe.
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19.2.2.2 Installing the WINDOWS service

= Click the button [INSTALL SERVICE].
= Click the button [START SERVICE].

Use the button [OPEN WINDOWS SERVICES] to check if the KISTERS WISKI service has been installed successfully.

19.2.2.3 Uninstalling the WINDOWS service

= Click the button [STOP SERVICE].
= Click the button [UNINSTALL SERVICE].

Use the button [OPEN WINDOWS SERVICES] to check if the KISTERS WISKI service has successfully been uninstalled.

19.2.2.4 Checking the service installation

Use the button [OPEN WINDOWS SERVICES] to check if the service has successfully been installed or uninstalled.

File  Action View Help

&= |EEc=HE » 8 nw

-

£, Services (Local) Marme Description Status Startup Type Log On As “n
“ Internet Connection Sharing (ICS) Provides ne... Disabled Local Syste...
4 IP Helper Provides tu...  Started Automatic Local Syste... |
£ IPsec Policy Agent Internet Pro..  Started Manual Metwork 5...
Qg KISTERS Process Controller Service KISTERS Pro... Automatic Local Syste...
. KtmRm for Distributed Transaction Coordin... Coordinates,.. Manual Metwork 5...
 Link-Layer Topology Discovery Mapper Creates a M... Manual Local Service
Extended )\Standard /

Note: The KISTERS WISKI Services are installed under a local system account. It is recommended to use a different user. This
can be changed by editing the properties of the WINDOWS service. The user itself must be created by a system administrator.

If this service has been started under the system account, a temporary folder will be added that solves problems during
import of ZRXP files using the 10 machine. These problems occur when writing temporary files under newer versions of the
Microsoft Windows operating system. If you encounter problems when importing files or generate reports, make sure that this
folder exists:

Windows Local system user temp directory
64-bit system C. \ W ndows\ syst enB2\ confi g\ syst enprofi | e\ AppDat a\ Local \ Termp
32-bit system C:\ User s\ <W ndows user nane>/ AppDat a/ Local / Tenp

19.3 Client Installation Using an Installation Wizard (WiX Toolset)

Your WISKI7 Service Monitor (as an alternative to the JProcConsole), KiDSM, KiScript and the WISKI7 client can be installed
and updated together with the server using the WISKI7 Server Manager (WSM). This is explained abovelso. Apart from that a
standalone MSI installer is available. This chapter describes how to install WISKI and components using this MSI installer.

Note:

= |f you are updating from WISKI7 versions older than 7.4.13 SR7, uninstall WISKI7 first and then reinstall WISKI7
completely. The installation packages before version 7.4.13 SR7 were created with InstallShield.

With executing the following MSI files, you can run a client installation/update with the help of the (WiX Toolset) wizard:

WISKI7 client

KiDSM-Client (until 7.4.11 SR5)
KiScriptServer IDE

Service Monitor
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You can start the wizard by double-clicking the MSI file or by running the command line from the location of the MSI file, as
follows.

>nsiexec /i <client> nsi [/l*v "<installation/update log file>"]

Detailed information is provided in the following sub-chapters:

= nstallationl 2o
= Deinstallation[zh
= Upgradelzih

19.3.1 Installation

When executing the following MSI files, you can run a client installation with the help of the WiX Toolset wizard:

WISKI7

KiDSM Client (up to version 7.4.11 SR 5)

KiScriptIDE

Service Monitor

Note: During the Service Monitor installation, the JProcConsole is installed, too.

Welcome to the WISKI7 7.4.13.7 Setup
Wizard

This is a custom welcome message, Click Next to continue ar
Cancel to exit. The Setup Wizard will install WISKIT on your
computer, Click Next to continue or Cancel to exit the Setup
Wizard.

R

Note:

=  From WISKI version 7.4.9 SR10:
=  Microsoft .NET Framework version 4.5 or higher is required for WISKI7. Install a suitable version of the .NET
Framework first. Otherwise the WISKI7 installation process will be aborted.
= Up to WISKI version 7.4.11 SR13:
= Updating an existing client installation via the GUI can only be done by running MSI files on existing installations with
the REPAIR option. If you wish to perform a full update, please use silent mode/ 2201,
= From version 7.4.11 SR14 to 7.4.13 SR6, you can update the WISKI7 client using the installation programme (MSI) with
the help of a wizard. The old client is removed and a new version is installed.
= Up to WISKI version 7.4.13 SR6:
= You can use the [HELP] button to display installation instructions. In this case, the Adobe Reader application must be
installed on the computer or an error message will be displayed.

As you navigate through the wizard, one or more steps from the following chapters may be required for installation.

Java.exe Location[21)

Target Installation Destination [z

Application Configuration (WISKI7 only) 2

Redirecting Application Configuration File (WISKI7 only)[ 25
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= Determine Map File Directoryla
= Finalisinglah

19.3.1.1 Java.exe Location

KiScriptserver-ide

= |t is possible to use a custom Java location. To do so, select the list item and click [NEXT].

jig KiScript-ide-Setup

Setting JAVA option

Select the appropriate option for the JAVA connection. By default, JAVA is
already integrated in the installation package.

() Use integrated Java

(®) Use custom Java location

[ nex ] [ conce

= Adjust the custom location of j ava. exe using the [CHANGE...] button.

iy KiScript-ide Setup

Application configuration entries
Enter the values that you would like to use for the configuration file.

Set JAVA path of Sava™.exe™

|c:1pmqram Files (xB5)WISTERS iScript-ide jdk\Javabin'|

Badk Mext Cancel

Service-Monitor

= |t is possible to use a custom Java location.
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ﬂ Service-Monitor Setup —

Application configuration entries

Enter the values that you would like to use for the configuration file.

Set JAVA path of "java™.exe":

C:\Java'bin',

Change...

If required, specify your XML configuration file with the path to launch the
application:

Browse...

Back Mext Cancel

= Adjust the custom location of java.exe using the [CHANGE...] button.
= |f you want to use a custom configuration XML file, you can do so by clicking the [BROWSE...] button.

Note:

= Up to version 7.4.13 SR6:
= |If the location of j ava. exe is not correct, a warning message is displayed.
= |f JAVA HOME has not been configured as OS environment variable, a warning is displayed and the installation is

terminated.

= |f the two policy files | ocal _pol i cy. | ar and/or US_export policy.jar are notfound in a sub directory, an
error message is displayed and the installation is terminated.

= The check of JAVA HOVE and policy files is not performed from version 7.4.11 SR9. Java 11 is required on the target
machine.

If set, the following configuration file contents are written according to the application.

ServiceMontior.properties

vime<Path to the Java bin directory>

KiScriptServerIDE.ini

-vm
<Path to the Java bin directory>

KiDSMClient.ini

-vm
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<Path to the Java bin directory>
-data
@iser . home/ . ki st er s/ Ki DSM

19.3.1.2 Target Installation Destination

= Select a target directory for your client installation.

jiE WISKIT Setup
Destination Folder
Click Mext to install to the default folder or didk Change to choose another.

Instal WISKIT to:

|C:‘Program Files (x85) KISTERS\WISKT\

Change...

= .

Note: The default destination is %°r ogr anti | es% To avoid administrative problems when working with multiple non-
administrator users, it is recommended that you select a different root folder, e.g. c: \ ki st ers.
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19.3.1.3 Application Configuration (WISKI7 only)

= Set the installation configuration for the following options.

& WISKI7 Setup —

Application configuration

Enter the values that you would like to use for the configuration file.

Application language: ;English v
DSN: o v
Host:

Redirect WISKLini: No v

File location of the user INI: C:\Users\ga-admin\AppData\Roaming\KISTERS\WISK

Change...

Back Next Cancel

Application language

Here you can decide whether your WISKI7 client application should be displayed with a GUI language other than English. The
language setting is written to the application configuration file (e.g. W SKI . i ni ) in the [ Transl ati on] section.

Default: English
Currently supported languages are: Chinese, English, German, French, Italian, Spanish
Example

[transl ation]
| anguage=Ger man

DSN

Here you can set the DSN entry for ODBC driver handling. When changed, the DSN entry is written to the application
configuration file (W SKI . i ni ) in the [ ODBCDr i ver] section.

Default: O

Example

[ ODBCDx i ver]
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DSN=1

Host

Here you can predefine your server host. The host information is written to the user configuration file (user _~. i ni) in the
[tsn] section.

Default: localhost (until WISKI version 7.4.13 SR10)

Redirect application configuration file

If you want to redirect the application configuration file (W SKI . i ni ) select YES in the list box. See Redirecting Application
Configuration Filelzib for details.

File location to user configuration file

If you adapt the path, the user configuration file is the path written to the application configuration file (W SKI . i ni ) in the
[ pat hs] section.
Default is

= YAppDat a% Kl STERS\ W SKI \ (If WISKI7 is installed in %°r ogr anFi | es%
= WISKI7 installation directory (If WISKI7 is not installed in %Pr ogr anFi | es%

Example

[ pat hs]
userini path = C \ KI STERS\ W SKI \ docunent s\ conf\wi ski -cl i ent
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19.3.1.4 Redirecting Application Configuration File (WISKI7 only)

= To use centralised server environments (terminal server farms) you can redirect the application configuration file
(W SKI . i ni ) to a central location.

78 WISKI7 Setup —

Redirect WISKL.ini
Click Next to keep the default folder or click Change to choose another.

File location of the WISKLini:

'C:'\,Prog ramData\KISTERS\WISKI\

Change...

Back Next Cancel

If active, a central location entry app_i ni _path can be defined and is written to the (additionally created)
Redi rect . i ni configuration file (located within the installation directory) in the [ r edi r ect ] section.
Default: No
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19.3.1.5 Determine Map File Directory

= Specify the path where the map file is located.

& WISKI7 Setup —

Directory for map files
Click Next to keep the default folder or click Change to choose another.

Path to the map files:

'C:'\Program Files (x86)\KISTERS\WISKI\KMapObjData\,

Change...

Back | Next | Cancel

= To determine an individual path, click the [CHANGE] button and select the path in the default WINDOWS dialog for selecting
files
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19.3.1.6 Finalising

= After configuring the installation setup, the installation can be started using the [INSTALL] button.

g WISKIT Setup

Ready to install WISKI7

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back | Install | Cancel

During the installation process, the configuration setup options are written into the according configuration files (described
above).

Default location of the WISKLini file:

= 9FrogranDat a% KI STERS\ W SKI \ (If WISKI7 is installed in %°r ogr anFi | es%
= WISKI7 installation directory (If WISKI7 is NOT installed in %4°r ogr anti | es%

19.3.2 Deinstallation

To remove the client application from your system, you can reuse the MSI file to launch the Uninstall Wizard (REMOVE option)
or simply use the OS Programs and Features list by selecting the application and pressing the [UNINSTALL] button.

Note: Before uninstalling the application, you may need to save your custom configuration files.
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Welcome to the WISKI7 Setup Wizard

The Setup Wizard allows you to change the way WISKI7
features are installed on your computer or to remove it from
your computer. Click Next to continue or Cancel to exit the
Setup Wizard.

Back Mext Cancal

-
Ia W

Change, repair, or remove installation
Select the operation you wish to perform.,

Change
WISKI7 has no independently selectable features.

Repair
Repairs ermors in the most recent installation by fixing missing and corrupt
files, shortouts, and registry entries.

i Remove {
Removes WISKI7 from your computer,

Back Mext Cancel
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Ready to remove WISKI7

Click Remowve to remove WISKIY from your computer. Click Back to review or change any
of your installation settings. Click Cancel to exit the wizard.

Back |  Remove | Cancel

19.3.3 Upgrade

To upgrade your existing WISKI7 installation, run the new MSI file and follow the steps in the installation/upgrade wizard.
Note:

= From WISKI version 7.4.13 SR7:
= When you upgrade to a new service release version, the previous installation is automatically uninstalled and the new
version is installed.
= When upgrading with a service pack or service patch to the same service release version, the previous installation
should be manually uninstalled first. Otherwise, an error message will be displayed, see below. The user configuration
is retained after uninstallation.

Windows Installer

Another version of this product is already
installed. Installation of this version cannot
continue. To configure or remove the
existing version of this product, use
Add/Remove Programs on the Control
Panel.

= Up to WISKI version 7.4.13 SR7:
= When upgrading, you will need to uninstall the previous installation before installing the new version.

During the upgrade process, a dialogue box will be displayed with upgrade information and an overview of the current setup.
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17 WISKI7-Setup -

WISKI7-Upgrade

Information about the configuration of previous version.

Itis a major upgrade, The previous version will be uninstalled.

Cwverview about the configuration of previous version:

Installation folder: C:\Program Files (x86)\WISTERSWISKIY
Language: Endglish
WISKLini folder: C:\ProgramData\WISTERSWIISKIY

Iser-ni folder: C:\Users

19.4  Client Installation/Update in Silent Mode

Client installation in silent mode comprises these areas of functionality:

= Installation [z
= Updatel2h
= Deinstallation[z25

19.4.1 Installation

To start an unattended client installation/upgrade, you will need the MSI file. Open the command prompt with administrative
rights. Navigate to the appropriate directory where the MSI file is stored.

To install the program using the silent mode, enter this in the command prompt and execute:

>nmsiexec /i <client>nsi /gn [/l*v "<installation/update log file>"]
<ar gunent s>

The following arguments are available:

WISKI7 (from version 7.4.13 SR7)

Argument Options Description
| NSTALLFCLD | =<pat h> Installation directory, default is "%Pr ogr anFi | es% KI STERS\ W SKI ", eg.
ER | NSTALLFOLDER="9%r ogr anFi | es% .

Note: If there are blanks in the path, you have to use " ™.

SETUPLANGLI | Engli sh/ Ger | Client language, default is Engl i sh.
ST man/ French/
Spani sh/ Chi
nese/ltalia
n
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Argument Options Description
SETUPDSNLI S | =0 or =1 DSN entry in WSKI . i ni (1 =yes /0 =no, default 0). Specifies if DSN is used or
T not, mainly needed when using MSSQL.

Note: If you do not specify this argument, no DSN entry is written in the
[ ODBCDx i ver] section in the W SKI . i ni , otherwise DSN=1 is written.

SETUPHOST =<your Hostname of the server where WISKI7 is installed.
host nane>
If you do not specify this argument, no entry for the host is written.

I Nl USERLOC | =<pat h> If not specified, default values are used.

Default values:

= Up to WISKI version 7.4.13 SR6:
= 9AppDat a% KI STERS\ W SKI (If WISKI7 is installed in %°r ogr anfFi | es
%
= Installation path (If WISKI7 is NOT installed in 94°r ogr anti | es%
= From WISKI version 7.4.13 SR7:
= %AppDat a% Kl STERS\ W SKI

Note: If there are blanks in the path, you have to use " ™.

SETUPREDI RA | =0 or =1 Default is 0.

PPFILE = =0: No redirection of the application configuration file. redi rect. i ni is not

installed.
= =1: Redirect the application configuration file. r edi rect . i ni is placed in the
application folder.

APPI NI FOLDE | =<pat h> Specifies a different path for the application configuration file if
R SETUPREDI RAPPFI LE=1.

Example (from version 7.4.13 SR7)

>nsiexec /i WSKI7.nmsi /gn | NSTALLFOLDER="%r ogr anti | es% W SKI "
SETUPLANGLI ST=Genman SETUPDSNLI ST=1 SETUPHOST=w ski . host nane

| Nl USERLOC="C: \ Ki sters\ I NI " SETUPREDI RAPPFI LE=1 APPI Nl FOLDER=" X:
\central "

KiScriptIDE (up to version 7.4.13 SR6)

= | NSTALLDI R Installation directory, default is 9°r ogr anti | es% Ki Scri pt | DE.
= | S BROASE_FI LEBROASED <j ava pat h>\ bi n\ j ava. exe (mandatory, no longer required from 7.4.11 SR9).

Example

nei exec /i "KiScript-ide.nsi" /qgn | NSTALLDI R="9%r ogr anti | es%
\Ki Scri ptl DE" | S BROANSE FI LEBROANSED="C: \ Javal\ j dk-
1.8.0.92\bin\java. exe"

KiScriptIDE (from version 7.4.13 SR7)

= | NSTALLFOLDER Installation directory, default is %Pr ogr anti | es% KI STERS\ Ki Scri pt -i de.
= JAVAEXELQOC Path of the j ava*. exe, e.g. <j ava pat h>\ bi n, default is | NSTALLFOLDER!\ j dk\ Java\ bi n

Example

nei exec /i "Ki Script-ide.nsi" /qgn | NSTALLFOLDER="C:
\ KI STERS\ Ki Scri pt| DE" JAVAEXELOC="C: \ Java\ bi n"
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Note: By default, Java is included in the installation package. It is not necessary to specify the Java path. It is also possible for
customers to use their own Java, e.g. the customer provides their own Java 8 installation.

There is an additional file ReplaceStr.bat in the installation folder to replace the Java path in
Ki Scri pt Server | DE. i ni automatically during installation.

Service Monitor (up to version 7.4.13 SR6)

= | NSTALLDI R Installation directory, default is %°r ogr anfi | es% Ser vi ce- Moni t or .
= | S BROASE FI LEBROASED <j ava pat h>\ bi n\j ava. exe (mandatory)

Example

nsiexec /i "jproc-client.nsi" /qgn | NSTALLDI R="%r ogr anti | es%
\ Service-Mnitor" IS BROMSE FI LEBROASED="C: \ Java\ j dk-
1.8.0.92\bin\java. exe"

Service Monitor (from version 7.4.13 SR7)

= | NSTALLFOLDER Installation directory, default is %°r ogr anfi | es% KI STERS\ Ser vi ce- Moni t or .

= JAVAEXELQCC: Path of the j ava*. exe, e.g. <j ava pat h>\ bi n, default is C: \ Java\ bi n

= CUSTOMXM.: XML configuration file with full path, e.g. <xm pat h>\*. xm , default is no argument in the command
line of the application startup

Example

nsiexec /i "Service-Mnitor.nsi" /qn | NSTALLFOLDER="C:
\ KI STERS\ Ser vi ce- Moni tor" JAVAEXELOC="C: \Java\ bi n" CUSTOVWKXM.="C:
\ Confi g\ Servi ceMonitor.xm"

19.4.2 Update

To update the program using the silent mode, enter this in the command prompt and execute:
>neiexec /i <client>nsi /qgn [/l*v "<update | og file>"]

You have to specify the following arguments, which have to be put after / gn

WISKI7 (up to version 7.4.11 SR14)

= RElI NSTALLMODE: vamus
= a: Force all files to be reinstalled, regardless of checksum or version.
» Uu: Rewrite all required registry entries from the Registry Table that go to HKEY_ CURRENT _USER or HKEY USERS.
= m Rewrite all required registry entries from the Registry Table that go to HKEY_LOCAL_MACHI NE.
» s: Reinstall all shortcuts and re-cache all icons overwriting any existing shortcuts and icons.
= v:Use torun from the source package and re-cache the local package.
Note: Do not use the v reinstall option code for the first installation of an application or feature.
= REI NSTALL: ALL

Example

nmsiexec /i "WSKI7.nmsi" /qn REI NSTALLMODE=vanus RElI NSTALL=ALL

KiScriptIDE

= REI NSTALLMODE: vamus
= a: Force all files to be reinstalled, regardless of checksum or version.
= u: Rewrite all required registry entries from the Registry Table that go to HKEY_CURRENT _USER or HKEY_USERS.
= m Rewrite all required registry entries from the Registry Table that go to HKEY LOCAL_MACHI NE.
= s: Reinstall all shortcuts and re-cache all icons overwriting any existing shortcuts and icons.
= v:Use torun from the source package and re-cache the local package.
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Note: Do not use the v reinstall option code for the first installation of an application or feature.
= REI NSTALL: ALL
» | S BROANSE_FI LEBROASED: <j ava pat h>\ bi n\j ava. exe (mandatory, no longer required from 7.4.11 SR9)

Example

nsi exec /i "KiScript-ide.nmsi" /qgn REI NSTALLMODE=vanmus RElI NSTALL=ALL
| S BROANSE _FI LEBROASED="C: \ Java\ j dk- 1. 8. 0. 92\ bi n\j ava. exe"

Service Monitor

= RElI NSTALLMODE: vamus
= a: Force all files to be reinstalled, regardless of checksum or version.
u: Rewrite all required registry entries from the Registry Table that go to HKEY _CURRENT _USER or HKEY _USERS.
m Rewrite all required registry entries from the Registry Table that go to HKEY_LOCAL_MACHI NE.
s: Reinstall all shortcuts and re-cache all icons overwriting any existing shortcuts and icons.
v: Use to run from the source package and re-cache the local package.
Note: Do not use the v reinstall option code for the first installation of an application or feature.
= REI NSTALL: ALL
= | S BROASE_FI LEBROASED <j ava pat h>\ bi n\j ava. exe (mandatory)

Example

nsi exec /i "jproc-client.nmsi" /qgn REI NSTALLMODE=vanmus RElI NSTALL=ALL
| S BROANSE _FI LEBROASED="C: \ Java\ j dk- 1. 8. 0. 92\ bi n\j ava. exe"

19.4.3 Deinstallation

To uninstall the program using the silent mode, enter this in the command prompt and execute:
>neiexec /x WSKI7.msi /gn [/I*v "<uninstallation log file>"]

For further command line options for msi exec see this page.

19.5 Usage of Elasticsearch

Elasticsearch is a JSON-based search and analytics engine.

Refer to the official elasticsearch reference
(https://wwmv. el astic. co/ gui de/ en/ el asticsearch/reference/current/index.htm) for more
detailed information.

The usage of Elasticsearch comprises these areas of functionality:

Installation 22k

Start Elasticsearchlza$

Update Elasticsearchlzz5

Find Elasticsearch in the Service Registrylzh
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19.5.1 Installation

Every WISKI7 release comes with an optional Elasticsearch package that can be installed using the WSM.

[ Update installation O X
Package selection
Platform: | 64 Bit -
Packages: Select Program
elasticsearch =
V| java-64bit
keycloak
v kidsm

v kidsm-client-64
kidsm-converters-Afl StGallen
kidsm-converters-BAFU
kidsm-converters-EFAS

kidsm-converters-Erftwverband

Description:

/K KISTERS

Cancel Previous | Mext |

The distribution contains a JProcController configuration file and the Elasticsearch binary folder:

= wi ski/services/jproccontroller/configuration/08-jproc-elasticsearch-
defaul t. properties
= w ski/services/elasticsearch/

Basic Configuration

You configure the Elasticsearch server in the el asti csear ch. ynl file located in el asti csear ch/ confi g/.

For example, you can change the Elasticsearch HTTP port (default 9200) by altering the ht t p. port property (see below).

elasticsearch.yml

http. port: 9200

Memory Settings

The configuration of the memory settings is important. You can configure them in the j vm opti ons file located in
el asti csearch/ config/.

Choose the memory settings depending on the requirements for the database. For an installation with a lot of data it might be
useful to increase the memory settings. This can be done by altering the - X and - Xnk settings (see example below). More
information about setting up the Elasticsearch memory can be found here:
https://ww. el astic. co/ gui de/ en/ el asti csearch/reference/ current/heap-size. htn.

Note: Always set the minimum and maximum JVM heap size to the same value.

Example:
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jvm.options

- Xnms 29

- Xnx2g

Linux Configuration

Additional system configuration might be necessary when running Elasticsearch on Linux.

To fix file descriptor or memory issues add the following configuration to the / et ¢/ sysct | . conf file:

/etc/sysctl.conf

vm max_map_count =262144
fs.fil e-nmax=65536

This change is permanent, but will only be active when rebooting the system. If you do not want to reboot, execute the
following commands:

sudo sysctl -w fs.file-nax=65536
sudo sysctl -w vm nmax_map_count =262144

Note: This is not permanent. Make sure you edit the configuration file as described above.

If you want to have a user-specific configuration, you can edit the /et ¢/ security/lim ts. conf file (see below).

/etc/security/limits.conf

ki sters sof t nofil e 65536
ki sters har d nofil e 65536

Note: These settings will be active when you create a new shell.

In order to apply the changes to a system service, add the following file
(letc/ systenmd/ syst eml wi ski server. service. d/ override. conf) to the file system and afterwards reload
the daemon (sudo systentt| daenon-rel oad).

/etc/systemd/system/wiskiserver.service.d/override.conf

[ Servi ce]

# Specifies the maximumfile descriptor nunber that can be opened
by this process

Li m t NOFI LE=65536

# Specifies the maxi mum nunber of processes
Li m t NPROC=4096

# Specifies the maxi num size of virtual menory
LimtAS=infinity

# Specifies the mximumfile size
LimtFSI ZE=i nfinity
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19.5.2 Start Elasticsearch

Once Elasticsearch is installed, it automatically starts and stops with the WISKI7 server. The status of Elasticsearch can be
viewed within the services view of the WSM (see screenshot below).

[H Services — O >
+ - 2 %

Mame PID
¥ =5 WISKI Server

L8 Ki-LogServer 23236 (;'
£8f elasticsearch wis @O
> L8 tsmdispatcher 23080 (;'
L¥; dispatcher-db
» ¥ queueserver 7812 (:"
> £ automation 15740 (;'
> LF interactive 1716 (;'
> L8 scriptserver 29552 (/'
b g tsm? nmo @O
£1f Services-Node-0 wss @O
Waiting for the next refresh ... '

19.5.3 Update Elasticsearch

Note that there is a major change in Elasticsearch between versions 5 and 7, which requires additional steps explained below.
This affects WISKI distributions prior to 7.4.13 SR7, as these versions contain Elasticsearch 5, while 7.4.13 SR7 introduces
Elasticsearch 7.

If Elasticsearch indexes need to be retained (e.g. for the Process Analytics and Application Metrics web applications), follow
the steps below. Do this before updating WISKI.

= Make sure you are running Elasticsearch version 5.
= Run

java -jar Portal Server ESM grati onExec. jar node=EXPORT
baseUr | =http://1 ocal host: 9200/
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basePat h=C. / es_mi grati on/ 2022/ export

Replace C: / es_m grati on/ 2022/ export with an appropriate directory name.
= Update WISKI and Elasticsearch to version 7.
= Make sure that the Water Portal and Process Analytics importers are not yet started.
= Run

java -jar Portal Server EsSM grati onExec. jar node=I MPORT
baseUrl =http://I ocal host: 9200/
basePat h=C: / es_mi grati on/ 2022/ export

If you do not need to retain Elasticsearch indexes, follow the steps below:

= Stop Elasticsearch using the Service Monitor.
= Make a backup of the Elasticsearch folder. This is usually the path: \ KI STERS\ docunent s\ el asti csear ch\ dat a.
= Start Elasticsearch using the Service Monitor.

19.5.4 Find Elasticsearch in the Service Registry

Elasticsearch is registered in the Service Registry. You can query the WISKI REST API for the Elasticsearch port or host using
the service ID of Elasticsearch.

Elasticsearch ID in Service Registry: DE. KI STERS. WATER. DATABASE. ELASTI CSEARCH

http://1 ocal host: 7420/ servi ceregi stry/v2/ apps/ DE. KI STERS. WATER. DATABASE. ELASTI CSEAR
CHor

https://1 ocal host: 7421/ servi ceregi stry/v2/ apps/ DE. KI STERS. WATER. DATABASE. ELASTI CSEA
RCH

REST API query:

http://1 ocal host: 7480/ rest/wat er/regi stry/ servi ces/ de. ki sters. wat er. dat abase. el asti
csearch/singleor

https://1 ocal host: 7479/ rest/water/regi stry/services/de. ki sters. wat er. dat abase. el ast
i csearch/single

19.6 Python as Scripting Language

Core Functionality

The Python Framework for Reporting and Operations is based on a custom portable Miniconda distribution and offers you a
variety of advantages compared to older scripting languages.

= A general purpose, open source language, which is widely spread not only in the IT sector but especially in science and
engineering.

A variety of ready for use libraries for data analysis, web frameworks, statistics, modelling and Al.

An active community for support requests.

Beginner-friendly - easy to read and adapt the code.

Integration in web applications.

Top programming language ahead of JavaScript and C++.

Features

The Python Framework for Reporting and Operations can currently be used for:

= Data retrieval (time series, water quality data and any meta data) via the server (REST-API and KiWIS) for any post-
processing outside of WISKI.
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= Reports that can be integrated and accessed with the Report Wizard.

= Operations: With Python, individual operations can be created and integrated into the WISKI system view.

= Data validation: To extend the standard WISKI system, an external framework based entirely on Python is available for
user-specific and complex validation routines.

Installation and Configuration

To install the Python Framework for Reporting and Operations, you must select certain packages in the WISKI Server Manager
during the installation or update process. See Package selection! es.

19.7 FAQ

A general hint at the beginning: Check also the FAQ appendix of the official WISKI user documentation (online help or PDF)
included in your installation or talk to your system administrator if connection difficulties, installation or other problems
occur.

The FAQ section covers the following topics:

* FAQ on TLS and Certificate Management/z:8
= FAQ on Keycloakl 2

19.7.1 FAQon TLS and Certificate Management

A general hint at the beginning: Check also the FAQ appendix of the official WISKI user documentation (online help or PDF)
included in your installation or talk to your system administrator if connection difficulties, installation or other problems
occur.

When did we introduce TLS / Certificate support in WISKI?
TLS/certificate support was initially introduced with 7.4.11 SR7.
Which versions of TLS does WISKI support?

See the first chapter of this document.
WISKI Server 125 supports and requires at least TLS 1.2.
TLS 1.3 is supported too but currently untested (= not tested by our QA).

Any older version will be refused by WISKI Server. See also the jdk.tls.disabl edAl gorithns key in
wi ski/services/javal conf/security/java. security.

This should apply for all of our Java backend modules.
WISKI Desktopl127 supports TLS 1.2.
TLS 1.3 is completely untested and currently not supported for REST calls via PowerBuilder.

Which version is allowed or not is defined on the operating system layer.
What do | have to provide as a customer?

Be aware of the issues listed hereafter, if you cannot or do not want to provide your own server certificate signed by an
official and/or trusted Certification Authority (CA):

= Accessing WISKI Server HTTPS resources (like the Standard Portal or others) with a browser will require additional effort
like importing the generated self-signed root CA into the operating system’s TrustStore on all client machines. Not doing so
will lead to issues.

= Handling of so called “WISK| Server Satellites[115" will be more complicated as it must be ensured that the whole system
uses one single generated self-signed root CA.

= Your system is not as secure as it could and should be, since our generated self-signed root CA could be misused to sign
other server certificates being then trusted on all other WISKI client machines.

We strongly recommend to use a server certificate signed by an official and/or trusted Certification Authority!

If you still prefer to use the generated self-signed root CA provided by default, you can stop reading here - which we do not
recommend!
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If you want your own certificates to be added to our WISKI Server KeyStore and TrustStore, provide the following files to us
using the installation/update wizard dialog of the WISKI Server Manager:

= X.509 Root Certification Authority Certificate
File format: PEM
= X.509 Server Certificate - including the whole certificate chain up to the root CA
File format: PEM
If and only if the server certificate has a X.509 Extended Key Usage extension: the purposes TLS Web Server
Authentication and TLS Web Client Authentication (for RMI) must both be set!
= Server Certificate Private Key
File format: PEM
Private key format: PKCS #8 or PKCS #1
Private key algorithm: EC or RSA

@ Update installation - TLS Configuration O

Keystore location | Ckistershwiski_tmphwis kivservices\confighlocal\unmanaged', | | [l
Keystore password
®) Use self-signed certificates
Certificate organisation | KISTERS AG

Certificate common name | vm-w7 -portal-2.kisters.de

Q@ ©Q@ x

) Use custom certificate

Root CA certivicate [crt] [
Server certivicate [cri] [
Server certivicate private key [key] =

/K KISTERS

Cancel Previous

Alternatively, you can also provide the KeyStore and TrustStore files by yourself. The stores must be in PKCS #12 format and
must be password-protected.

What is a self-signed certificate?

A self-signed server certificate is typically signed by itself (aka the developer or company, anyone) or - as implemented in
WISKI Server - by an untrusted root certification authority which is generated by the WISKI Server setup (Common Name
CGenerated Sel f-Signed Root CA for WSKI Server <host>).

Some customers as well as KISTERS SysAdmins make also usage of self-signed certificates for internal usage. This is cheaper
and more flexible than using certificates signed by an official certification authority. Typically the generated root certification
authority used to sign such server certificates is then being rolled out automatically to all machines' operating system
TrustStore in the network. This is not the case when using self-signed certificates signed by a generated certification authority
as used by default by the WISKI Server.

An official server certificate is being signed by an official root certification authority, e.g. GlobalSign, which is globally trusted
by all operating systems TrustStores and which typically takes money for that.

What's a certificate chain?

A certificate chain is an ordered list of certificates stored in one file starting with the server certificate via it's (optional)
intermediate certificates to the root CA certificate.

© KISTERS | 2025




Appendix

Such a chain can be build manually by concatening e.g. server.crt and rootCA.crt in the defined order or automatically by using
the Security Tool[1sa.

Most server processes consume a server certificate chain: directly by consuming a chain in e.g. a PEM file like chain.crt or by
consuming a KeyStore which contains in addition to the chain also the protected server private key. The last mechanism is
being used by WISKI Server.

The server certificate chain will be presented to each client connecting to a TLS secured port. The server certificate will be
used by the client to verify, among other, that the DNS name matches - you need to be sure to talk with the correct secured
endpoint and not something else when presenting e.g. a password, the certificate is valid for the required use case and not
expired. Intermediate till root CA certificates will be used by the client to ensure the remote endpoint is trusted by validating
the presented root CA with it's counterpart in the client TrustStore.

My system has multiple hostnames. How to handle that?

Certificates store the mandatory system FQDN DNS name into the CommonNane field. Additional FQDN names can be
specified using the Certificate Subject Alternative Name Extension.

The WISKI Server Security Tooll1sh) is able to generate self-signed certificates using multiple hostnames.

Example:

cd services/w ski-server/bin/

../..ljavalbin/java -jar security-tool.jar createCSR --comonNane
host nanme. exanpl e. ki sters. de --al t DNSNanes al ternative-

host nanme. exanpl e. ki sters. de, al ternati ve- host nane2. exanpl e. ki sters. de
../..ljavalbin/java -jar security-tool.jar signCSR
../..ljavalbin/java -jar security-tool.jar buildCertificateChain

The server private key can be found in servi ces/ confi g/l ocal / unmanaged/ securi ty/ server. key.
The server certificate chain can be found in ser vi ces/ confi g/ | ocal / unmanaged/ security/chain.crt.
Both can now be added to the KeyStore or be used for another system using the same root CA.

This is intended to be used for machines with multiple hostnames.

In theory, you could also use the same mechanism to provide one certificate for multiple machines, but this is not
recommended as you would also share the same private key for all machines. If one is compromised, all of them are.

My certificate expired. What should | do?

Each certificate (server certificate, intermediate CA certificate or root CA certificate) has an expiration time. The lifetime of
certificates is becoming shorter and shorter over time as security requirements get stronger and stronger.

Currently, the best way to check the validity of the server certificate chain is to use the system browser by calling e.g.
https://1 ocal host: 7479.

replace | ocal host by your FQDN hostname to avoid TLS warnings in the browser.

The certificates can then be inspected by using buttons on the left of the browser URL, the exact implementation differs and
depends on the browser being used.

Finally, the whole server certificate chain will be displayed by the browser and each single extension can be examined, for
example for the expiration time.

See also https://ww. gl obal sign.conf en/bl og/ howto-viewssl-certificate-details for more
precise instructions about how to do that for different browsers.

There is currently no automated check within WISKI Server, no automated renewal for the default self-signed certificates and
no way to read the expiration time with our tooling. All of that is however on our list.

If the server certificate expires or is coming close to expiration time, it must be renewed. In case our default self-signed
certificates are being used, just regenerate the certificate using our Security Tool:

= (Generate a new Certificate Sign Request (CSR) - check the Security Tool documentation for customisation:

../l..[javalbin/java -jar security-tool.jar createCSR
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The command will also regenerate a new server keypair (private and public keys).

Note:

= Typically the keypair is not regenerated for a simple renewal but this is currently not supported by our tooling. Also,
keypair regeneration should imply the revocation of the previous certificate, but this is also currently not supported.

= |n case a satellite node is affected, the cr eat e CSR command must also contain the satellite hostname as argument
for the CommonName field of your certificate which represents the FQDN host name hostname host name :

../..ljavalbin/java -jar security-tool.jar createCSR --
commonNanme <SATELLI TE_HOSTNAME>

= Sign the new CSR with our self-signed root CA - again, check the documentation for customisation:
../..ljavalbin/java -jar security-tool.jar signCSR
Note: In case a satellite[us1 node is affected, the si gnCSR command must be executed on the master node because the
self-signed root CA private key is stored there. The resulting server.crt will be stored in
servi ces/ confi g/l ocal /unmanaged/ security/.

= (enerate a new server certificate chain:
../..ljavalbin/java -jar security-tool.jar buildCertificateChain
Note: In case a satellitelu® node is affected, this command must be executed on the satellite node itself. The
server. crt generated in the previous step must be copied from the master node to the satellite node.

= Finally, import the new server certificate to the KeyStore with the same alias than the previous one:
../..ljavalbin/java -jar security-tool.jar addCert ToKS

= Restart WISKI Server.

If the self-signed root CA certificate is about to expire, follow the steps below to renew it:

= (enerate a new root CA certificate - on the master node only:
../..ljavalbin/java -jar security-tool.jar genRoot CA

= As all server certificates signed by the previous expired self-signed root CA are now invalidated too, you need to
regenerate new server certificates too. Follow the instructions above.
Note: In case a multi-node system is being used, you must copy the new r oot CA. crt to all satellite nodes!

Note: If you, as explained above, configure and use your own certificates, make sure, together with your IT administration, to
provide up-to-date certificates! They can be updated in WISKI Server the same way than they are configured the very first
time: Use the WISKI Server Manager or use our Security Tooll1sa. There, check especially the commands to build a certificate
chain and to add required certificates to the WISKI Server KeyStore and TrustStore.

How to check if the certificate is trusted in Windows?

WISKI Server provides a small utility to test HTTPS connections. As the tool is a native non-Java tool, it uses the Windows
TrustStore by default.

The tool is available at ser vi ces/ wi ski - server/ bi n/ htt pst est. exe.
It allows to specify a URL to test and optionally the TLS protocol version to be used.
Examples:

Successful test of HTTPS connection against TSM Dispatcher Tomcat with correctly configured Windows TrustStore:
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As we can see, the connection can be established and the remote content is successfully read. The conclusion is therefore, that
the Windows TrustStore provides the required root CA certificates to trust the remote endpoint.

Failed test of HTTPS connection against remote TSM Dispatcher Tomcat with missing root CA certificate in Windows TrustStore:

.| CA\Windows\System32\cmd.exe

19.7.2 FAQ on Keycloak

A general hint at the beginning: Check also the FAQ appendix of the official WISKI user documentation (online help or PDF)
included in your installation or talk to your system administrator if connection difficulties, installation or other problems
occur.

How to test the LDAP user login without involving WISKI Server?

Login to the Keycloak User Console. If you are able to log in, LDAP authentication was successful.

The Keycloak Web User Console is available at https://I ocal host: 7415/ adm n/ ki st er s- wat er -
def aul t/ consol e if the default realm (ki st ers-wat er-def aul t) is being used. Each Keycloak or LDAP user is
allowed to log in here. It's pretty useful to check e.g. the validity of the LDAP configuration without involving WISKI Server.

Note: It is not possible to log in with the Keycloak admin user on this page.
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Can | drop and re-create the Keycloak database schema?

Prior to WISKI 7.4.13 SR11 this is possible if no customer data is lost - this must be confirmed by development team and
should therefore be avoided whenever possible.

After WISKI 7.4.13 SR11 this is no longer possible as it would break the mapping with the WISKI users in the UAD_USER TCA
DB table.

May | apply changes to the Keycloak database on my own?

To be clear, no.

Note: Applying changes to the Keycloak database yourself is probably the reason why one of your next WISKI updates will fail.
Even if a change to the DB seems to help today, it may break things or future updates. It also means that such changes can
result in data loss if backups are not available or the problem is discovered much later.

Does WISKI store my user passwords?

= |f you are not using Keycloak user federation, e.g. LDAP or Active Directory, user passwords are stored as hashes in the
Keycloak database.

= |f your users are provided by a Keycloak user federation and therefore managed in e.g. LDAP or Active Directory, neither
Keycloak nor WISKI will store user passwords.

| cannot log in to the Keycloak admin console, or configuration changes cannot be saved, and there is no clear error.

Keycloak is only compatible with the latest browser versions. Ensure your browser is up-to-date, this helped in a lot of cases.
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